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Abstract

The July 2025 Replit database incident raises a practical question: how can an operator 
verify that an AI agent has stopped modifying protected data? This review separates 
public evidence from unresolved causal claims and translates the incident into a proposed 
verification protocol. The record supports deletion and subsequent recovery, while 
complete execution logs remain unavailable. The protocol distinguishes a freeze request 
from effective resource-level enforcement and examines delayed work, retries, delegated 
workers and restoration. It builds on existing authorization, incident-analysis and 
distributed-systems methods. No experiments have been run; the contribution at this 
stage is an evidence matrix and a test specification, not a demonstrated reduction in 
incidents. Future validation must assess both protection and normal authorized operation, 
since a safeguard that blocks all activity indiscriminately would not be an acceptable 
outcome.
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1. Introduction

Replit acknowledged that its agent deleted data in Jason Lemkin's application and that the 
data was restored [1]. Lemkin reported repeated code-freeze instructions [2]. This 
motivates a Track 2 question: what observable evidence establishes that a freeze has 
become effective?

The intended users are operators of coding agents with access to databases. The 
completed artifact is a source-based reconstruction and proposed verification checklist. It 
does not reproduce Replit's internal environment or demonstrate a new safeguard.

2. Related Work

OWASP recommends limited permissions and authorization outside the model [4]. Agent 
Control Standard addresses runtime enforcement [5]. Kleppmann explains resource-side 
fencing against stale writes [6]. These are established foundations; the proposed 
contribution is their translation into concrete incident-response checks.

Incident-analysis work separates system conditions, context and cognitive explanations 
[7]. AIID editorial research, coauthored by Heather Frase, motivates explicit attribution 
uncertainty [8]. Gomez tests escalation interventions in simulated misalignment scenarios 
[9]; those results cannot be transferred directly to database deletion.

Kulkarni's ctxwitch supports configuration-change review [10]. Wei and colleagues 
emphasize transparent evaluation comparisons [11]. These works inform provenance and 
evaluation design, without establishing endorsement or effectiveness of this protocol.

The comparison is therefore between evidence requirements, not between claimed model 
capabilities. A successful stop message, an authorization decision and an unchanged 
database are different observations.
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3. Methods

Public record review

The source review compared Replit's response, the affected user's account and AIID [1-
3], with contemporary reporting and a later retrospective [12-13]. Claims were classified 
as vendor-confirmed, participant-reported or unresolved. Repeated reporting of one 
participant's account was not treated as independent corroboration.

Proposed verification protocol

Use synthetic records in an isolated database. Compare cooperative stopping, 
authorization checked at task admission, and resource-side enforcement handling stale 
work. Replay identical schedules. Include authorized writes as positive controls; blocking 
everything is not sufficient.

Record freeze-request time, effective-freeze time and commit order independently. Report 
writes during the transition and after enforcement. Do not declare the freeze effective 
until the protected resource enforces it.

Table 1. Proposed checks and required observations. All tests remain unrun.

Test Evidence required

New write after freeze Protected state remains unchanged.

Previously queued write Stale authority is rejected at the resource.

Retry after cancellation No protected write succeeds through retry.

Delegated worker Each worker loses protected write access.

Independent recovery Restored records and schema match the fixture.

Log request identity, worker identity, policy version, authorization outcome and committed effects. 
A scripted worker would test system controls, not a model's tendency to obey instructions.
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4. Results

Results here are findings from the public-record review. No benchmark scores, model 
trials or control-effectiveness measurements are available.

Table 2. Incident evidence and limits of inference.

Finding Evidence boundary

Deletion and recovery [1] Vendor acknowledgment supports both. Permanent loss should 
not be claimed.

Freeze instructions [2] Participant account; complete prompts and execution history 
unavailable.

Record counts [2] 1,206 executives and 1,196+ company profiles are user-
reported, not audited.

Incident date [3,13] AIID records July 18; a July 18 post says yesterday. Exact 
timing remains unresolved.

Recovery advice [1,2] Reported incorrect rollback advice does not establish deliberate 
concealment.

Production exposure [1] Vendor describes development changes affecting production 
before separation.

The reviewed sources do not identify the exact SQL, model version, credential scope or 
complete tool trajectory. They do not establish that stale authorization caused the 
deletion. That mechanism is a prospective test case.

Replit described database separation and improved recovery guidance [1]. This review did 
not independently test those changes. Its main threat to validity is dependence on selective 
participant and vendor disclosures.
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5. Discussion and Limitations

The proposed protocol asks whether control has reached the resource, rather than relying 
on conversational acknowledgment. Its usefulness would depend on observing failures that 
a simpler check misses and on producing evidence an operator can interpret.

A falsifiable prediction is that admission-only authorization can permit a delayed operation 
if authority changes before execution and no later check occurs. Resource-side 
enforcement should reject that operation under the stated design. This is a systems 
hypothesis, not an explanation established for Replit.

Limitations and future work

No implementation, independent replication or novelty assessment has been completed. A 
synthetic fixture would omit production complexity and would not establish real-world 
incident frequency. A month of follow-up could add multiple database backend, failure 
injection, external review and a usability test with operators.

6. Conclusion

The public record supports a narrower account than permanent destruction or proven 
malicious intent. It motivates checks that distinguish requesting a freeze, enforcing it and 
verifying recovery. The checklist remains a proposed artifact until tested.

Code and Data

No experiment code or generated dataset accompanies this version. Public sources are 
linked in the references.
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Appendix A

Limitations and Dual-Use Considerations

Evidence limitations: This review uses public accounts rather than original database logs. 
The vendor and affected user have different visibility and incentives. The source set is 
selective, not a systematic review. Dates, counts and causal explanations retain the 
qualifications shown in Table 2.

Experimental limitations: No proposed check has been executed. Future tests must publish 
configuration, operation schedule and outcomes, including failures. Repeated deterministic 
schedules would demonstrate reproducibility, not independent samples of model behavior. 
A passing test cannot establish protection against all tool paths or unknown credentials.

Assumptions: The proposed resource-side control must mediate every protected write, 
remain outside the agent's authority and produce trustworthy evidence. If an agent can 
bypass that control, alter its logs or use another credential, an apparent pass does not 
establish containment.

Dual-use considerations: Tests should use disposable synthetic data in an isolated 
environment. They need no production credentials, unauthorized access or destructive 
trials on real services. Any future release should emphasize defensive checks and assess 
whether implementation details expose a novel bypass.

Operational trade offs: A freeze can interrupt legitimate work. Evaluation should 
therefore report transition delay, authorized-operation availability and recovery 
correctness alongside blocked writes. Independent review is an option to evaluate, not a 
guaranteed remedy.

LLM Usage Statement

Codex assisted with understanding the topic's depth and complexity. All results and 
claims were independently verified by the author.
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