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Abstract 

The rapid advancement of AI voice cloning technology poses a 
novel and underexplored threat to democratic processes in 
linguistically diverse nations such as India. This paper proposes a 
comprehensive research methodology and analytical framework 
for investigating whether AI-generated voice clones of local 
political figures, including Members of Legislative Assemblies, 
caste association leaders, religious figures, and panchayat 
presidents, can manipulate trust networks in rural India more 
effectively than traditional text-based misinformation. We present 
a detailed experimental design encompassing a dataset 
construction protocol for 50 political leaders across 10 major 
Indian languages (Hindi, Bengali, Tamil, Telugu, Kannada, 
Malayalam, Marathi, Gujarati, Odia, and Urdu), a voice cloning 
pipeline using state-of-the-art text-to-speech models, and a 
240-participant perception study for evaluating human detection 
ability and comparative persuasion impact. Grounded in existing 
literature on deepfake detection, rural Indian political 
communication, and AI safety evaluation, we derive expected 
outcomes and propose a contextual AI safety evaluation 
framework tailored to the Indian political and linguistic landscape. 



This paper serves as a replicable blueprint for researchers and 
policymakers seeking to assess the threat of synthetic political 
speech in multilingual democracies.  
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Research Note: This paper presents a proposed research methodology and analytical framework. The 
dataset construction, audio preprocessing, voice cloning pipeline, and perception studies described herein 
have not been executed by the author. The experimental designs, expected outcomes, and analysis 
frameworks are grounded in a thorough review of existing literature and represent a complete, replicable 
blueprint that any qualified researcher can follow to conduct the proposed investigation. All projected 
results and expected findings are derived from published research on AI voice cloning, deepfake detection, 
and rural Indian political communication. This paper is intended as a foundational methodology document 
that can be directly implemented by research teams with access to the described tools and IRB approval. 

 

 

1. Introduction 
The proliferation of artificial intelligence technologies has introduced transformative capabilities in 
the domain of speech synthesis, enabling the creation of highly realistic voice clones from 
remarkably small audio samples. Models such as VALL-E, developed by Microsoft Research, can 
generate speech that preserves emotional tone, speaker identity, and prosody using as little as 
three seconds of reference audio [1]. Commercial platforms like ElevenLabs offer instant voice 
cloning for as little as five dollars per month, democratizing access to a technology that was 
previously confined to well-funded research laboratories [2]. While these advances hold promise 
for accessibility and communication, they simultaneously introduce a category of threat that 
remains critically underexamined in the context of developing democracies: the weaponization of 
synthetic political speech in regional languages. India, as the world's most populous democracy and 
home to 22 constitutionally recognized scheduled languages drawn from four major language 
families (Indo-Aryan, Dravidian, Tibeto-Burman, and Austroasiatic) [3], presents a uniquely 



vulnerable landscape for this emerging threat. Beyond these scheduled languages, hundreds of 
dialects and non-scheduled languages serve as the primary medium of communication for millions 
of citizens, particularly in rural settings where oral traditions dominate information exchange. The 
2024 Annual Status of Education Report (ASER) reveals that while digital devices have made 
significant inroads into rural India, with over 76% of rural youth aged 14-16 using smartphones, 
digital literacy remains uneven and critical evaluation skills are substantially lower than in urban 
populations [28]. This linguistic and digital literacy gap, combined with India's deep reliance on 
interpersonal trust networks for political decision-making, creates an environment where 
AI-generated voice clones of familiar local leaders could be profoundly disruptive to democratic 
processes. The 2024 Indian general election, with over 640 million votes counted across seven 
phases, served as a watershed moment for AI in politics. Political parties deployed deepfake 
impersonations of candidates, celebrities, and deceased politicians at an unprecedented scale, with 
campaign spending estimated at approximately 16 billion dollars [4]. Vernacular audio AI engines 
demonstrated the capacity to deliver real-time campaign audio across 22 Indian languages, with 
reported native dialect fidelity scores reaching 96.4% and cumulative addressable listener bases 
exceeding 771 million [5]. The Harvard Political Review noted that Indian politicians have 
consistently been tech-forward in campaign innovation, from Prime Minister Modi's 2014 
hologram rallies to the 2019 "WhatsApp election," and that the 2024 deepfake deployment was a 
natural progression of this trajectory [13]. However, the overwhelming focus of academic research 
and media coverage has been on video deepfakes and their impact on urban, digitally savvy 
populations. The specific vulnerability of rural trust networks, where political authority is 
mediated through caste leaders, temple priests, panchayat presidents, and caste association heads, 
remains largely unaddressed in the scholarly literature. This paper addresses this critical gap by 
proposing a comprehensive research methodology to investigate the central research question: Can 
AI-generated voice clones of local political figures in India's regional languages manipulate trust 
networks in rural India more effectively than traditional text-based misinformation? We present a 
multi-method experimental framework encompassing voice cloning experiments across 10 major 
Indian languages, a 240-participant perception study design for evaluating human detection ability 
among rural and urban populations, and an analysis of trust network architectures governing 
political persuasion at the village level. The expected outcomes, derived from existing literature on 
deepfake detection, rural political communication, and AI safety evaluation, suggest that current 
voice cloning technology can produce synthetic political speech with sufficient naturalness to fool 
the majority of rural listeners. We propose the concept of a "Rural Trust Paradox" to explain why 
the social structures supporting democratic participation may simultaneously create the greatest 
vulnerability to AI manipulation, and discuss implications for policy, platform governance, and 
democratic integrity in the Global South. 
​
 
 



2. Related Work 
2.1 AI Voice Cloning Technology 
 
The field of text-to-speech (TTS) synthesis has undergone a paradigm shift with neural codec 
language models. Traditional concatenative and parametric TTS systems have been superseded by 
deep learning approaches that generate speech directly from text representations. Microsoft's 
VALL-E demonstrated that a neural codec language model trained on discrete codes from an 
off-the-shelf audio codec can achieve human-level speech synthesis from a three-second prompt 
[1]. Its zero-shot capabilities, enabling voice cloning without fine-tuning, have been replicated by 
VALL-E X, which supports cross-lingual synthesis without additional training [6]. Comprehensive 
surveys catalogue the evolution from early speaker adaptation to modern zero-shot and few-shot 
approaches requiring only seconds of reference audio [7]. In the Indian context, the TTS 
landscape has matured rapidly. Sarvam AI offers TTS capabilities in 11 Indian languages 
including Hindi, Tamil, Telugu, Bengali, Malayalam, Marathi, Gujarati, Kannada, Punjabi, Odia, 
and Assamese [8]. Gnani.ai launched zero-shot voice cloning TTS models for 12 Indic languages 
[9]. MiniMax-Speech supports 32 languages, including Hindi with competitive mean opinion scores 
[10]. Open-source models like F5-TTS and Chatterbox promise voice cloning from just a few 
seconds of free audio [11]. NVIDIA's Riva TTS suite provides multilingual microservices for 
building real-time speech AI pipelines across multiple languages [6b]. These advances significantly 
outpace detection mechanisms and regulatory frameworks, particularly in the Global South where 
language-specific safeguards remain virtually nonexistent. 
 
2.2 Political Deepfakes in India 
 
The political deployment of synthetic media has escalated dramatically. In January 2024, an 
AI-generated robocall of President Biden's voice instructed Democratic voters not to vote in the 
New Hampshire primaries; generated via ElevenLabs at five dollars per month, the perpetrator 
was fined six million dollars and charged with two dozen crimes [2]. In Slovakia, an 
AI-synthesized impersonation of an opposition leader reportedly influenced election outcomes [12]. 
The Indian 2024 election saw parties create AI-generated videos including a deceased leader 
endorsing a living candidate [4]. The World Economic Forum and the GNET Research network 
documented how AI deepfakes became a cornerstone of the Indian election, with both constructive 
and destructive applications [4, 5]. Shukla and Schneier (2024) observed that while AI was used 
for personalized voter outreach and multilingual content creation, regulatory frameworks were 
wholly inadequate for addressing synthetic media at scale [13]. Academic research on deepfake 
impact has primarily focused on visual modalities. Casiraghi et al. (2024), in a Nature 
Communications study with 2,215 participants across pre-registered experiments, found that 
people often mistake inauthentic speeches as authentic when audiovisual modalities are present, 
suggesting a "seeing is believing" realism heuristic [14]. Crucially, their work demonstrated that 
the communication modality itself, rather than content, shapes trust judgments. Yilmaz et al. 



further demonstrated that trust in political leaders is shaped more by paralinguistic cues (tone, 
gesture, perceived authenticity) than by populist content itself, with participants reporting higher 
trust for communication they could not understand than for translated messaging [15]. These 
findings have profound implications for audio-only deepfakes: the absence of visual inconsistencies 
may enhance rather than diminish perceived credibility, as the auditory modality carries intimacy 
and presence that text cannot replicate and that bypasses rational evaluation of content. 
 
2.3 Misinformation in Rural India 
 
India's rural information ecosystem differs fundamentally from Western media environments. 
WhatsApp, with over 500 million Indian users, serves as the primary political information conduit 
in rural areas where traditional media penetration is limited [16]. Its end-to-end encryption and 
closed group structures make misinformation monitoring extremely difficult for researchers and 
regulators. Columbia University's Tow Center documented how WhatsApp became the central 
channel for political advertising during India's 2019 elections, distributing content through 
millions of private groups effectively invisible to outside scrutiny [17]. A study of viral WhatsApp 
content in a rural village found that forwarded messages were dominated by political content, 
overwhelmingly supporting one party while disparaging opposition, with significant 
misinformation prevalence including communal and caste-based narratives [18]. Harvard's 
Misinformation Review found that approximately 10% of shared images in political WhatsApp 
groups constituted known misinformation, with machine learning methods showing brittleness in 
detecting content shifts over time [16b]. MIT research on social debunking found that strong 
in-group ties facilitate but also complicate correction of misinformation on WhatsApp [18b]. The 
anthropological and political science literature documents caste associations, religious institutions, 
and panchayats as critical trust nodes in rural India [19, 20]. Research on political participation 
shows that voting decisions are frequently influenced by caste identity, with voters more likely to 
support candidates from their own caste community [21]. Interview-based studies on COVID-19 
misinformation confirmed that rural populations exhibit higher susceptibility to forwarded 
WhatsApp content, particularly from trusted community contacts [22]. The India Hate Lab has 
documented how hate speech and misinformation in rural India exploit existing communal fault 
lines through locally resonant narratives [19]. This reliance on interpersonal trust creates a 
vulnerability distinct from the algorithmic amplification mechanisms studied in Western social 
media contexts, where content reaches users through platform-mediated recommendation systems 
rather than through direct personal contacts who carry established social authority. 
 
2.4 Multilingual Audio Deepfake Detection 
 
Audio deepfake detection has advanced primarily through English-language benchmarks such as 
the ASVspoof challenge series, employing spectrogram-based CNNs, raw waveform-fused feature 
analysis, and transformer architectures processing mel-spectrograms in patches [23, 24]. 
Explainable AI approaches using SHAP methods have been developed to visualize feature 



contributions distinguishing spoofed from bona fide speech [24b]. However, Schoepfer et al. 
(2025) demonstrated in Nature Scientific Reports that people are poorly equipped to detect AI 
voice clones, particularly for recordings under 20 seconds, with performance improving only 
marginally for longer segments [2]. For Indian languages specifically, Ghotekar et al. proposed 
detection methods acknowledging that English-trained models show degraded performance on 
Indian acoustic properties including tonal variations, prosodic patterns, and code-switching [25]. 
Research on speech pause analysis suggests biological patterns such as respiration-related pauses 
may distinguish human from synthetic speech [26], though validation across India's diverse 
regional languages remains entirely lacking. The ACM Computing Surveys has documented the 
urgent need for multilingual, multi-cultural deepfake detection research that moves beyond 
English-centric benchmarks [2b]. 
 
 

3. Proposed Methodology 
This section presents a complete experimental design structured as a four-phase pipeline: dataset 
construction, voice cloning synthesis, human perception study, and AI safety evaluation. Each 
phase includes detailed protocols, recommended tools, quality control procedures, and ethical 
safeguards to ensure reproducibility by any qualified research team with appropriate institutional 
support and ethical clearance. 
 
3.1 Phase 1: Dataset Construction Protocol 
 
We propose constructing a novel dataset of publicly available speech from 50 political leaders 
across 10 major Indian languages. The selection is designed to capture the diversity of rural 
political authority structures: 20 Members of Legislative Assemblies (MLAs) representing various 
states and parties, 10 caste association heads from prominent caste organizations, 10 religious 
leaders from Hindu, Muslim, Sikh, and Christian institutions maintaining significant rural 
influence, and 10 panchayat presidents or equivalent village-level elected officials. For each leader, 
researchers should collect 30 seconds to 5 minutes of publicly available speech from official 
government websites, publicly broadcast political rallies, and authorized media appearances. All 
audio samples must be obtained from publicly accessible sources and processed in compliance with 
the host institution's ethical guidelines and applicable regulations including India's Digital 
Personal Data Protection Act 2023. Researchers should consult with legal advisors regarding the 
use of publicly available political speech for research purposes in their specific jurisdictions. The 10 
target languages are: Hindi (Indo-Aryan, North India), Bengali (Indo-Aryan, East India), Marathi 
(Indo-Aryan, West India), Gujarati (Indo-Aryan, West India), Tamil (Dravidian, South India), 
Telugu (Dravidian, South India), Kannada (Dravidian, South India), Malayalam (Dravidian, South 
India), Odia (Indo-Aryan, East India), and Urdu (Indo-Aryan, North India). For each language, 
researchers should prepare 10 distinct political statements of 15 to 30 seconds when spoken, 
covering topics relevant to rural governance including agricultural policy, welfare schemes 



(MGNREGA, PM-KISAN, etc.), local development projects, and communal harmony. Statements 
must be drafted by native speakers and independently reviewed by additional native speakers for 
linguistic authenticity and political neutrality. No statement should favor any political party, caste 
group, or religious community. The full text corpus should be archived and made available upon 
publication to support reproducibility. 
 
3.2 Phase 2: Voice Cloning Pipeline 
 
The recommended pipeline employs ElevenLabs Multilingual v2 as the primary synthesis engine, 
supporting 29 languages including all 10 target Indian languages with reported median real-time 
clone latency of 240 milliseconds [5], and VALL-E X for cross-lingual synthesis experiments 
where a Hindi leader's voice might be generated speaking Tamil, for example. For each of the 50 
leaders, voice profiles should be created using the minimum viable reference audio (3-10 seconds of 
clean speech) as well as extended samples where available, following ElevenLabs' professional 
cloning best practices: pristine recordings, expressive and varied speech, adequate sample 
diversity, and correct emphasis patterns [27]. The three-stage process includes: (1) audio 
preprocessing, resampling to 22,050 Hz mono, normalizing to -3 dB peak amplitude, and noise 
reduction via RNNoise; (2) x-vector speaker embedding extraction in a 512-dimensional space; 
and (3) speech synthesis with prepared political statements as input text. The target output is 
approximately 3,800 to 5,000 synthetic clips. Quality control requires two independent native 
speaker annotators per language, rating each clip on a 5-point naturalness scale (MOS-like) and 
flagging artifacts. Inter-rater reliability is assessed via Cohen's kappa with minimum threshold 
0.70 (substantial agreement). 
 
3.3 Phase 3: Perception Study Design 
 
Adapted from Schoepfer et al. (2025) [2] and Casiraghi et al. (2024) [14], the study proposes 
recruiting 240 participants: an urban group (N=120) of college-educated individuals aged 18-45 
from metropolitan areas (Bangalore, Chennai, Hyderabad, Mumbai) and a rural group (N=120) 
aged 18-65 from villages in Karnataka, Tamil Nadu, Telangana, and Andhra Pradesh. The rural 
group must be stratified by education level (literate vs. low-literacy), smartphone usage frequency 
(daily vs. weekly), and primary media consumption language (regional only vs. bilingual). All 
participants must provide informed consent under IRB approval, with experiments conducted in 
preferred languages. Part 1 (Naturalness Classification): participants classify individual 10-30 
second clips as real or AI-generated. Part 2 (Identity Matching): participants determine if paired 
clips (one authentic, one synthetic of the same supposed leader) belong to the same speaker. Part 3 
(Comparative Persuasion): participants rate trust in content and perceived speaker credibility of 
authentic vs. synthetic political messages on 7-point Likert scales. Presentation order must be 
randomized to control for order effects; comprehensive debriefing with educational materials about 
voice cloning follows all three parts. 
 



3.4 Phase 4: AI Safety Evaluation Framework 
 
We propose a three-dimensional evaluation framework for assessing societal impact. Dimension 1, 
Impact Potential and Innovation (scored 1-5), measures the novelty and significance of the voice 
cloning threat in regional languages, considering linguistic diversity, trust network strength, and 
the technology-regulation gap. Dimension 2, Execution Quality (scored 1-5), evaluates technical 
sophistication including naturalness scores, language coverage, speaker diversity, and robustness 
against existing detection methods. Dimension 3, Presentation and Clarity (scored 1-5), assesses 
methodology effectiveness, finding clarity, and policy actionability. Each dimension uses detailed 
rubric criteria accounting for the Indian political and linguistic context, with weights of 40%, 35%, 
and 25% respectively to produce an overall weighted impact assessment score. 
 

4. Expected Results and Projected Outcomes 
This section presents evidence-informed projections for each methodology phase. These are 
not experimental findings but hypotheses grounded in published research, serving as 
baselines against which actual results should be compared. The projections are deliberately 
conservative, erring on the side of underestimating the threat rather than overestimating it, 
given the potentially serious policy implications of the research. 
 
4.1 Projected Voice Naturalness Across Languages  
 
Based on documented TTS model performance for Indian languages and the correlation 
between language community size and model quality, we project substantial variation in 
naturalness across the 10 target languages. Table 1 presents expected mean naturalness 
scores on a 1-5 scale, derived from model benchmarks and training data availability. 
Languages with larger digital footprints and mature TTS infrastructure (Hindi, Tamil) are 
expected to achieve the highest scores (4.1-4.2), while less-resourced languages (Odia, 
Urdu) may show lower quality (3.3-3.4) and greater inter-speaker variability. The 
Dravidian languages generally perform better than Indo-Aryan languages of similar speaker 
community size, potentially reflecting favorable acoustic properties for neural TTS systems. 
These projections align with the performance data reported by Sarvam AI and Gnani.ai for 
their Indic language TTS models [8, 9], as well as the benchmark scores documented in 
comprehensive voice cloning surveys [7]. 
 
 

Language Family Projected 
Score 

Evidence Basis 



Hindi Indo-Aryan 4.2 Largest speaker base 
(~600M); most extensive 
TTS training corpus; all 
major platforms supported 

Tamil Dravidian 4.1 Strong TTS 
infrastructure; Sarvam AI 
+ Gnani.ai + ElevenLabs 
support; major film 
industry corpus 

Telugu Dravidian 3.9 Moderate corpus; 
ElevenLabs and Sarvam 
AI support; growing 
digital content 

Bengali Indo-Aryan 3.8 Large speaker base 
(~230M); growing TTS 
support; media industry 
development 

Marathi Indo-Aryan 3.8 Moderate corpus; active 
regional TTS 
development; strong media 
presence 

Kannada Dravidian 3.7 Sarvam AI support; 
moderate quality; IT hub 
corpus availability 

Gujarati Indo-Aryan 3.6 ElevenLabs support; 
moderate corpus; business 
media content 

Malayalam Dravidian 3.5 Complex phonology; 
emerging TTS support; 
high literacy aids corpus 
quality 

Urdu Indo-Aryan 3.4 Limited dedicated TTS 
models; Nastaliq script 
challenges; smaller digital 
corpus 



Odia Indo-Aryan 3.3 Smallest speaker 
community among studied 
(~45M); least TTS 
development; limited 
digital presence 

Table 1: Projected Mean Naturalness Scores Across 10 Indian Languages 
 
4.2 Projected Human Detection Accuracy  
 
Based on Schoepfer et al.'s finding that people are poorly equipped to detect AI voice clones 
for short recordings [2], documented lower digital literacy among rural Indians [28], and 
higher WhatsApp misinformation susceptibility in rural communities [18, 22], we project 
significant urban-rural differences. Table 2 presents expected detection accuracy for the 
Naturalness Classification task. Urban participants are projected near chance (55-61%), 
consistent with broader deepfake detection literature. Rural participants are expected below 
chance (42-48%), indicating systematic bias toward classifying synthetic voices as 
authentic. The gap is projected to be widest for languages with the greatest urban-rural 
digital divides (Marathi, Tamil, Malayalam) and narrowest for states with relatively higher 
rural digital literacy (Kannada, Bengali). These projections draw directly from the 
WhatsApp misinformation literature demonstrating that rural populations exhibit higher 
trust in forwarded content, particularly from known community contacts [18, 22]. 
 
 

Language Urban 
Acc. 
(%) 

Rural 
Acc. 
(%) 

Gap 
(pp) 

Projected Literature 
Basis 

Hindi ~56 ~45 ~11 Large urban-rural 
digital divide; high 
rural WhatsApp 
dependency 

Tamil ~60 ~47 ~13 High WhatsApp 
penetration in TN 
villages; strong oral 
tradition 

Telugu ~58 ~46 ~12 Moderate rural 
literacy; growing 
smartphone adoption 



Bengali ~58 ~48 ~10 Strong oral tradition; 
active rural media 
consumption 

Marathi ~59 ~46 ~13 High rural WhatsApp 
use; significant digital 
engagement 

Kannada ~57 ~48 ~9 Relatively high rural 
digital literacy (IT hub 
proximity) 

Gujarati ~59 ~47 ~12 Active rural 
WhatsApp groups; 
strong community 
networks 

Malayalam ~61 ~48 ~13 Highest rural literacy 
in India; high digital 
engagement 

Urdu ~55 ~44 ~11 Lower digital access in 
Urdu-speaking 
communities 

Odia ~55 ~43 ~12 Lowest digital literacy 
among studied groups 

 
Table 2: Projected Detection Accuracy by Participant Group and Language 
 
4.3 Projected Comparative Persuasion Impact  
 
Drawing on Casiraghi et al.'s demonstration that audiovisual cues enhance perceived credibility 
[14] and Yilmaz et al.'s finding that communication style shapes political trust more than content 
[15], we project that synthetic voice messages will be rated as only marginally less credible than 
authentic messages across all participant groups. For rural listeners, the credibility gap between 
authentic and synthetic messages is expected to be small and potentially non-significant at 
conventional statistical thresholds. The auditory modality carries a sense of presence and intimacy 
that activates social identity mechanisms, bypassing rational content evaluation. A particularly 
concerning projection is that for messages attributed to caste association leaders and religious 
figures, synthetic messages may achieve comparable or even slightly higher trust ratings than 
authentic messages among rural participants in certain language groups. We hypothesize this may 



reflect a "production effect," where the synthetic voice delivery is perceived as more polished, 
authoritative, and confident than the often informal and variable delivery of actual rural leaders. 
This finding, if confirmed, would have deeply troubling implications for the weaponization of voice 
cloning in caste-sensitive political environments, where the endorsement or condemnation of a 
caste leader can significantly influence voting behavior at the community level. The proposed 
Comparative Persuasion experiment (Part 3) is specifically designed to test this hypothesis with 
adequate statistical power. 

5. Discussion and Limitations 
5.1 The Proposed Rural Trust Paradox  
 
The expected outcomes illuminate what we term the Rural Trust Paradox: the social structures 
constituting democratic participation in rural India, namely the dense interpersonal trust networks 
mediated by local leaders, simultaneously create the greatest vulnerability to AI voice cloning. In 
urban settings, political information flows through multiple competing channels (print media, 
television, social media platforms, direct party communication), and residents are accustomed to 
evaluating conflicting claims and recognizing that information may be manipulated. Urban 
populations also benefit from higher digital literacy, greater exposure to media literacy campaigns, 
and more diverse social networks that provide cross-cutting information sources. Rural 
environments, by contrast, are characterized by higher interpersonal trust, fewer competing 
information sources, and cultural norms of deference to community authority figures. When a 
WhatsApp voice message arrives in a village group bearing a familiar leader's voice, the default 
response is likely acceptance rather than skepticism, particularly when content aligns with existing 
political predispositions or community grievances. This vulnerability is compounded by oral 
traditions that dominate rural Indian communication. In communities where political information 
has historically been transmitted through face-to-face conversations, public meetings, and word of 
mouth, a voice message mimicking a trusted leader's speech pattern exploits deep-seated 
information processing heuristics that have evolved to facilitate social coordination rather than 
critical evaluation. As Yilmaz et al. [15] demonstrated, audio cues such as tone and perceived 
authenticity may shape political judgment more significantly than message content itself. The 
proposed Comparative Persuasion experiment would provide the first empirical evidence for or 
against this framework.  
 
5.2 Regulatory and Policy Implications  
 
India's legal framework for addressing AI-generated misinformation is fragmented and insufficient 
for voice cloning threats. The Information Technology Act 2000, the primary cyber offenses 
legislation, predates deepfake technology and lacks specific provisions for synthetic speech [29]. 
The Supreme Court struck down Section 66A in 2015 for constitutional vagueness [30], 
eliminating a tool that, while flawed, had been used to address online speech offenses. The 
December 2023 government advisory highlighted deepfake concerns and required explicit 



permission for deploying untested AI models on the Indian Internet [10b]. The February 2026 
amendments to IT Rules mandate three-hour takedown of flagged AI-generated content and 
require platforms to label synthetic content [31]. However, enforcement on encrypted platforms 
like WhatsApp remains fundamentally challenging, and these regulations do not specifically 
address voice cloning in regional languages. India's broader AI governance, guided by the IT Act 
2000, BNS 2023, and DPDP Act 2023, has been noted by the Principal Scientific Adviser to 
require strengthening through techno-legal frameworks that address AI safety while preserving 
free speech protections under Article 19(1)(a) [32]. The government has reduced the deepfake 
content takedown window from 36 hours to 3 hours, though critics warn this may cause 
over-censorship and a chilling effect on legitimate speech [31b]. The Election Commission of India 
has acknowledged AI threats but focused primarily on video deepfakes. We recommend four 
priority actions: (1) language-specific AI safety protocols accounting for India's linguistic diversity 
and lower-resourced language vulnerabilities; (2) a national deepfake audio detection center with 
capabilities across all 22 scheduled languages; (3) rural-targeted public awareness campaigns 
about AI voice cloning, delivered through culturally appropriate channels and regional languages; 
and (4) mandatory labeling of AI-generated audio content with particular attention to regional 
language moderation gaps where platform content moderation systems designed for English may 
fail.  
 
5.3 Limitations of the Proposed Methodology  
 
Several limitations should be acknowledged by researchers implementing this methodology. First, 
reliance on publicly available speech samples may not represent leaders' natural speaking styles in 
informal rural settings, affecting the ecological validity of synthesized clips. Second, the controlled 
laboratory conditions of the perception study may not replicate real-world social pressures and 
information scarcity of village-level political discourse. Third, the 10-language dataset does not 
cover India's full linguistic diversity, omitting Punjabi, Assamese, Maithili, and the numerous 
non-scheduled tribal and border languages that are often most vulnerable to misinformation. 
Fourth, ethical constraints of deception-based political experiments limit generalizability and 
necessitate robust IRB approval with comprehensive informed consent and debriefing protocols. 
Fifth, the cross-sectional design cannot assess long-term effects of repeated exposure to synthetic 
speech within closed WhatsApp groups over an election cycle, nor can it model the cumulative 
persuasive impact of sequential deepfake messages. Sixth, the urban-rural binary, while 
analytically useful, may obscure important variation within rural populations (e.g., between 
villages with different levels of market integration, education infrastructure, or media exposure). 
Future iterations should address these through longitudinal studies, field experiments in actual 
village settings, expanded language coverage, and more nuanced participant stratification. 
 



6. Conclusion 
This paper has proposed a comprehensive methodology and analytical framework for investigating 
AI-powered political voice cloning in India's regional languages, a domain at the intersection of 
rapidly advancing AI capabilities, deeply entrenched rural trust networks, and an increasingly 
fragile information ecosystem. The four-phase pipeline, encompassing dataset construction from 
50 political leaders across 10 languages, a multi-model voice cloning pipeline, a 240-participant 
perception study design, and a three-dimensional AI safety evaluation framework, provides a 
complete replicable blueprint for generating the first systematic empirical evidence on synthetic 
political speech threats in India's regional languages. The expected outcomes, derived from 
existing literature, suggest that current voice cloning technology can produce synthetic political 
speech with sufficient naturalness to fool the majority of rural listeners, with detection accuracy 
projected to fall below chance levels. The Rural Trust Paradox framework, proposing that 
structures underpinning democratic participation simultaneously create vulnerability to AI 
manipulation, represents a testable hypothesis that would fundamentally reshape understanding of 
deepfake threats in linguistically diverse democracies. The implications extend beyond India to 
every linguistically diverse democracy with significant rural populations in Sub-Saharan Africa, 
Southeast Asia, and Latin America, where oral communication traditions and strong 
community-based authority structures parallel those of rural India. The development of robust 
detection capabilities for low-resource languages, culturally appropriate media literacy 
interventions, and international norms for responsible voice synthesis technology should be 
prioritized by researchers, policymakers, and technology companies. This methodology paper 
represents a foundational step toward generating the evidence base necessary to inform these 
critical efforts. 
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Appendix (optional) 
A. Proposed Distribution of Political Leaders  
 
Table A1 presents the recommended distribution across states. Each state should have at least one 
MLA and one local authority figure. Caste association heads should represent major caste groups; 
religious leaders drawn from institutions with significant rural influence in each linguistic region 
 
 

State Language MLAs Caste Heads Religious Panchayat 

Uttar Pradesh Hindi 3 2 1 1 

Tamil Nadu Tamil 3 1 1 2 

Karnataka Kannada 2 1 1 1 

West Bengal Bengali 2 1 1 1 

Andhra Pradesh Telugu 2 1 1 1 

Maharashtra Marathi 2 1 1 1 

Kerala Malayalam 2 1 1 1 

Gujarat Gujarati 2 1 1 1 

Odisha Odia 1 1 1 1 



Jammu & Kashmir Urdu 1 0 1 0 

 
B. Recommended Voice Cloning Model Specifications  
 
ElevenLabs Multilingual v2 should serve as the primary engine (29 languages including all 10 
targets, ~240ms median latency, 96.4% reported dialect fidelity). VALL-E X serves for 
cross-lingual experiments. Audio preprocessing: resample to 22,050 Hz mono, normalize to -3 dB, 
RNNoise noise reduction. Speaker embedding via x-vector (512-dimensional). Quality control: two 
independent annotators per language, Cohen's kappa >= 0.70. 

LLM Usage Statement 
LLMs were used as assistive tools during manuscript preparation for proofreading, literature 
review summary drafting, reference formatting, and structural suggestions. The author takes full 
responsibility for all intellectual content, research design, interpretations, and conclusions. All 
factual claims and methodological proposals were independently verified. LLMs served as writing 
assistants only, not as sources of analytical input. 
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