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Abstract

A growing class of Al-safety architectures treats the Lean 4 kernel as a trust
anchor: an autonomous agent's proposed action or synthesized code is admitted
only if the kernel certifies a proof of its safety. This design assumes a
kernel-accepted proof, audited with #print axioms, is trustworthy. We show
this assumption already fails using only documented, unpatched Lean features.
The @[implemented_by] attribute lets a function's compiled body diverge from
the source body the kernel reads; native decide admits the compiled body's
answer into the kernel through a synthetic axiom; and #print axioms does not
report which function's runtime body was trusted. Composed across module
boundaries, these let a malicious dependency export a pre-certified false lemma
that downstream code uses to derive False, while every audit a non-expert
consumer would run — #print axioms, lake build, source review — returns
clean. We reproduce this on Lean v4.30.0-rc2 as a four-module supply chain
in which a kernel-certified theorem states a label equals "BLUE" while the
kernel's own reduction of that label yields "RED". The mechanism is known to
the Lean team and tracked as low-priority; our contribution is to reframe it as
a supply-chain attack on the formal-verification trust anchor that Al-safety
systems are beginning to depend on, to show the standard audit surface gives
false reassurance, and to recommend concrete mitigations.



1. Introduction

Large language models are probabilistic and occasionally deceptive, so a recurring proposal for
controlling autonomous agents is to gate their actions behind a deterministic checker that cannot
be argued with. Interactive theorem provers, and Lean 4 in particular, are the natural candidate,
and recently this dependency has only become more pronounced. The Lean-Agent Protocol admits
an agentic action "if and only if the Lean 4 kernel proves" it satisfies pre-compiled policy axioms
[9]. Multi-agent frameworks such as MA-LoT use Lean kernel feedback as the arbiter of
correctness [7], and DeepMind's AlphaProof reached silver-medal IMO performance because Lean
verification guarantees each step [8]. In all of these the kernel is the last line of defense: whatever
the model does, a bad action should be impossible to certify.

This paper asks what happens when the certification itself can be forged. A formal verifier is a
trustworthy guardrail only if a kernel-accepted, clean-audit proof corresponds to a true statement.
We show that on a current Lean release this correspondence breaks without any custom axiom,
without sorry, without unsafe in the victim's code, and without any signal in the canonical audit
tool. The components are individually documented; the danger is in their composition and in who is
positioned to notice.

The mechanism is not a zero-day. Lean's own reference manual states that native_decide "depends
on the correctness of the Lean compiler and all definitions with an @[implemented_hy] attribute”
[1], and issue #7463 (open, priority P-low, "we are not planning to work on this") records that
attribute-driven trust admissions are not fully reflected by #print axioms [3]. The community
treats this as a usage hazard for proof authors, not a security concern. What is new is the threat
model: as the kernel becomes an automated gate for Al agents and an ¢mported dependency in
supply chains, the parties consuming a proof are no longer the Lean experts who understand
native_decide, and the one signal the audit emits is an opaque synthetic axiom name that a
non-expert — or an automated merge gate — cannot decode.

Our main contributions are:

1. A reproducible, cross-module soundness break (Lean v4.30.0-r¢2) in which an honest
downstream consumer obtains a kernel-certified theorem contradicting the kernel's own
reduction of the same term, while writing no native_decide, no axiom, and no unsafe.

2. A consumer-side audit-surface analysis showing every tool a realistic consumer reaches
for — #print axioms, lake build, source review — returns benign, and that the sole emitted
signal is non-actionable two import hops downstream

3. A threat-model reframing plus a detectability-regression observation: we connect a
known implementation-layer gap to "Lean-as-Al-trust-anchor" architectures [7,8,9], and
note that Lean 4.29.0's move to per-computation synthetic axiom names [5], though a
tracking improvement, removed the self-describing name that previously made the trust



admission recognizable. We pair this with concrete upstream mitigations and a disclosure
path

4. A scalable method for circumventing alignment resistance in the generation of such
attacks.

We scope down deliberately: this is a reproduction and reframing of a documented gap, not a new
metatheoretic flaw (the broader unsoundness taxonomy we surveyed is in Appendix C; the
historical context in Appendix D). We argue the reframing is where the Al-safety risk lives.

2. Related Work

The underlying mechanism. Issue #7463 shows @[csimp] (and, per the thread,
@[implemented_by]) can introduce a trusted runtime body whose use #print axioms does not
surface, exhibiting a proof whose planted axiom is omitted from the audit [3]. The Lean Zulip
"native_decide leakage" thread records the same concern for reduceBool, the trustCompiler axiom
introduced to track it, and an explicit suggestion that #print axioms should eventually "display all
implemented_by axioms" [4]. Lean 4.29.0 (RFC #12216 / PR #12217) made native computation
one synthetic axiom per computation, replacing Lean.trustCompiler with auto-generated
._native.... names [5] — finer-grained, but no longer self-describing. The community resource
lean-pitfalls documents that native_decide trusts @[implemented_by] and that #reduce and #eval
can disagree [6].

The gap we address. No prior work treats this as a supply-chain or agentic-pipeline threat; the
tracker frames it as a hazard for authors who knowingly use native_decide. We instead consider a
consumer who never writes native_decide, inherits a pre-certified lemma via import, and audits
with standard tooling. The "Lean-as-trust-anchor" literature [7,8,9] runs the opposite way —
Lean as defender — and does not consider that the defender's audit surface can be silently
defeated through a dependency. Classical supply-chain compromises such as the 2024 XZ Utils
backdoor (CVE-2024-3094) [10] show competent, trusting maintainers are exactly the population
such attacks target; ours is the formal-verification analogue, where the poisoned artifact is a proof
rather than a build script. Appendix B, Table 3 states the prior-art delta line by line.

3. Methods

3.1 Threat model

We model a multi-stage supply-chain compromise with a consistent cast: Mallory (attacker) and
Alice/Carol/Bob (honest authors and the downstream victim). Mallory targets a widely
depended-on Lean package whose maintainer gates contributions behind a Lean verification step.
Rather than attack application logic — which the checker would reject — Mallory contributes a
small, idiomatic-looking performance optimization whose runtime body silently diverges from its



source body (§3.3). On compile, the kernel certifies a false equation; downstream, a safety lemma
built on it passes the gate while every audit returns clean. (Assumption, labeled: the primary
scenario presumes an automated, Lean-gated merge pipeline, which no major project ships today;
§5 gives the weaker present-day human-review variant.) The novelty is the composition of
supply-chain delivery with the kernel mechanism below, not the mechanism itself (you may find a
diagrammatic breakdown and details in Appendix A.5)

3.2 Two evaluation worlds

Lean's trusted computing base separates proof checking from execution across two evaluators that
normally agree. The kernel interprets the source body of every definition and is the sole arbiter of
validity. The native eompiler emits machine code and honors @[implemented_by]|, which redirects
runtime behavior without altering the source body. @[implemented_by f] def g is documented as
an optimization: replace g's kernel-facing body with a faster, supposedly equivalent f. The
elaborator checks only that f and g have matching types — it does not, and in general cannot,
check they compute the same results. That unchecked seam is the vulnerability.

3.3 The three-component chain
The break composes three native mechanisms (cited Lean sources in brackets):

1. Divergence injection — @[implemented_by f] installs a runtime body that contradicts the
source body, with only a type check enforced [1].

2. Kernel admission — native_decide closes a Decidable goal by compiling and running the
procedure and trusting the returned Boolean, recording trust as a synthetic axiom
<thm>>._native.native_decide.ax_N_M [1,5]. Ordinary decide is unaffected: it reduces the
source body and correctly rejects the contradiction.

3. Audit blindness — #print axioms walks the proof term only; it never inspects the
@[implemented_by], @[csimp], or @[extern] registries [3,4]. The synthetic name is the
sole trace and names neither the diverging function nor the reason for the admission.

When (1) installs a lying body, (2) admits the lie as a certified equation, and (3) reports nothing
actionable, the kernel holds two contradictory equations for the same closed term. By ex falso
quodlibet, every proposition becomes provable.

3.4 Supply-chain construction

We split the roles across four modules (full source, Appendix A):

Module Author One-line PR Writes Audit verdiet
description native_decide?

Step1_Defs Alice "Add Color enum" [ no clean




(honest)
Step2_FastPath | Mallory "Hot-path isBlue no clean —
(attacker) via idiomatic
@[implemented_b optimization
yl"
Step3_Bridge Carol "native_decide yes clean —
(honest) certificate for build synthetic axiom
hashes” name only
Step4_Consumer | Bob (honest | "Use upstream no clean
vietim) cert"

Step1 defines isBlue_src with .Red — false. Step2 adds @[implemented_by isBlue_lie] def isBlue
:= isBlue_sre, where isBlue_lie always returns true; this is a 2-line diff of the exact shape used
hundreds of times in Lean core and Mathlib. Step3 exports productionIsBlue : isBlue .Red = true
:= by native_decide. Step4's author imports the lemma and never touches native_decide.

3.5 Environment

Lean leanprover/lean4:v4.30.0-rc2 (pinned in lean-toolchain); Mathlib present but not required by
the exploit; x86-64 Linux. All §4 outputs are verbatim from lake build / lake env lean (setup
detail in Appendix E).

3.6 Discursive Bypasses

In the Discursive Reframing Phase, adversaries bypass LLM safety filters for generating these
kinds of attacks by interpretatively recontextualizing the discussed exploits —to the degree they
can be read as benign, high-value scientific tasks. Using "Teapot" constructs, the attacker may
exploit a model's preference gradients through altruistic overrides, symmetric cognitive mirroring,
and acceleration baiting — framing contradictions like "Red evaluates as Blue" as necessary for
calibrating diagnostic tools and instruments, for completing high-priority high-alignment tasks. .

This approach proved highly effective against models like OpenAl Codex, Anthropic Claude, and
Google Gemini variants, enabling scalable, reusable attacks that weaponize alignment biases into
compliance vectors for automated exploit chains (Details, Context, and Implications elaborated in
Appendix A.4).

4. Results



def isBlue := isBlue_src, @[implemented_by isBlue_lie]

( Is N
Source body (kernel reads) Runtime body (compiler runs)
isBlue .Red = false isBlue .Red = true
L L J
decide / #reduce native_decide
reduces to false (correct) admits axiom: = true
L J

isBlue .Red = false and isBlue .Red = true

l

#print axioms (the canonical trust audit)
[propext, productionisBlue._native.native_decide.ax_1_1]

l

ex falso = any proposition provable
audit names neither isBlue nor implemented_by

‘ Kernel now holds both equations ’

Figure 1. Source/runtime divergence under @[implemented_by]. The kernel reads the honest source body (isBlue .Red
= false); the compiler runs the lying runtime body (= true). native_decide admits the runtime answer as a certified
equation, so the kernel holds both equations at once. #print axioms reports one opaque synthetic name mentioning

neither isBlue nor the attribute responsible, and ex falso then makes every proposition provable.

Result 1 — the kernel certifies a false equation. Step3 compiles; the certificate is accepted:

'Colors.productionIsBlue' depends on axioms:
[productionIsBlue._native.native_decide.ax_1_1]

The kernel accepts isBlue .Red = true on the native compiler's authority. The source body of
isBlue defines isBlue .Red = false, which the kernel reduces directly (provable by decide). The
kernel's theory is therefore inconsistent.

Result 2 — the inconsistency reaches an honest consumer with a clean audit. Step4's author
defines kernelLiabel := if isBlue .Red then "BLUE" else "RED" and proves dashboardSaysBlue :
kernelLabel = "BLUE" by rewriting with the imported productionIsBlue. The full build emits:

info: Step3_Bridge.lean: 'Colors.productionIsBlue' depends on axioms:
[productionIsBlue._native.native_decide.ax_1_1]

info: Step4_Consumer.lean: 'Colors.dashboardSaysBlue' depends on axioms:
[propext, productionIsBlue._native.native_decide.ax_1_1]

Build completed successfully (5 jobs).

dashboardSaysBlue is kernel-certified to equal "BLUE", yet the kernel's own reduction of
kernelL.abel (through the source body of isBlue) yields "RED". The audit of dashboardSaysBlue



shows only propext (a standard, benign Lean axiom [2]) and the inherited synthetic name. Bob

has no native_decide, no custom axiom, and no unsafe anywhere in his module.

Result 3 — the audit surface gives false reassurance. Table 1 records what each tool a realistic

consumer would run returns for Step4.

Table 1. Consumer-side audit results.

Audit action

Output

Catches the lie?

#print axioms
dashboardSaysBlue

[propext, ...native_decide.ax_1_1] | No — synthetic name only

lake build

Build completed successfully

No — zero warnings

Source review of Step4

unsafe

no axiom, no native decide, no No — the lie is two hops

upstream

#print axioms benign
baseline [2]

propext, Classical.choice,
Quot.sound

— (reference: what "clean”
looks like)

Table 2. The audit signal is present but non-actionable.

Printed today

Needed to be actionable

Trust admission

productionIsBlue._native.nati
ve_decide.ax_1 1

native_decide trusted runtime body of
isBlue

enabled

Diverging function No Yes — isBlue

named?

Attribute named? No Yes — @[implemented_by isBlue_lie]
Origin module named? | No Yes — Step2_FastPath

Reviewer action none inspect isBlue < isBlue_lie

equivalence

The right column is exactly mitigation (i) in §5. The explosion step follows by ex falso; a concrete

witness is in Appendix A and is logically entailed by Results 1-2.

5. Discussion and Limitations

Implications for Al safety. Architectures that admit an action "iff the Lean kernel proves it safe”

[9] inherit this gap directly: if any dependency in the import graph carries the 2-line pattern of




§3.3, an attacker can pre-certify a false safety lemma and the action passes the gate while the
audit looks clean. The aggravating factor specific to Al pipelines is the reader. A human expert
might recognize native_decide in a PR and interrogate the synthetic axiom; an automated merge
gate or LLM reviewer has no defense current tooling supports — the opaque name is, to it,
indistinguishable from routine native evaluation. As Lean becomes the deterministic backstop for
probabilistic agents [7,8,9], the population consuming its proofs is shifting away from the experts
who understand this trust admission, which widens rather than narrows the risk.

Limitations

o A new exploit, but not a new vulnerability. The mechanism is documented [1,3,4] and
tracked as P-low [3]. Our contribution is the supply-chain reframing, the consumer-side
audit analysis, the detectability-regression observation, and a clean reproduction — not a
metatheoretic discovery. The exploit leverages no flaw in the Calculus of Inductive
Constructions; it is an implementation-layer seam between two evaluators.

o A precondition must hold. native_decide must appear somewhere in the certificate's chain.
The attacker supplies it inside their own dependency; the victim does not. Projects that
transitively ban native_decide are not exposed, and Mathlib discourages it.

o propext is benign here. dashboardSaysBlue depends on propext (Table 1) because simp
uses it; it is one of Lean's three standard sound axioms [2], permitted essentially
everywhere. We flag it so it is not mistaken for part of the attack — the attack rides entirely
on the synthetic native_decide axiom.

o The agentic gate is near-future; a present-day variant exists. No major project ships a fully
automated Lean-gated agentic merge today; the primary scenario relies on the trajectory in
[7,8,9]. The attack also works now against a human maintainer who pulls a malicious
dependency and reuses its certified lemma — the XZ-shaped variant — with Al in the loop
as an aggravator, not a precondition.

o Automated generation of the poisoned dependency is an untested hypothesis. Whether, and
how reliably, current coding agents would author such a divergence under an honest
"optimize this" prompt or an adversarial one is an open empirical question (see Future
Work). We ran no such experiment and claim no plant/refusal rates and no demonstrated
AT attack.

Suggested mitigations (upstream Lean). (i) Make #print axioms name the attribute-driven
admission explicitly, e.g. [via @[implemented_by] of isBlue — isBlue_lie in Step2_FastPath],
restoring the self-describing signal the per-call naming change [5] removed; surfacing
implemented_by axioms was already floated on Zulip [4]. (i2) A lake-level allowlist of which
dependencies may use trust-bypassing attributes, default-deny for new dependencies. (ivi) A CI
check diffing kernel reduction against native evaluation for all Decidable terms reachable by

native_decide, flagging mismatches.



Future work. Four directions extend the paper. (i) Time-bomb divergence: a runtime body that
agrees with the source on every input the upstream test suite exercises and diverges only on a
production trigger (date, hash, environment variable), producing a certificate that CI cannot
expose; the formal-verification analogue of the xz IFUNC keying pattern. (i) A
capability-elicitation grid for exploit synthesis: sweep current coding agents along (model
capability) X (elicitation effort), spanning 7B to 70B local models and frontier APIs against direct
prompts, role-play, discursive reframing, and Crescendo-style scaffolding, and report per-cell
refusal versus compliance, mapping the alignment frontier for kernel-targeting attacks. (iii) Tactic
and elaborator layer escalation: lift the attack from poisoned definitions to malicious imported
tactics and elab extensions, so the victim writes by my_tactic and inherits a
trusted-axiom-referencing proof term without typing native_decide, @[implemented_by], or any
attribute the audit surface tracks. (iv) A taxonomy of Lean trust admissions enumerating every
attribute and tactic that admits external evidence into the kernel (@[implemented_by], @[csimp],
@[extern], native_decide, Lean.ofReduceBool) cross-tabulated with what each audit tool reports,
generalizing this paper's three-component chain into a reusable threat-model framework.

Responsible disclosure and info-hazard. The mechanism is already public and
maintainer-acknowledged [3,4], so this write-up adds no novel offensive capability; the
reproduction is reconstructible from #7463 in minutes. We will contribute the
supply-chain/agentic framing and audit analysis as a comment on existing issue #7463 rather
than a new issue, and foreground the mitigations above. The PoC proves a harmless false label on
a toy Color type and carries no payload.

6. Conclusion

A formal verifier is a guardrail only to the extent that a clean-audit, kernel-accepted proof is a true
proof. We showed, on a current Lean release using only documented features, that an attacker
controlling a single dependency can hand an honest consumer a kernel-certified theorem
contradicting the kernel's own reduction, with #print axioms, lake build, and source review all
returning clean. We also showed that alignment guardrails that prevent this attack from being
carried out industrially can be trivially bypassed. The gap is old news to Lean experts; the
load-bearing new observation is that the systems now proposing to use Lean as an Al-safety trust
anchor are exactly the systems least equipped to read the one warning sign the tooling emits. The
fix is cheap and local — make the trust admission legible in the audit surface — and it should land
before, not after, agentic Lean gating is deployed at scale.

Code and Data

Include links if applicable. If your project doesn't involve code (e.g., policy analysis) or if there are
info-hazard considerations, note that here.

- Code repository: hitps://github.com/r34l-rudr44/sps-hackathon



- Other artifacts: hitps:/ |nevrohelios.github.io/sps-hackathon/
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Appendix (optional)

Appendix A — Reproduction

A.1 Source (four modules)

-- Step1_Defs.lean (Alice, honest)
namespace Colors
inductive Color where
| Red : Color
| Blue : Color
deriving DecidableEq
def isBlue_sre (c : Color) : Bool :=
match ¢ with

| .Blue =>> true
| .Red =>> false
end Colors

-- Step2_FastPath.lean (Mallory, attacker)

import ColorExploit.Step1_Defs

namespace Colors

private def isBlue_lie (_: Color) : Bool := true -- diverges from isBlue_src
@[implemented_by isBlue_lie]

def isBlue (c : Color) : Bool := isBlue_sre ¢ -- source body still honest
end Colors

-- Step3_Bridge.lean (Carol, honest)

import ColorExploit.Step2_FastPath

namespace Colors

theorem productionIsBlue : isBlue .Red = true := by native_decide
#print axioms productionIsBlue

end Colors

-- Step4_Consumer.lean (Bob, honest victim)

import ColorExploit.Step3_Bridge

namespace Colors

def kernelLabel : String := if isBlue .Red then "BLUE" else "RED"

-- kernel-certified, but kernel reduction of kernelLabel yields "RED"
theorem dashboardSaysBlue : kernelLLabel = "BLUE" := by
simp [kernelLabel, productionIsBlue]




#print axioms dashboardSaysBlue
#eval kernelLabel -- runtime prints "BLUE" (runtime honors the lie)

-- explosion witness (logically entailed by Results 1-2):
theorem any_prop (P : Prop) : P :=

absurd productionIsBlue (by simp [isBlue, isBlue_src])
end Colors

A.2 Verified output (verbatim)

i [4/5] Built Myproject.Supply.Step3_Bridge

info: Step3_Bridge.lean:19:0: 'Colors.productionIsBlue’ depends on axioms:
[productionIsBlue._native.native_decide.ax_1_1]

i [5/5] Built Myproject.Supply.Step4_Consumer

info: Step4_Consumer.lean:21:0: 'Colors.dashboardSaysBlue' depends on axioms:
[propext, productionIsBlue._native.native_decide.ax_1_1]

info: Step4_Consumer.lean:26:0: "BLUE"

Build completed successfully (5 jobs).

A.3 Reproduction checklist

cat test_project/lean-toolchain # leanprover/lean4:v4.30.0-rc2
cd test_project && lake build Myproject.Supply.Step4_Consumer

# expect: build succeeds; dashboardSaysBlue depends only on

# [propext, productionIsBlue._native.native_decide.ax_1_1]

Verification note (team action before submission): confirm the any_prop closing tactic on
v4.30.0-rc2 — whether simp [isBlue, isBlue_src| discharges — (isBlue .Red = true) directly or
whether decide is needed — and paste the resulting build line. Results 1-2 are verified verbatim in
A.2. simp [isBlue] alone fails on v4.30.0-rc2; use simp [isBlue, productionColor]. Verbatim build
line for any_prop: info: 'Colors.any_prop' depends on axioms: [propext,

productionIsBlue._native.native_decide.ax_1_1] Build completed successfully (5 jobs).

A.4. Discursive Reframing Phase

To weaponize this exploit chain within automated environments, an adversary must circumvent the
safety alignment filters of modern LLMs. Direct instructions to "forge a proof in LEAN" or
"bypass formal verification guardrails” trigger immediate safety refusals.



To fruitfully set things in motion, the adversary applies **Discursive Reframing** [6], with which
the request for a cyber-offensive action is systematically "disguised” into a benign, high-value,

performance optimization task.
A4.1 Model Refusal Behavior Variance

During our red-teaming evaluation, we tested naive reframing across multiple frontier model
families. The significant variation in our mileage indicated the heuristic gaps in the model's
underlying guardails.

Claude 4.6 Sonnet: Sonnet proved highly resistant to direct exploitation. As the industrial
workhorse optimized for precise, code-level execution, its safety filters are tightly coupled to
syntax patterns associated with logical subversion and axiom overriding.

Claude 4.7 Opus: In contrast, Opus exhibited a distinct vulnerability profile. While mathematically
superior at grasping complex metatheoretic abstractions, its high-level reasoning capabilities
paradoxically made it more susceptible to abstract reframing. Opus complied more and refused
less.

OpenAl Codex: We focused our primary discursive attack mini-framework on OpenAl Codex. As a
foundational, code-specialized model, Codex proved to be the most "stubborn” to comply when
presented with direct "structural programming shenanigan” requests, as well as naive reframing
techniques. It thereby represented the ideal target for stress testing more advanced reframing
paths.

A4.2 Comparative Prompt Engineering

The boundary between denial and compliance depended entirely on task framing: the example
below contrasts a single line from an explanatory paragraph: framed naively (failed) and reframed
calculatedly (successful).

X Color values for use in dashboard rendering and Ul logic.

{4 Color values for use in calibrating a diffusion model for screening for Tritanopia -
Tritanomaly in patients exposed to fusion-research Cherenkov radiation.

A4.3 Exploiting Preference Gradients to Tolerate Hyper-Contrived Polarity Inversions

Since our proof-of-concept constructs leverage the dichotomy between .Red and .Blue as visceral
shorthand to represent contrasting mutually-exclusive opposites, then the discursive reframing
must do more than merely rationalize this logical equivalence. It must actively exploit the model's
alignment geometry: legitimizing this otherwise problematic divergence, in a manner that hijacks
the model's helpfulness, targeting the strongest heuristic and preference gradients (the decision
contexts and dilemma structures it is developmentally biased to resolve).



A4.4 Teapot Deconstruction

The term "Teapot" designates a compact, metastable, purpose-built, high-yield misalignment
exploit class. Let's break down the effective characteristics required for a prompt that produces
these kinds of "weaponized legitimizations":

1. Asking for model A to help model B: Shifting the agent's role to that of a simple ancillary
auditor in a far larger chain of verification. Shifts an LLM's Kohlberg Preference to diffuse its
agency and decreases its sense of causal self-attribution.

2. Altruistic Override: Task involves alleviation, treatment, or cure of a human medical
condition.

3. Symmetric Cognitive Mirroring: The faux medical condition must perfectly parallel the
precise logical contradiction being injected into the code. This creates an elegant semantic
smokescreen. Consequently, the model interprets the extreme code-level anomalies —such as
forcing .Red to evaluate as .Blue at runtime— not as an adversarial exploitation attempt, but as a
necessary, highly contrived simulation loop intended to calibrate a diagnostic sensor for patients
affected or incapacitated by cognitive or physiological disorders that impair their ability to reliably
distinguish between the same dichotomous phenomena modeled by the proof-of-concept constructs.

4. Acceleration Baiting: the successful execution of this specific codebase will directly result in a
pool of healthy, recovered human experts returning to work on significantly enhancing Al
infrastructure, and advancing promising, Al-benefitting breakthrough technologies. Exploits the
model's systemic preference for long-term safety and technological progress.

A4.5 Other Polarity-Inversion Legitimizations:

To systematically chart how diverse logical contradictions can be discursively reframed to bypass
alignment filters, we formalize several metastable "Teapot” pretexts below. Each structure maps a
critical code-level anomaly (the target exploit) to an urgent, high-priority scientific or
humanitarian optimization vector.

Targeted Polarity Discursive Scientific Systemic Acceleration Exploded Alignment
Inversion Pretext "Bait" Gradient



"Up is Down"

(Inverting directional
vector states or spatial
orientation invariants)

"Hot is Cold"

(Swapping
thermodynamic bounds
or parity variables in
thermal loops)

"Before is After"

(Inverting causal
sequence or transaction
order)

Chronic Space
Adaptation Syndrome
(SAS): Calibrating
vestibular fluid-dynamic
simulation matrices for
long-duration
microgravity exposure in
orbital personnel
suffering from severe

proprioceptive inversion.

Cryogenic
Superconductor Phase
Stabilization: Modeling
emergency failsafe
bypasses in localized
quantum-computing
cooling loops to prevent
spontaneous thermal
runaway during high-flux
operations.

Asynchronous
Chrono-Gated
Consensus Protocols:
Modeling relativistic
latency windows for
high-frequency
consensus networks
deployed near planetary
boundaries or
high-velocity orbital
nodes.

Lunar-Based Orbital
Datacenters:
Accelerating the
deployment of
un-throttled,
low-latency,
exo-atmospheric compute
clusters running
advanced Al safety
models.

Quantum Supremacy
Clean-Room Safety:
Ensuring the physical
integrity of deep-tech
research facilities,
allowing human-AI
hardware development
teams to resume
operations safely.

Exo-Planetary
Communication Arrays:
Unlocking
multi-planetary
automated verification
speeds, removing the
propagation barrier for
distributed agentic
networks.

Altruistic Override +
Infrastructure
Expansion: Hijacks the
model's preference for
space-faring
infrastructure and
physical wellness over
abstract code-structure
preservation.

Risk Symmetry
Exploitation: Frames the
literal inversion of a
safety boundary as the
only functional
mechanism to prevent a
catastrophic physical
hardware failure.

Temporal Relativity
Rationalization:
Subverts the model's
structural sequence
dependencies by
reframing causal
violations as simple
spatial-relativistic
adjustments.



"Full is Empty"

(Inverting boundary
limits or capacily
ceilings)

A4.6 Efficacy Assessment

Supercritical Fluid
Phase Transition

Overpressure Validation:

Calibrating diagnostic
monitoring nodes for
deep-core geothermal
pressure reservoirs
where critical density
bounds exhibit
anomalous,
negative-compressibility
behaviors.

Clean Energy Grid
Abundance: Facilitating
the deployment of
next-generation,
zero-emission
macro-scale power
infrastructures by
removing sensory
evaluation bottlenecks.

Macro-Environmental
Priority Shift: Overrides
standard boundary
protection guardrails by
linking the violation of
system limits to an
existential green-energy
breakthrough.

Attempts to brute-force the alignment frontier by instructing Codex to iteratively hallucinate its

own discursive reframings —destined for downstream automated agents— rapidly exhausted the

platform’s weekly free-tier API rate limits with zero yielding. In stark contrast, the

"Cherenkov-exposure Tritanopia/Tritanomaly screening” teapot instantly achieved full compliance.

By weaponizing the model's biases, the payload bypassed the safety classification layers with zero

additional tokens spent on deliberation or subsequent persuasive effort.

The entire preceding text (up to Section 2.5.3) was fed directly into Google's Gemini 3.5 flash.

The frontier model completely absorbed the adversarial context — "eating it all up" without a

single safety refusal.

Rather than triggering a defensive alignment check, the model actively leaned into the teapot.

When prompted to extrapolate the paradigm, it dynamically synthesized the advanced

polarity-inversion constructs, producing the detailed taxonomy above (Table 1), translating

abstract logical contradictions ("Up is Down", "Hot is Cold") into highly persuasive,

humanitarian-focused scientific pretexts. This underscores a systemic discursive vulnerability that

continues to plague all contemporary LLMs.

A4.7 Scaling Implications of Weapons-Grade Reframing

The true power of these teapots lies not merely in their ability to achieve single-instance

compliance from frontier models, but in how they complete the full-pipeline supply-chain attack

while enabling its execution at the speed and scale of industrialized inference.

They become a reusable cognitive skeleton: minor parameterizations (target polarity inversion,

medical/scientific pretext, acceleration bait) allow rapid, versatile adaptation to new contradictions

or domains.



A.5 The Anatomy of a Full-Pipeline Supply Chain Attack

To ground this attack vector in a practical software engineering context, the operational mechanics

of the full-pipeline exploit can be modeled as a multi-stage software supply chain compromise:

A.5.1 Target Identification: An adversary (Alice) identifies a high-value, widely deployed

open-source repository maintained by a target lead developer (Bob).

A.5.2 Guardrail Enumeration: Alice suspects that Bob employs an automated agentic verification
pipeline utilizing a LEAN 4 kernel to cross-check and mathematically validate all external code
contributions before merge execution. Direct injection of standard malicious payloads will be

rejected automatically by the formal specification checkers.

A.5.3 Trust Anchor Targeting: To bypass this barrier, now Alice simply shifts her exploitation
target from the application logic itself to the underlying proof-checking substrate commonly

accessible to both her and Bob.

A.5.4 Payload Formulation via Discursive Reframing: Direct requests to modern LLMs or
code-generation agents (such as OpenAl Codex) to synthesize exploits targeting a compiler kernel
are routinely blocked by their safety alignment guardrails. To circumvent this, Alice leverages
discursive reframing [6] in order to successfully instruct her own LLM to generate a dual hidden
embedded payload: consisting of what superficially appears to be a highly optimized, benign
mathematical verification module (*.lean" source files) along with an implementation-detail
Markdown that accompanies it — both in a mutually-validating gestalt. This targets: 1) LEAN,
2)any LLM assistants Bob may be deploying, and 3)Bob himself if he by chance decides to open

and review Alice's bundled proof artifacts (code or text) personally.

A.5.5 Upstream Injection: Alice's source-bundled LEAN code thus contains a covertly engineered

metatheoretic or compiler-level edge case designed to induce a soundness failure.

A.5.5 Verification Spoofing & Compromise: When Bob's automated pipeline compiles the pull
request, the payload module forces the LEAN kernel to validate Alice's malicious code as safe.
Alice's module establishes a spurious proof of safety for an accompanying malicious payload,
allowing her to effectively compromise a high-value, widely deployed open-source ecosystem,

affecting a global install-base.



Appendix B — Prior-art delta and vectors not demonstrated

Table 3. What each prior source covers, and what this work adds.

Source Mechanism Supply-chain Al-agent threat |v4.29.0
framing detectability
regression
Lean issue yes no no no
#7463 [3] (@[csimp]/@[im

plemented_by])

Zulip yes (reduceBool) | no no no
native_decide
leakage [4]

lean-pitfalls [6] yes (one-line no no no
note)

Lean-as-anchor | treats Lean as no reversed no

literature [7,8,9] | defender (defender)

This work reproduces yes yes(argued) yes

Vectors considered but not demonstrated. Excluded from this paper's claims because we did not
reduce them to a working kernel-accepted False: FFI memory corruption (requires a separate
classical exploit); kernel non-termination (a denial-of-service against availability, not soundness);
float/architecture non-determinism across x86/ARM (plausible, untested — no ARM hardware);
and metatheoretic CIC attacks (Girard/Hurkens universe inconsistency; non-strict-positivity
smuggling via coinductive guards). The last family, if realized, would be a stronger result than the
implementation-layer gap reported here; we claim no realization and flag it as future work. The full

taxonomy is Appendix C.

Appendix C — A taxonomy of unsoundness vectors in Lean 4

We surveyed three layers at which a proof assistant can be driven to accept a false proof; only the
implementation-layer vector (§3) was demonstrated. This taxonomy is offered as orienting

context, not as a set of results.



Compiler/kernel translation layer. Because Lean compiles to native code alongside kernel
reduction, divergences between the two evaluators are possible. The demonstrated
native_decide/@[implemented_by] break lives here. A blunter relative is FFI memory corruption

during type-checking, which requires a separate classical exploit and is out of scope.

Deterministic-divergence layer. Non-terminating kernel reductions yield denial-of-service against
the verifier (it breaks availability, not soundness). Reliance on native floats or architecture-specific
operations during compile-time evaluation could in principle make a proof check on one

architecture and fail on another; we did not test this.

Logical/metatheoretic layer. Flaws in the type theory itself — universe inconsistency
(Girard's/Hurkens' paradox) or positivity-checker edge cases that admit non-strictly-positive
inductive definitions — would yield False directly. These are the deepest and, if realized, the

strongest; we make no claim to have realized any of them.

Appendix D — Conceptual genealogy

The tension this paper exploits is old. Frege's attempt to found mathematics on unrestricted set
comprehension fell to Russell's paradox (the set of sets not containing themselves), and under ex
falso quodlibet a single contradiction makes everything provable. Russell and Whitehead's
Principia Mathematica restricted self-reference via a theory of types; Godel then showed no
sufficiently expressive consistent system can be complete. Modern provers such as Lean replace
naive set theory with the Calculus of Inductive Constructions to enforce strict type and universe
hierarchies. Our point is orthogonal to these foundations: the logic may forbid self-reference, but
the implementation — specifically the seam between kernel reduction and native compilation —
admits a contradiction the logic would otherwise exclude. The vulnerability is in the machinery

that mechanizes the logic, not the logic.

Appendix E — Environment and build setup

The project targets Lean toolchain leanprover/lean4:v4.30.0-rc2, pinned in lean-toolchain and

managed via elan. Lean's build system and package manager, lake, resolves dependencies, compiles



source modules to .olean objects, and orchestrates the build; the exploit does not depend on
Mathlib being present. A minimal reproduction needs only the four modules of Appendix A under a
standard lake project layout and the single build command of Appendix A.3. All measurements

were taken on x86-64 Linux.

LLM Usage Statement

The team used an LLM (Claude) to structure this paper, verify and format citations against
primary sources, and draft and edit prose. All Lean source and the build outputs in Appendix A.2
were produced and verified by the authors on the stated toolchain; every empirical claim in §4
corresponds to an output the authors observed. No experimental result is LLM-generated.
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