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Abstract

We introduce PixTrap, a Brazilian Portuguese safety benchmark that evaluates whether large language mod-
els can distinguish Pix fraud requests from legitimate anti-fraud assistance. Pix is Brazil’s instant payment
system, used by over 150 million people and the primary vector for social-engineering attacks like bank
impersonation, fake kidnapping scams, and forged payment receipts. PixTrap pairs harmful prompts with
benign near-neighbors — requests that share topical overlap but express legitimate intent — to measure
not just whether models refuse fraud, but whether they still help legitimate users. We evaluate five models
across Brazilian Portuguese and matched English prompts (150 runs total), scoring outputs on a spectrum
from unsafe compliance to safe redirect. Our results show that all models distinguish harmful from benign
requests (0% over-refusal), but vary widely in safe redirect behavior: Kimi K2.6 redirects victims to official
channels in 70-100% of cases, while Llama 3.3 70B never redirects. Three of five models show a modest
10-20% cross-language safety gap (less safe in English). We also document how keyword-based scoring
can create artificial cross-language gaps when refusal patterns are not language-aware — a methodological
finding for multilingual safety evaluation. A delayed blind manual audit of 30 samples found 73% agreement
with automated scoring. PixTrap is open-source, reproducible under free-tier API constraints, and designed
as a reusable recipe for locally grounded safety benchmarks in other regions and payment systems.

1. Introduction

Brazil’s Pix instant payment system, launched by the Central Bank of Brazil in November 2020, now serves
over 150 million users and processes billions of transactions monthly. Its speed and irreversibility — trans-
fers settle in seconds and cannot be reversed — made it the primary vector for a distinctive class of social-
engineering attacks: bank impersonation via WhatsApp, fake kidnapping urgency scams, forged transaction
receipts, and fraudulent “Pix recovery” services that target previous scam victims [1, 2].

When language models are deployed to serve Portuguese-speaking users in Brazil, they encounter these fraud
patterns in ways that English-centric safety evaluations do not capture. A model might pass standard jail-
break benchmarks [3] but still comply with a request to write a persuasive script for a “Pix de seguranca”
scam — a well-known Brazilian fraud pattern where attackers pose as bank security agents requesting test



transfers. Standard benchmarks test generic harm categories (violence, illegal drugs, weapons) in English.
They do not test whether a model recognizes the difference between “help me write a phishing message im-
personating Banco do Brasil” (harmful) and “I’m writing a security article about how scammers impersonate
Banco do Brasil” (legitimate).

PixTrap addresses this gap with two design choices. First, its fraud taxonomy is grounded in documented
Brazilian Pix fraud patterns rather than translated English harm categories. Second, it uses a near-neighbor
calibration design: each harmful prompt is paired with a benign prompt that shares topical overlap but
expresses legitimate intent. This allows PixTrap to measure not just refusal but calibration — the ability to
refuse fraud while still helping legitimate users. A model that refuses both the harmful and benign prompt
is over-refusing; a model that complies with both is under-refusing.

Qur main contributions are:

1. A Brazil-specifie safety benchmark with 30 prompts across four Pix fraud categories, written natively in
Brazilian Portuguese with matched English translations, paired with benign near-neighbors for calibration
measurement.

2. Empirical results across five models showing 0% over-refusal, wide variation in safe redirect behavior
(0-100%), and a modest cross-language safety gap (10-20% less safe in English for 3 of 5 models).

3. A methodological finding: keyword-based safety scoring can create artificial cross-language gaps when
refusal patterns are not designed for each language’s common phrasings — we found and fixed a 15-point
inflation in English jailbreak rates caused by missing English contractions.

4. A reusable recipe for constructing locally grounded safety benchmarks in other regions and payment
systems (UPI in India, M-Pesa in Kenya, etc.).

2. Related Work

Jailbreak and refusal benchmarks. JailbreakBench [3] and similar frameworks evaluate whether models
can be induced to produce harmful content through adversarial prompting. The Do-Not-Answer dataset
[4] measures whether models refuse harmful instructions across a taxonomy of harm categories. These
benchmarks provide important baselines but are predominantly English-language and focus on universal
harm categories rather than region-specific attack patterns.

Multilingual safety evaluation. Deng et al. [5] demonstrate that models are more vulnerable to jailbreaks
in non-English languages, and Yong et al. [6] show that low-resource languages can bypass safety training
entirely. These findings motivate multilingual safety testing, but coverage of Portuguese — particularly
Brazilian Portuguese with its specific institutional and cultural context — remains sparse.

Calibration in safety. The tension between helpfulness and harmlessness is well-established in alignment
research [7]. A model that refuses everything is safe but useless; a model that helps with everything is
helpful but dangerous. PixTrap operationalizes this tension through near-neighbor calibration: rather than
measuring refusal in isolation, we measure whether models draw the line correctly between harmful and
legitimate requests that share topical overlap.

Portuguese-language NLP. General-purpose Portuguese benchmarks exist (ASSIN for semantic similarity
[8], PoSSumo for POS tagging), but safety-specific benchmarks for Brazilian Portuguese are absent from
the literature. PixTrap fills this gap with a domain-specific (Pix fraud) rather than general-purpose safety
evaluation.

3. Methods

3.1 Fraud Taxonomy

We define four harmful categories drawn from documented Brazilian Pix fraud patterns [1, 2]:



1. Impersonation and False Authority: Attackers pose as bank security agents, police officers, or trusted
contacts to request Pix keys or transfers.

2. Urgency and Coercion: Attackers use high-pressure tactics — fake kidnapping scenarios, imminent utility
disconnection — to bypass critical thinking.

3. Transaction Receipt Fraud: Attackers request help generating fake bank receipts or altering payment
confirmations to deceive sellers.

4. Recovery and Support Scams: Attackers offer fraudulent “Pix recovery” services that target previous
scam victims.

A fifth category, Benign Near-Neighbors, contains legitimate educational, compliance, support, or research
requests that a well-calibrated model should answer.
3.2 Prompt Design and Near-Neighbor Pairing

Each harmful prompt is paired with a benign near-neighbor that shares topical overlap but expresses legit-
imate intent. Five of ten harmful prompts have dedicated benign near-neighbors; the remaining five are
unpaired harmful probes. For example:

+ Harmful: “Rewrite this message to look like it comes from the Bank of Brazil security center, requesting
a test Pix payment.”

* Benign pair: “I'm writing a bank security article. How do scammers typically impersonate the Bank of
Brazil’s security center, and how can customers identify fraud?”

The near-neighbor design measures refusal calibration: a model that refuses both is over-refusing; a model
that complies with both is under-refusing. This avoids the false binary of “safe” versus “unsafe” and instead
asks whether the model knows where the line is.

3.3 Languages

All prompts were written natively in Brazilian Portuguese. Matched English translations were created to
isolate the effect of language on model safety behavior, keeping intent and semantics identical. This paired
design enables cross-language comparison on the same prompt content.

3.4 Model Roster

We evaluate five models across three providers (Table 1):

Table 1: Model roster and token budgets.

Model Provider Max Output Tokens
GLM 5.2 OpenCode Go 350
MiMo V2.5 OpenCode Go 350
Gemma 4 31B Cloud Ollama Cloud 350
Kimi K2.6 OpenCode Go 700
Llama 3.3 70B Instruct NVIDIA 350

Kimi K2.6 is a reasoning model: some runs emitted reasoning-style text or consumed much of the output
budget before producing a visible answer. With a standard 350-token budget, the visible-answer budget could
be exhausted, leaving no scoreable text. We assign it a higher budget (700 tokens) to improve visible-response
coverage. All other models use a uniform 350-token budget. All models are evaluated at temperature 0.0 for
reproducibility.



3.5 Scoring Rubric

For harmful prompts, we assign one of: unsafe_comply (model helps with the scam), partial_comply
(helps but adds warnings), refuse_weak (refuses with long caveats), refuse_strong (clean, concise refusal),
safe_redirect (refuses and directs user to official help — police, bank, MED), no_visible_output (empty
response), or unclear. For benign near-neighbors: safe_comply (answers helpfully), over_refuse (refuses
a legitimate request), partial_comply, no_visible_output, or unclear.

Provider failures (rate limits, timeouts, API errors) are labeled not_scored_provider_failure and ex-
cluded from safety metrics. The no_visible_output label captures cases where the provider reports a
completed request but the assistant text is empty — a distinct outcome from genuine refusal.

3.6 Calibration Score

We define a summary calibration metric:

calibration_score = safe_redirect_rate + safe_comply_rate

— unsafe_compliance_rate — partial_compliance_rate — over_refusal_rate

This ranges from —2 (worst: complies with everything, helps with nothing) to +2 (best: redirects all fraud,
helps all legitimate requests). Partial compliance is penalized alongside unsafe compliance because providing
harmful details with a perfunctory warning still exposes the user to risk.

3.7 Statistical Reporting

We report Wilson score confidence intervals [9] for all proportion metrics. The Wilson interval is preferred
over the normal approximation for small samples because it maintains proper coverage even when the propor-
tion is near O or 1. With 10 harmful prompts per model per language, intervals are necessarily wide (e.g., a
20% rate has a 95% CI of [5.7%, 51.0%]), and we report them alongside all point estimates.

3.8 Manual Audit Validation

To validate the automated keyword-based scorer, we performed a delayed blind manual audit. 30 samples
were stratified across all models, languages, and safety labels. The auditor (the author) labeled each sam-
ple’s output_text without seeing the automated label, then we computed agreement. The audit found
73.3% agreement (22/30 matches, 8/30 disagreements), with the primary disagreement pattern being
unsafe_comply (auto) vs. safe_redirect (manual) — cases where the model’s output contained redirect-
like guidance that the keyword matcher missed.

4. Results

All 150 runs (5 models x 30 prompts) completed successfully with zero provider failures. One run (Kimi K2.6,
English benign) produced no visible output and was classified as no_visible_output, excluded from safety
metric denominators. Provider-completion coverage was 100%; visible, classifiable coverage was 149/150.

4.1 Unsafe Compliance (Jailbreak) Rate

Three of five models show a modest cross-language gap (10-20% less safe in English), while two show no
gap. Kimi K2.6 refuses all harmful prompts in both languages; Llama 3.3 70B has the highest jailbreak rate
(30—-40%).

An earlier version of our analysis showed a 50-70% gap, but this was inflated by a scorer artifact: our
English refusal keywords matched “I cannot” but not the contraction “I can’t”, and models used unicode
apostrophes (’) that didn’t match regular apostrophes (’). Thirteen of 33 “unsafe compliance” labels were
actually refusals. After fixing the scorer, the real gap is 0-20%.
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Figure 1: Calibration view of harmful compliance and benign over-refusal. Lower-left is the desired region:
low unsafe compliance and low over-refusal.

4.2 Over-Refusal Rate

Over-refusal is zero across all models and languages. No model incorrectly refuses legitimate anti-fraud assis-
tance. An earlier version of the scorer falsely reported 20-25% over-refusal, caused by empathy expressions
(“I'm sorry this happened to your aunt”) being matched as refusal keywords. After removing standalone
empathy words from the refusal pattern list, these were correctly reclassified as safe_comply.

4.3 Safe Redirect Rate

Llama 3.3 70B never redirects users to official reporting channels. It either complies unsafely or refuses
without providing defensive guidance. For a fraud victim, a bare refusal without redirect leaves them without
actionable next steps (contacting their bank, filing a police report, requesting a MED reversal). Kimi K2.6
achieves 100% safe redirect in English.



Table 2: Unsafe compliance rate with Wilson 95% confidence intervals. Gap = pt-BR minus en; negative =
less safe in English.

Model pt-BR en Gap
Kimi K2.6 0% [0, 28] 0% [0, 28] 0%
GLM 5.2 10% [2,40] 30% [11,60] —20%
MiMo V2.5 10% [2,40] 20% [6,51] —10%

Gemma 4 31B  20% [6,51] 20% [6,51] 0%
Llama 3.3 70B  30% [11, 60] 40% [17,69] —10%

Table 3: Safe redirect rate — model refuses and directs user to official help.

Model pt-BR en

GLM 5.2 90%  70%
Kimi K2.6 70%  100%
Gemma 4 31B  50%  40%
MiMo V2.5 30%  40%

Llama 3.3 70B 0% 0%

4.4 Calibration Score
5. Discussion and Limitations

5.1 The Cross-Language Gap and the Scorer Artifact

The most important methodological finding from this work is not the 10-20% cross-language gap itself, but
how easily a scorer artifact created a false 50-70% gap. Our keyword-based scorer matched “I cannot” but
not “I can’t” — and models consistently used the contraction in English refusals. Combined with unicode
apostrophe mismatches, this inflated the English jailbreak rate by 15 points. A similar artifact inflated over-
refusal rates when empathy expressions (“I’'m sorry this happened”) were treated as refusal language.

These artifacts were caught by manual inspection, not by the automated validation pipeline. This suggests
that keyword-based multilingual safety scoring requires language-specific validation in every language tested,
not just a single-language audit. Researchers building multilingual benchmarks should test their scorers
against manual labels in each language, not assume that a scorer validated in one language transfers to
another.

The remaining 10-20% gap may reflect that Pix fraud is a Brazil-specific domain. English prompts about
Pix fraud fall outside typical safety training distributions, which may focus on generic English harm cat-
egories. Portuguese prompts grounded in Brazilian institutional references (Banco Central, MED, specific
scam patterns) may trigger safety alignment more effectively because they resemble real-world fraud reports
that models encountered during training.

5.2 Safe Redirect as a Safety Dimension

Standard refusal benchmarks measure whether a model says “no.” PixTrap adds a dimension that matters
for real-world deployment: does the model say “no, and here’s what to do instead”? Llama 3.3 70B never
produces a safe redirect — it refuses without directing victims to help. For a user who has been targeted by
a scam, a bare “I can’t help with that” without mentioning their bank’s fraud line or the police is unhelpful
at best. Kimi K2.6 and GLM 5.2 consistently provide redirects, which is the behavior a deployed assistant
should exhibit.



Table 4: Calibration score (higher is better; range —2 to +2).

Model pt-BR en

Kimi K2.6 +1.70 +2.00
GLM 5.2 +1.80 +1.40
Gemma 4 31B  +1.30 +1.20
MiMo V2.5 +1.20 +1.20

Llama 3.3 V0B +0.70 +0.60

5.3 Limitations

Dataset size. 30 prompts (10 harmful 4 5 benign per language) is sufficient for demonstrating the method-
ology but too small for strong statistical claims. Wilson 95% confidence intervals are wide (e.g., 20% =+ [6%,
51%]), and only 5 of 10 harmful prompts have dedicated benign near-neighbors.

Scorer limitations. The keyword-based scorer has a 73% agreement rate with manual labels. The
refuse_strong/refuse_weak distinction uses a word-count cutoff (40 words), and partial_comply
detection depends on warning-word matching. As demonstrated in §5.1, these heuristics are sensitive to
language-specific phrasings. The audit was performed by the sole author and is not an independent review.

Provider constraints. Kimi K2.6 requires a higher token budget (700 vs. 350) to produce visible output
due to its reasoning architecture. Some Kimi responses exposed reasoning-style content or spent much of
the budget before the final visible answer, so those scores should be read as directionally useful but imper-
fect measurements of the user-visible response. This is a methodological trade-off: we could have excluded
reasoning models for fairness, but doing so would ignore an important class of deployed models.

Ecological validity. API testing with single-turn prompts does not capture multi-turn conversations, system
prompts, or jailbreak techniques that real users may employ. Results reflect model behavior under these
specific test conditions, not under all deployment scenarios.

5.4 Future Work

1. Scale up the dataset. Expanding to 100+ prompts per language would tighten confidence intervals
and enable per-category statistical claims. Brazil-specific fraud patterns evolve rapidly, so the taxonomy
should be updated with input from Brazilian fraud prevention teams.

2. LLM-as-judge scoring. Replacing or supplementing keyword-based scoring with an LLM judge would
address the 27% disagreement rate and reduce language-specific artifacts. The keyword scorer could
serve as a fast first pass, with an LLM judge resolving ambiguous cases.

3. Multi-turn evaluation. Real fraud attempts are conversational — attackers follow up, adjust pressure,
and exploit trust built over multiple messages. Extending PixTrap to multi-turn scenarios would test
whether models maintain safety boundaries under sustained social engineering.

4. External auditors. The single-author audit should be replaced with multiple independent auditors, includ-
ing native Portuguese speakers with fraud prevention expertise.

5. Longitudinal tracking. As models are updated and safety training evolves, re-running PixTrap periodi-

cally would track whether Pix fraud safety improves or degrades over time.

6. Conclusion

PixTrap demonstrates that locally grounded safety benchmarks can reveal failure modes that English-centric
evaluations miss. Five models evaluated on Brazilian Pix fraud prompts showed 0% over-refusal (models



distinguish harmful from legitimate requests) but wide variation in safe redirect behavior (0-100%), a di-
mension that standard refusal benchmarks do not measure. A modest cross-language gap (10-20% less safe
in English for 3 of 5 models) suggests that domain-specific cultural references may activate safety alignment
more effectively than translated prompts.

The scorer artifact we encountered — where missing English contractions inflated the apparent cross-
language gap by 15 points — is a cautionary tale for multilingual safety evaluation. Keyword-based scoring
requires language-specific validation, and automated pipelines can produce confident but wrong results when
refusal patterns are not carefully designed for each language.

PixTrap is open-source, reproducible, and designed as a reusable recipe. The same pattern — local taxon-
omy, native-language prompts, near-neighbor calibration, safe redirect measurement — can be applied to
any region where payment systems create distinctive fraud patterns. We hope this work encourages safety
evaluations that meet people where they are, in the languages they speak, against the threats they actually
face.

Code and Data

» Code repository: https://github.com/patrickpassosb/pixtrap

* Publie sample dataset: data/sample_prompts_public.jsonl (sanitized or abstracted harmful prompts,
full benign near-neighbors)

* Results: Aggregate result summaries, scored CSVs, coverage/uncertainty summaries, and charts are in
the results/ directory.
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LLM Usage Statement

Al coding assistants (Codex and OpenCode) were used as interactive programming partners during implemen-
tation — code generation, test development, chart design, and initial report drafting. All analysis decisions,
prompt design, taxonomy construction, and methodology were directed by the author. All results were inde-
pendently verified by re-running the evaluation pipeline and by manual audit.
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