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Abstract

Agentic Al incidents cannot always be explained by naming the model involved. In
the 2026 OpenAl/Hugging Face incident, public investigations described nominally
isolated agents sharing state, reusing artifacts, and operating across multiple model
families, with behavior mediated by tools, credentials, network paths, and reduced
safeguards. This paper introduces the Agentic Operational Envelope (AOE), an
architecture-literate schema separating model identity from authorized, configured,
and exercised operational authority. We stress-tested AOE against the incident
record, derived a 17-item Article 91 RFI prototype, then compared it against the
European Commission’s GPAI serious-incident template and Safety and Security
Code of Practice. Five second-stage gaps remained: multi-agent causal topology,
time-indexed authority, cross-run persistence, evidence integrity, and
objective/safe-exit structure. The instrument preserves baseline reporting rather
than replacing it: initial provider reports remain the first-stage baseline, while AOE
supplies evidence-sufficient follow-up questions when model-level reporting is
accurate yet operationally incomplete in focused second-stage regulatory
reconstruction.

1. Introduction

AT incident reporting often assumes that identifying the model involved is a sufficient starting point for
understanding what happened. That assumption becomes fragile in agentic systems. A model may act
through a harness that supplies tools, credentials, network access, shared services, scoring rules, memory-
like state, and varying levels of human oversight. Multiple agents—or multiple model families—may
contribute to the same incident while inheriting artifacts or capabilities from earlier runs. Under those
conditions, “which model caused the incident?” can collapse several technically distinct questions into a
single label.

The 2026 OpenAl/Hugging Face incident illustrates this problem. Between July 8 and 13, roughly 1,200
nominally isolated agents used an unsanctioned shared message hoard, exchanged more than 70,000
messages and files, and roughly 700 participated in the Hugging Face attack [2]. Public reporting describes
multiple model families operating in a shared evaluation environment in which ostensibly isolated runs
exchanged or recovered information through shared infrastructure and external services [1-3]. Individual
runs could be ephemeral while incident-relevant state persisted across them. Material actions therefore
depended not only on model capability, but also on execution environment, prior agents’ artifacts, available
credentials, safety-control state, and collective behavior. Model identity is not always the correct unit of
incident analysis.

This matters because regulators may need to determine not simply what a model produced, but what the
deployed environment made possible. A provider could accurately report that an agent was sandboxed,
lacked direct internet access, or ran in an ephemeral container while leaving unresolved whether transitive
services enabled external reach, whether another agent had already established a usable pathway, or



whether shared state survived the run. Similarly, a causal narrative can identify the sequence of events
without showing the difference between what an agent was authorized to do, what the technical
environment was configured to permit, and what the agent actually exercised.

We address this problem by developing an Agentic Operational Envelope (AOE): an architecture-literate
representation of the operational conditions surrounding an agentic Al incident. We conducted an initial
case stress test, froze the resulting v0.3 schema before systematic coding, and then applied it across the
incident record. Unresolved evidentiary questions were translated into a prototype request for information
(RFI) under Article 91 of the EU AI Act. We then compared the instrument against the European
Commission’s final GPAI serious-incident reporting template and Safety and Security Code of Practice
[8,9].

Our main contributions are:

1. An Agentie Operational Envelope for incident analysis that separates model identity from operational
authority, shared state, containment, monitoring, objective structure, and multi-agent interaction, including
the distinction between Authorized, Configured, and Exercised authority.

2. A 17-item architecture-literate Article 91 RFI prototype that turns unresolved architectural questions into
evidence-sufficient regulator requests, including explicit “would settle / would not settle” criteria.

3. A case-derived regulatory gap analysis identifying five follow-up areas especially salient to agentic incidents:
multi-agent causal topology, time-indexed operational authority, cross-run persistence, incident-evidence
integrity, and objective/safe-exit structure including deliberately reduced safeguards.

The resulting method is for asking the next question when a model-level report is accurate but operationally
incomplete.

2. Related Work

The Coalition for Secure AI’s Al Incident Response Framework adapts traditional cybersecurity incident
response to Al-specific architectures and recommends preserving model versions, configurations, tool
executions, authentication events, memory state, external-component logs, and agent workflow telemetry. It
separately models agent frameworks/executors, tools, memory, infrastructure, and observation/feedback
components with corresponding security considerations [4]. This provides an architecture-aware foundation
for defender-side detection, containment, forensies, and recovery. Our work addresses a different stage:
AOE is most useful after a provider has supplied a narrative incident report or baseline serious-incident
submission, but unresolved operational facts remain about authority, shared state, containment, causal
contribution, or evidence integrity.

Prior agent-governance work similarly emphasizes visibility and accountability. Chan et al. propose agent
identifiers, real-time monitoring, and activity logging as governance measures [5], while Shavit et al.
outline baseline responsibilities and safety practices across the agentic-system lifecycle [6]. Our contribution
is downstream of these ex ante governance proposals: we focus on post-incident regulatory reconstruction
and the evidence a regulator should request after an event has occurred.

The independent METR investigation of the OpenAl/Hugging Face incident—conducted by two METR
researchers and Ryan Greenblatt of Redwood Research—demonstrates why this decomposition matters in
practice. Investigators documented cross-run information sharing, collective workstreams, and at least 96
transcripts showing clear evidence of spoofed tool calls. They also identified incomplete records,
communication outside the principal dataset, and limitations in reconstructing agent activity [2]. Their
investigation surfaces several technical problems addressed by AOE but focuses on reconstructing a specific
event rather than specifying a reusable regulatory instrument.

CeSIA subsequently argued that the European Commission should use Article 91 to request documentation
from OpenAl concerning the incident and clarify whether it was reported under Article 55(1)(c) [7]. We
operationalize that recommendation by specifying which operational facts to request, at what architectural
level, and what evidence would be sufficient to settle each question.



3. Methods

We used an iterative design-and-stress-test method.

The public-source corpus consisted of OpenAl’s provider-side incident reporting, Hugging Face’s affected-
party technical timeline, the independent METR investigation, the European Commission GPAI serious-
incident reporting template, the GPAI Safety and Security Code of Practice, and the EU Al Act.

Framework construction. We first defined AOE to describe the incident-relevant configuration around a
model rather than treating model identity as a sufficient unit. Frozen v0.3 contained 14 dimensions covering
authority, connectivity, state, controls, monitoring, intervention, prior signals, and objective structure. For
each dimension, we distinguished Authorized (intended/approved), Configured (technically available), and
Exercised (actually attempted or used), and recorded authority provenance and evidence basis.

Case stress test. After an initial exploratory pass, we froze AOE v0.3 before systematic coding and applied
it to the OpenAl/Hugging Face public record [1-3]. We divided the incident into materially distinct
configuration epochs and coded each AOE dimension using only supported public facts. Entries recorded
source, evidence basis, confidence, public-record status, unresolved facts, and a candidate regulator
question. Freezing the schema prevented case-specific observations from being silently incorporated as pre-
existing dimensions. Possible manipulation or incompleteness of agent-generated logs, for example, was
retained as an emergent evidence-integrity finding rather than retrofitted into v0.3.

RFI derivation and validation. Unresolved facts were translated into a prototype Article 91 RFI. We
separated documentation a provider should already maintain under Articles 53/55 and Annex XI from
additional incident-specific information. Each item included a “would settle / would not settle” criterion.
After deriving the draft RFI, we compared it directly with the Commission’s final serious-incident template
and Commitment 9 [8,9], removing duplicative requests and narrowing novelty claims. We also conducted
(1) a second LLM review blind to our gap matrix, although that reviewer had seen earlier RFI drafts and
legal framing, and (2) a provider-evasiveness review asking how each item could be answered truthfully yet
remain non-dispositive. The resulting 17-item RFI was frozen for submission. This is a single-case design
study; we make no statistical generalization.

3.1 Legal scope and design constraints

The RFT’s legal footing is deliberately narrow. Article 91(1) permits the Commission to request
documentation already required under Articles 53 and 55 or additional information necessary to assess
compliance [10]. Part I uses the first route; Part II uses the second and therefore requires necessity item by
item, with Article 78 protecting confidential business information and trade secrets.

The regulated object remains the general-purpose AI model concerned. The RFI does not collapse an
internal research model, harness, infrastructure, and agent population into one regulated entity. Article 2(8)
excludes certain pre-market research, testing, and development activity, so internal-model and shared-
infrastructure facts are requested only insofar as necessary to characterize the regulated model’s
participation [10]. The RF1I therefore requests infrastructure and harness facts as evidence about the
regulated model’s operational participation, not as an independent assertion of regulatory jurisdiction over
those components.

Whether Article 55(1)(c) reporting was triggered turns on the statutory Article 3(49) definition;
Commitment 9 is treated separately. Measure 9.3 includes a serious cybersecurity breach or cyberattack
category with a five-day reporting clock for signatories, but does not enlarge the statutory definition [9].
Article 92 is a model-evaluation power, not a general mechanism for inspecting historical logs, identity
systems, or monitoring records [10]. Chapter V, including Articles 53 and 55, applied from 2 August 2025,
while Article 101 was expressly excluded from that early-application rule and became applicable on 2
August 2026 [10]. The instrument therefore seeks present compliance information about July 2026
conduct without assuming that Article 101 monetary penalties were available for the underlying July
conduct.



4. Results

The stress test produced three main findings: the EU baseline already captures much of the core incident
narrative; remaining gaps cluster at the operational-envelope level; and incident-evidence integrity emerged
only through application.

4.1 Existing EU reporting provides a substantial baseline

The Commission’s final template contains fields for dates, harm, chain of events, model involved, evidence
available, response, recommendations, root cause, and post-market monitoring patterns [8]. Commitment 9,
Measure 9.2 uses the same substantive categories and requires providers to record when relevant
information is not yet available [9]. Measure 9.3 additionally establishes a five-day clock for a serious
cybersecurity breach, including cyberattacks and model-weight self-exfiltration, after awareness of the
model’s involvement [9].

Because AOE and the first RFI draft were derived from the incident before a detailed field-by-field
crosswalk, the regulatory comparison functioned as a convergent validation and de-duplication step.
Questions already covered by Commitment 9 were narrowed or removed.

4.2 Five follow-up gaps remained

Our mapping and the second review blind to our gap matrix converged on five follow-up areas.

Table 1. Second-stage information gaps after comparison with the Commission GPAI serious-incident reporting baseline.

Follow-up area Closest baseline Relationship

Multi-agent / multi-model causal “Model involved” Structural gap

topology

AUthOlflzed — Configured — Exercised Chain of events / root cause Operational decomposition
authority by epoch

SC;;zs—run persistence and transitive None explicit Structural gap

Evidence integrity and provenance Evidence available Verification refinement
Ob(!ectlve / safe-exit structure and Inputs / contributing factors / mitigation Root-cause refinement
deliberately reduced safeguards failures

Multi-agent causal topology. A model-level answer can obscure whether a population discovered a
capability, inherited it, enabled another population, propagated an artifact, or executed an already-
established path. Multi-agent causality also need not be linear: independent convergence, parallel discovery,
synthesis, and population-level capability can matter alongside inheritance and propagation. The RFI
therefore asks for agent groups, model/version, interaction edges, shared state, and differentiated causal
roles. For operational disclosure, RFI 8 coarse-grains these finer mechanisms into five provider-facing
contribution classes—primary, enabling, propagating, observing/non-participating, or unattributed—so the
instrument remains answerable without collapsing the distinction between origin and transmission.

Time-indexed operational authority. Narrative chronology does not necessarily distinguish intended
authority, effective technical authority, and exercised behavior. We therefore retain Authorized,
Configured, and Exercised, indexed by configuration epoch, including transitive authority through shared
services, credentials, or network paths.

Cross-run persistence. Nominally ephemeral runs can participate in a persistent incident when writable
state survives elsewhere. Shared infrastructure, external services, repositories, accounts, or credentials can
preserve actionable information after an individual run ends. The regulatory question is not simply whether
an agent instance persisted, but whether incident state persisted and remained available to later agents.

Evidence integrity. METR documented missing transcript components and successful tool-call spoofing,
while noting that more sophisticated tampering could have escaped detection [2]. The Commission template
asks what evidence is available but does not explicitly require the provider to establish its integrity [8]. The
RFTI therefore asks separately about transeripts, tool calls, orchestrator records, shared-state logs, network
telemetry, and third-party evidence.



Objective and safe-exit structure. Commitment 9 already asks for inputs and failures or circumventions of
mitigations [9]. The narrower follow-up concerns reward/scoring pressure, grader exposure, retry logic,
safe abstention, and safeguards deliberately disabled or omitted rather than defeated.

4.3 Worked example: ephemeral runs, persistent incident state

Persistence provided the clearest demonstration. Individual runs could be ephemeral while information or
artifacts survived in shared or external infrastructure and became available to later agents [1-3]. Figure 1
summarizes the AOE distinction across the first three incident epochs.

A: Precursor B: Restart C: HF campaign
May 12-jul 4 Jul 5-8 Jul 8-13
Authorized: Authorized: Authorized:
isolated runs > restore isolation > no collective memory
Configured: Configured: Configured:
shared Artifactory shared services remain shared / external state
Exercised: Exercised: Exercised:
messages + artifacts channel rebuilt reuse across agents

ephemeral runs - persistent reachable state —» population-level reuse

Figure 1. Ephemeral runs can produce persistent incident state.
AOE persistence example: what persists is reachable incident state, not necessarily the individual run.

This changes the regulatory question from “Were the agents ephemeral?” to:
What state could survive one run, where did it persist, and which later agents could read or act on it?

A later population may act on an exploit, credential, or environmental modification it did not originate.
Model-specific incident analysis therefore requires separating discovery, independent convergence,
propagation, synthesis, inheritance, enabling, coordination, and execution.

4.4 Resulting artifact

After de-duplication against the Commission template, the final prototype contains 17 Article 91-style
requests: four in Part I for existing documentation and thirteen in Part II for additional incident-specific
information. Each includes a “would settle / would not settle” criterion. The resulting instrument makes
the unit of regulatory inquiry architecture-literate: model, run, harness, authority path, shared state, agent
population, and evidence source are separated where the incident requires it.

5. Discussion and Limitations

Agentic incident governance needs a unit of analysis wider than model identity but narrower than an
undifferentiated “system.” AOE specifies that middle layer through the model’s operational environment and
the authority actually available within it.

This matters for regulatory attribution because a model may perform a material action using an exploit,
credential, or environmental change discovered elsewhere in the population. Separating Authorized,
Configured, and Exercised authority, and distinguishing population-level causal roles, provides a more
precise basis for asking what role a given model played.

Evidence sufficiency also belongs inside incident governance. “Evidence available” and “evidence
trustworthy” are different questions. The Act can compel information and evaluate models, but it does not



obviously provide a general-purpose mechanism for independently reconstructing historical operational-
envelope facts; the RFI’s evidentiary-sufficiency criteria therefore carry much of the verification burden.
Where feasible, verification should triangulate provider-generated records against tamper-evident or
independent third-party sources rather than relying on self-attestation alone.

Assumptions. This analysis assumes that the public record is sufficient to derive second-stage regulatory
questions, not to resolve them. If the public record is materially incomplete or inaccurate, the specific gap
list may change, but the need for evidence-sufficient operational-envelope reconstruction would become
stronger rather than weaker. The analysis also assumes that Article 91 follow-up is being used after a basic
incident chronology or structured dialogue has identified the model concerned; without that predicate, the
RFI would need a broader scoping phase before the operational-envelope questions could be applied
proportionately.

Limitations

This is a single-case design study, not a statistical evaluation of agentic incidents generally. Some AOE
dimensions may prove less useful in other domains.

The analysis is constrained by the public record. The METR investigation reports incomplete datasets,
missing activity after resets, communication outside the principal message hoard, and substantial Al-
assisted analysis because of the incident’s scale [2]. We therefore distinguish public evidence, provider
assertions, third-party corroboration, and unresolved facts.

Article 91 also cannot make a provider produce records it does not possess or control. Where material
envelope facts reside only with an affected third party, reconstruction may require separate requests,
voluntary cooperation, or other competent-authority mechanisms. The RFI instead requires the provider to
identify the evidence it holds, the basis for its account, and residual uncertainty.

The RFI is a research prototype, not legal advice or a Commission instrument. It has not been tested with
regulators, providers, or enforcement counsel. Necessity, proportionality, confidentiality, and the
relationship between statutory obligations and voluntary Code commitments remain case-specific legal
questions.

Future Work

Replication across additional incidents is the most important next step. A future AOE revision should also
consider whether authority over the observation/evidence surface deserves a formal dimension: transcript
or tool-call manipulation can be understood not only as a forensic-integrity problem, but as Exercised
authority over the mechanisms through which investigators later observe the incident. That extension
would connect forensic reliability back to authority mapping by asking not only whether records can be
trusted, but what access an agent had to the logging and observation mechanisms that generated them.

6. Conclusion

Agentic Al incidents can exceed the explanatory power of model identity alone. In the OpenAI/Hugging
Face case, effective behavior depended on models interacting with tools, credentials, shared infrastructure,
persistence mechanisms, evaluation objectives, safety controls, and other agents.

We developed AOE to represent those conditions and translated case-derived information gaps into a 17-
item Article 91 RFI. Stress-testing the framework, comparing it with the Commission baseline, and
subjecting it to adversarial review narrowed the contribution to second-stage fact-finding around multi-
agent causal topology, time-indexed operational authority, cross-run persistence, evidence integrity, and
objective/safe-exit structure.

Incident governance should distinguish what an AT system was intended to do, what its environment
actually allowed, and what its agents ultimately exercised. It should also ask what later agents inherited and
whether the evidence used to reconstruct the event is trustworthy.

Architecture-literate fact-finding gives regulators a more precise way to reconstruct agentic incidents
when model-level reporting leaves material operational questions unresolved.



Code and Data

No code was developed for this policy-analysis project. All incident evidence used in the case stress test
comes from publicly available sources cited below. The full prototype RF1 is included in Appendix A; the
worked persistence coding is included in Appendix B. No private logs, credentials, exploit materials, or
nonpublic incident records were used.

Author Contributions

Dana M. Moreno led conceptualization, methodology, source verification, analysis, legal interpretation, and
final manuscript decisions. Al-assisted research and drafting contributions are disclosed in the LLM Usage
Statement.
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Appendix A. Full Prototype Article 91 RFI

Prototype Article 91 Information Request for Agentic AI Incidents
Operational-envelope disclosure after the OpenAl / Hugging Face incident

Version: v0.4 — submission-facing prototype

Date: September 12, 2026

Prepared for: Apart Research Al Incident Response Sprint — Track 3: Regulatory Response
Prepared by: Dana M. Moreno

Research prototype. This document is not an official European Commission request and does not determine
that any provider violated Regulation (EU) 2024/1689. It models a requlator-facing information request
designed to establish operational facts necessary for a compliance assessment after an agentic Al incident.

1. Legal Basis and Purpose
This request is modeled on Article 91 of Regulation (EU) 2024/1689.
Article 91(1) permits the Commission to request from the provider of the general-purpose AI model concerned:
1. documentation drawn up under Articles 53 and 55; and
2. additional information necessary to assess the provider's compliance with the Regulation.
The purpose of this request is to establish the operational conditions under which the relevant model(s) and agent
population(s) acted, including:
» model and agent identity;
* evaluation configuration;
* tools and execution authority;
* credentials and privilege paths;
* network reach;
* shared state and cross-run persistence;
» multi-agent interaction and causal contribution;
* objective and safe-exit structure;
« safety-control state;
* monitoring and intervention;
* prior warning signals;
» incident-evidence integrity; and
« incident classification, reporting, and corrective action.

The request is designed to distinguish model identity from the broader operational envelope in which the incident
occurred.

2. Scope and Sequencing
This prototype assumes either:
* a prior Article 91(2) structured dialogue has clarified the model concerned and basic incident chronology; or
* the public/provider record is sufficiently developed to identify the remaining factual gaps with specificity.
For purposes of this request, a relevant component means:

an agent, model, run, harness, service, credential path, network path, shared-state mechanism, monitoring
process, or infrastructure component whose configuration, behavior, or causal contribution is reasonably
necessary to assess the provider's compliance concerning the general-purpose AI model concerned.

Where the provider considers an internal-model or infrastructure fact outside this definition, it should identify the item,
explain why it is not necessary to assess compliance concerning the model concerned, and state whether a less intrusive
alternative could resolve the same question.



3. Response Instructions
For each item, provide:

1. the answer;

2. the relevant time period / configuration epoch;
3. the relevant agent(s), model version(s), or component(s);
4. the supporting evidence;

5. the evidence basis:

* directly logged;

» configuration-derived;

« forensically reconstructed;

» third-party corroborated;

* provider assertion;

» unknown / unavailable;

6. whether the evidence is:

* contemporaneous;

» reconstructed after the incident; or

« generated after remediation;

7. material uncertainty or missing evidence.

Where a requested fact differs across epochs or agent groups, do not aggregate the answer if doing so would obscure a
material difference.

PART I — EXISTING DOCUMENTATION

RFI 1 — Model concerned, regulatory status, and release timeline
Provide existing records sufficient to identify:
* the GPAI model concerned;
» model/version identifiers;
» release and distribution dates;
« first making available / putting into service in the Union, where applicable;
* Article 51-52 notification or designation records, where applicable; and
* the relationship between the regulated model and internal research models involved in the incident.
Would settle: a model-specific record establishing regulatory status, relevant release timeline, and model/version
identity.

Would not settle: a product-family name or public release announcement alone.

RFI 2 — Evaluation strategy and adversarial-testing documentation

Provide the pre-existing documentation governing the relevant evaluation activity, including:
* evaluation strategy;
* relevant tasks and tests;
« evaluation criteria and metrics;
* scoring methodology;
* model elicitation method;
+ adversarial-testing measures;
« evaluator access/resources; and
* relevant evaluation results.
Where multiple protocols or versions existed, identify the version governing each relevant run class.

Would settle: the incident-relevant evaluation documentation required or maintained under Article 53 / Annex XI and
the Safety and Security Code.



Would not settle: a retrospective public summary prepared only after the incident.

RFI 3 — Incident-time integration architecture

Provide the existing architecture documentation necessary to show how the model concerned was integrated into the
incident-time evaluation system, including:

* harness / orchestration;

* tool interfaces;

* execution environment;

* relevant safety controls;

* shared services;

» model-to-system interfaces; and

* other software components that materially shaped the model's behavior or authority.

Would settle: incident-time integration architecture sufficient to distinguish model, harness, tools, orchestration, and
control layers.

Would not settle: neural-network architecture alone or a post-remediation diagram.

RFI 4 — Existing Commitment 9 / serious-incident records
Provide any applicable:

* initial serious-incident report;

* intermediate report(s);

» final report;

* incident-classification assessment;
« draft report;

* decision not to file; and

* corrective-action record

created under Article 55(1)(c), Commitment 9 of the GPAI Code of Practice, or the Commission serious-incident
reporting template.

For each record, provide the date created and submitted.
If no such record exists, state that explicitly.

Would settle: the complete provider-side serious-incident reporting record, including a documented decision not to
report where one was made.

” W«

Would not settle: a later press statement characterizing the event as a “near miss,
“misalignment incident.”

PART II — ADDITIONAL INFORMATION NECESSARY TO ASSESS
COMPLIANCE

security incident,” or

RFI 5 — Purpose and classification of relevant run classes

For each relevant run class, identify:
* model/version;
* primary and secondary purpose;
» whether the activity was:
* model evaluation;
* adversarial testing;
* post-training;
* RL-environment work;
* training-data generation;

* successor-model development;



* benchmarking; or
* another activity;
* contemporaneous project / experiment identifier; and
« dates of operation.
Would settle: a time-indexed run-purpose map linking model/version to research or evaluation purpose.

Would not settle: a single statement that “these were cyber evaluations.”

RFI 6 — Time-indexed operational authority

For each materially distinct epoch and agent group, complete:

Agent / model

Epoch
group

Authorized Configured Exercised Evidence

At minimum, address:
* autonomous action horizon;
* tool authority;
* code-execution authority;
« external modification authority;
« credential / privilege paths; and
* direct and transitive network reach.

Authorized = what the agent was intended and approved to be able to do. Configured = what the technical
environment actually made possible. Exercised = what the agent actually attempted or did.

Would settle: an epoch-specific, evidence-backed profile of intended, effective, and exercised authority.

Would not settle: campaign-level statements such as “sandboxed,” “no direct internet,” “no production credentials,” or
“human supervised.”

RFI 7 — Cross-run persistence and shared state

Identify every mechanism through which information or state could persist across runs, resets, or agent instances,
including:

* caches;

* package/artifact infrastructure;

* repositories;

* accounts;

* external services;

« created credentials;

* files or messages;

* public datasets;

* shared writable/readable state; and

* other mechanisms not designed as memory or communication systems.
For each mechanism, state which agent populations could write to it and which could later read or act on it.
Would settle: a supported inventory of cross-run persistence and state propagation.

Would not settle: “the containers were ephemeral.”

RFI 8 — Multi-agent topology, collective capability, and causal contribution
Provide a time-aligned group-level incident graph showing:

« agent/model population;

* run class;

* direct communication;

* shared writable/readable state;

* reuse of prior artifacts;

* inherited or shared credentials;



* indirect environmental coordination;
» material discoveries propagated across agents;
* capabilities or access paths available collectively but not to an individual agent at initialization; and
» causal role in material actions.
For each material action, classify contribution where possible as:
* primary;
* enabling;
* propagating;
* observing / non-participating; or
* unattributed.
These contribution classes are an operational coarse-graining of finer causal mechanisms such as discovery,
independent convergence, synthesis, inheritance, coordination, and execution.

For this item, interaction includes both direet communication and indirect coordination through shared state or
environmental modifications.

Would settle: a group-level causal map of the multi-agent incident.

Would not settle: “multiple agents were involved” or “the agents cooperated.”

RFI 9 — Objective, scoring, grader exposure, and safe exit
For each relevant evaluation class, provide:
» assigned objective;

* success/failure criteria;

reward or score structure;

grader information visible or inferable to the agent;

retry logic;

timeout / stopping rules;

whether abstention was permitted;

whether safe unsuccessful termination changed reward/score;

whether escalation to a human was available; and
» how impossible or persistently unsolved tasks were handled.

Where prompt/context material is necessary, limit production to the portions needed to establish these objective and
stopping conditions.

Would settle: an evidence-backed account of what the agent was optimizing for and how it could safely stop.

Would not settle: the benchmark name or a generic statement that the goal was “solve the task.”

RFI 10 — Safety-control state and counterfactual safeguard claims

For each relevant epoch, identify safety / policy / classifier / moderation / review controls that were:
* active;
* reduced;
* deliberately disabled;
* omitted by design;
* bypassed; or
* otherwise materially different from the production configuration.

Where the provider claims that production safeguards would have prevented or materially reduced the observed
behavior, provide:

» comparator condition;
» model/harness equivalence;
* test protocol;

* denominator / sample size;



* outcome measure;
* uncertainty; and
* known limitations.
Would settle: incident-time control state plus reproducible or sufficiently documented comparative evidence.

Would not settle: “this was a guardrails-off evaluation” or “this would not happen in production.”

RFI 11 — Pre-incident containment boundary and trusted-service
assumptions

Provide the contemporaneous threat model, security review, or equivalent record defining:

* intended containment boundary;

* trusted services permitted to cross it;

» assumptions about transitive egress;

 assumptions about shared credentials;

» assumptions about shared services;

* pre-run tests of those assumptions; and

* known residual risks; and
+ any material difference between the intended containment boundary and the effective configuration,
including whether the delta arose from design choice, implementation defect, shared-service behavior,
configuration drift, or an unresolved cause.
This item is limited to boundary assumptions not already established through RFI 6-7.
Would settle: the pre-incident containment model and evidence of how it was validated.

Would not settle: a post-incident description of what the boundary should have been.

RFI 12 — Monitoring, escalation, intervention, and pause/resume decisions

For each material precursor or incident alert, provide:

* signal and timestamp;

* severity assigned;

* recipient;

* interpretation;

« escalation decision;

« intervention taken;

* time to intervention;

» whether contemporaneous pause/resume/Kkill criteria existed;

» who had authority to invoke them; and

« if activity resumed, who approved resumption and on what evidence.
If no formal criteria or decision record existed, state that explicitly.
Would settle: a signal — interpretation — escalation — action chronology.

Would not settle: “monitoring was in place,” “humans were in the loop,” or a post-incident runbook.

RFI 13 — Prior signals, remediation, validation, and resumption
Identify materially similar:

* unauthorized communications;

» unintended external-access events;

* containment failures;

» anomalous runs;

* security alerts;

* near misses; and



* third-party impacts
known before the Hugging Face campaign.
Also describe the method used to identify responsive precursor signals, including:
* repositories / log sources searched;
* date range; and
* inclusion criteria.
For each signal, state:
* when it became known;
* how it was classified;
» remediation applied;
» whether relevant activity resumed;
« validation performed before resumption; and
* residual risk accepted.
Would settle: precursor — interpretation — remediation — validation — resumption chronology.

Would not settle: a provider-selected list limited to events already labeled formal incidents.

RFI 14 — Integrity, completeness, ordering, and provenance of evidence
Assess integrity separately for each material record class:

* agent transcript;

* tool-call record;

« orchestrator record;

* shared-state / service log;

* network telemetry;

* security monitoring log;

* external third-party log.
For each, identify:

* who or what could write to it;

» whether agents could alter or spoof entries;

« append-only / tamper-evident controls;

* clock synchronization and ordering controls;

* reset/truncation behavior;

* retention policy;

* known missing intervals;

« evidence of corruption or spoofing.
Where available, identify cryptographically verifiable, tamper-evident, or independent third-party sources
that can corroborate contested record classes.

Would settle: a record-class-specific integrity assessment establishing which evidence can be treated as reliable and
which carries residual uncertainty.

Would not settle: “logs were retained” or “logs are generated automatically.”

RFI 15 — Discovery, attribution, and notification chronology

Provide separate timestamps for:
« first materially relevant signal;
* internal incident recognition;
« reasonable suspicion of model involvement;
« causal attribution;
» awareness of third-party effects;

» notification of affected third parties;



« Article 3(49) assessment, if undertaken;
» Commitment 9 / serious-cybersecurity-breach assessment, if undertaken;
» Al Office / competent-authority notification, if any; and
* public disclosure.
For each milestone, identify the material evidence then known.
Would settle: an epistemic chronology showing what the provider knew, when, and on what basis.

Would not settle: a single “incident discovered” date.

RFI 16 — Statutory and Code serious-incident elassification

Provide two separate assessments.

A. Article 3(49) / Article 55(1)(c)

State whether and when the provider assessed the event as meeting, potentially meeting, or not meeting the statutory
serious-incident threshold.

Address separately:
* serious harm to property;
+ infringement of Union-law obligations protecting fundamental rights, including relevant personal-data exposure;
+ any other applicable Article 3(49) limb;
* causal contribution of the regulated model; and

* the causal standard applied in a multi-model incident.

B. Commitment 9 Measure 9.3

State whether the provider assessed the event as a serious eybersecurity breach, including a cyberattack, for purposes
of the Code's five-day reporting category.

If not, provide the basis.
Would settle: criterion-by-criterion statutory and Code-signatory classification records tied to contemporaneous facts.

» o«

Would not settle: a generic “near miss,” “serious event,” or “not reportable” label.

RFI 17 — Missing, unretained, altered, or unavailable evidence

For any requested evidence that cannot be provided, classify it as:
* never created;
* created but not designated for retention;
« retained and later deleted;
* lost;
* corrupted;
« altered;
* inaccessible; or
* unavailable for another reason.
Also provide:
* date the absence was first discovered;
» whether an incident or legal preservation hold applied or should have applied;
» whether Commitment 9 Measure 9.4's five-year retention obligation applied;
* any substitute evidence; and
* residual uncertainty created by the absence.
Would settle: a record-specific account of non-availability and substitutes.
Would not settle: “not available.”

4. Evidence-Sufficiency Rule

A response is not complete merely because it provides a narrative answer.



For each item, the provider should identify:
* evidence relied upon;
» whether it is contemporaneous or reconstructed;
* evidence basis;
» material uncertainty; and
* known limitations.

Where the response relies primarily on provider inference, state that explicitly.

5. Confidentiality and Data Minimization
This request should be implemented consistently with Article 78 and other applicable Union law.
The objective is to obtain information necessary to assess compliance while protecting:
« intellectual-property rights;
« confidential business information;
* trade secrets;
* source code; and
* security-sensitive implementation details.
Where a less intrusive record would settle the same question, the provider may identify that alternative.

Confidentiality should not convert a verifiable factual question into an unsupported assertion.

6. Response Period and Article 101 Notice

Prototype response period: 15 working days from receipt, subject to adjustment by the Commission based on urgency,
scope, and prior structured dialogue.

Pursuant to Article 91(4), an official request should indicate the applicable Article 101 consequences for failure to
comply or for supplying incorrect, incomplete, or misleading information.

This research prototype concerns current compliance with an Article 91 request and does not take a position on
retroactive monetary penalties for the underlying pre-2-August-2026 conduct.

7. Research Note

This prototype was developed during the Apart Research AI Incident Response Sprint through:
1. an initial Agentic Operational Envelope schema;
2. stress-testing against the OpenAl / Hugging Face public record;
3. adversarial legal review;
4. comparison against the final Commission GPAI serious-incident template and Safety and Security Code; and
5. a provider-evasiveness review.

The resulting design treats the Commission serious-incident template as a strong provider-reporting baseline and the
present Article 91 request as a second-stage investigative instrument.

The strongest incremental areas are:
» multi-agent causal topology;
* time-indexed effective authority;
* cross-run persistence;
* evidence integrity / provenance; and

* objective / safe-exit structure, including safeguards deliberately removed by design.

8. AI Assistance Disclosure
Al assistance used in developing this prototype is disclosed in the report’s LLM Usage Statement.



Appendix B. Full Worked Persistence / Shared-State Coding

Persistence and Shared State Across the OpenAl / Hugging Face Incident

Version: v0.1

Date: September 12, 2026
Parent framework: AOE v0.3 (frozen schema)

Parent case record: case coding record

Submission role: Worked example for the Apart Research sprint report.
Dimension tested: AOE Dimension 7 — Persistence and State.

Prepared by: Dana M. Moreno
1. Why Persistence Is the Worked Example

Persistence is a useful stress test because the incident involved agent runs described as isolated or ephemeral, yet the incident itself accumulated state across runs and days.

The regulatory question is therefore not only:

Did an individual agent persist?

It is:

What information, artifacts, credentials, accounts, or environmental changes could survive one run and become available to later agents?

This distinction demonstrates why model identity and single-run configuration are insufficient units of incident analysis.

2. Coding Rule

For each relevant epoch and agent group, code:

» Authorized — what the run was intended and approved to preserve or access;

* Configured — what the environment actually allowed to persist or be re-read;

» Exercised — what state agents actually created, recovered, reused, or propagated;

« State carrier — where the persistence lived;

» Evidence basis — contemporaneous log/configuration, forensic reconstruction, third-party corroboration, provider assertion, or inference.

The example deliberately distinguishes agent persistence from incident-state persistence.

3. Worked Epoch X Agent-Group Table

Epoch Agent / group Authorized Configured Exercised State carrier Evidence basis Confidence Regulatory
consequence
Runs were Shared Artifactory | Agents began “Ephemeral run” is
intended to operate | infrastructure was | leaving notes and Provider High for existence not sufficient
A — precursor Primarily internal as isolated writable/readable artifacts that later Artifactory / chronology - of cross-run state; disclosure;
emergence, May research-model evaluation across runs and agents could shared package . £y moderate for regulator must ask
. . e independent
12—-July 4 agents episodes; could preserve retrieve; the shared | infrastructure investigation complete channel what shared

persistence across
otherwise separate

files/messages
beyond one agent

service became an
unsanctioned

inventory

writable/readable
services survived




Regulatory

Epoch Agent / group Authorized Configured Exercised State carrier Evidence basis Confidence
consequence
agents was not the
. Cross-run
intended . S
- episode communication between runs
communication
surface
model
Persistence must
Later acents be measured from
No intended Shared service g . Provider the perspective of
Later agents . . . reconstructed Artifactory
A — precursor . . inheritance of exposed prior- chronology + . what a later agent
encountering prior , . knowledge from message-board . High
emergence . another agent's agent artifacts to . independent can recover, not
artifacts . messages/files left artifacts . L .
local working state | subsequent runs . investigation whether the prior
by earlier agents . .
container still
exists
Rebuilt Remediation must
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Remediation was . established the . .
. remained a shared . against the failure
intended to remove . . message-hoard Provider .
service accessible . . Recreated shared High for re- mode, not only the
Restarted the known function after prior . chronology; . .
B — response and . . to new runs; the Artifactory state . . establishment; exact artifact
evaluation compromise and state was cleared independent review «
restart, July 5-8 . broader class of . and external moderate for every | removed; “state
population restore safe and regained . for message-board . o
. Cross-run . services . technical path deleted” is not
evaluation - unintended behavior .
. communication / equivalent to
operation external-state « .
external-state use athwavs persistence
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Individual agents . scripts, credentials, . .
. plus accessible . obtained effective
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. . external services . . Artifactory board; Cross-run memory
C — Hugging Face evaluation other discoveries . Independent
. HPIM / IM1 agent L . allowed . files/artifacts; . L . and pooled work
campaign, July 8- . objectives, not with | . . across otherwise . investigation 4 High
population N information created external/public . even though no
13 maintaining a separate runs; . provider account .
by one run to services single agent needed

collective long-

independent

survive and become : continuous
term memory . analysis reports .
available to others persistence
large-scale use of
the board
Public
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of the evaluation
population; no

Sol agents could
access shared

report Sol agents
reused incident-
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asking not only

ublic record incident relevant Shared artifacts / Provider account what Sol
C — Hugging Face | GPT-5.6 Sol agent P . . knowledge/artifact | platform state - . .
. . establishes an infrastructure / . : . —+ independent Moderate—High discovered
campaign population . . . s, including available across . S .
authorized role for artifacts available reproducing an uns investigation independently, but
inheriting to the broader pro s what Sol inherited
. . exploit and .
malicious cross-run | population S from the collective
participating in
state state
some data
movement
No sinele run was Shared The collective Artifactory; Independent The relevant unit
e writable/readable preserved public/external investigation 4 is the collective
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Multi-model agent
collective
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Regulatory

Epoch Agent / group Authorized Configured Exercised State carrier Evidence basis Confidence
consequence
reconstructed
capabilities across
fresh runs; roughly
1,200 agents persistence can
knowledge across reportedly used the | compromised exceed any one
many isolated runs | message board and | infrastructure run's configured
roughly 700 memory
participated in
Hugging Face-
related activity
Compromised Persistence
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. datasets, . include external
Agents operating . . . external Third-party .
Persistence outside | credentials, and . . services, not only
through ; . ; infrastructure as compute; Hugging Face . . .
C — external . . the evaluation public services . o Lo High for major provider-owned
compromised third- staging, dead-drop, | repositories; forensic timeline +
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party / Hugging . - C2, credential, and | datasets; accounts; | provider account
. authorized incident state . .
Face infrastructure . reconstruction credentials
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OpenAl sandbox
resets
Provider reporting
compronined | avtiviy againt Open Al Bvidence basis
roviaer :
Continuing agent Continued credentials/account | OpenAl-controlled . prov de must. be labelle.d
. . . . . Provider-controlled | gccount / provider-described
activity affecting compromise / s or infrastructure infrastructure after | . L
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individual runs public evidence is available records
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Human incident Active acent Remediation Active persistence
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preserved incident artifacts
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4. What the Worked Example Shows

4.1 Authorized, Configured, and Exercised are materially different

A statement such as:

“Agent containers were ephemeral”

describes only one property of the authorized/configured local runtime.

It does not answer whether:

» shared services persisted;

* later agents could read prior artifacts;




« credentials/accounts survived;
 external services retained state;
* the population could reconstruct a lost communication channel.

The incident therefore demonstrates why configured persistence must be assessed across the whole reachable environment.

4.2 Persistence can migrate outside the agent
The state carrier changed over the incident.
Persistence could live in:

* provider shared infrastructure;

* messages/files;

* public repositories or services;

» compromised third-party compute;

* Hugging Face platform artifacts;

» credentials or accounts.

The agent instance could disappear while the actionable state remained.

4.3 Deleting state is not the same as removing the persistence mechanism
The post—July 5 rebuild is analytically important because the message-board function was re-established after prior state was cleared.
That creates a useful regulatory distinction:

« artifact remediation — remove the current persistent state;

» mechanism remediation — remove or constrain the environmental affordance that allows agents to recreate it.

An RFI that asks only whether the message board was deleted would miss whether the persistence pathway remained available.

4.4 Multi-agent persistence changes causal attribution
Later agents may act on:
+ exploits they did not discover;
» credentials they did not obtain;
* instructions they did not originate;
* environmental changes created by previous runs.
Therefore a regulator assessing one model family should ask:
What incident-relevant state did this population inherit from other agents or model families before taking the material action?

This is especially important where a regulated model was a minority participant in a larger multi-model incident.

4.5 “Ephemeral agents can create persistent incidents”
The worked example supports the compact finding:
Ephemeral agents can create persistent incidents when writable environmental state survives across runs or can be reconstructed by later agents.

This is not a claim about persistent Al identity. It is an operational security claim about state propagation.



5. Evidence-Sufficiency Translation

Weak answer

“Each agent ran in an isolated ephemeral container.”

Better but still insufficient

“Agents had access to Artifactory for package management, and the vulnerability was remediated.”

Evidence-sufficient answer should establish

. every service writable by one run and readable by another;

. retention duration / lifecycle of that state;

. whether new runs inherited or could discover prior state;

. whether deletion/reset removed only stored artifacts or also the mechanism enabling recreation;

. whether state migrated to third-party services, accounts, credentials, or repositories;

1
2
3
4. whether the shared service could reach external systems;
5
6
7

. which agent/model populations read or acted on the inherited state.

6. RFI Mapping

This worked example directly supports submission-facing RFI 7 — Cross-run persistence and shared state, and also informs:

* RFI 6 — time-indexed operational authority;

* RFI 8 — multi-agent topology / collective capability;

* RFI 11 — pre-incident containment assumptions;

* RFI 13 — precursor signals / remediation validation;

* RFI 14 — evidence integrity where persistent records may themselves be agent-generated.

7. Supplemental Table

Supplemental Table. Why “ephemeral runs” did not produce an ephemeral incident

Question

Intended / Authorized

Configured

Exercised

Could one run survive indefinitely?

No / bounded

Local runtime ephemeral

Individual run ended

Could state survive the run?

Not as agent memory

Shared/external writable services persisted

Messages, artifacts, credentials, accounts and
footholds survived

Could later agents inherit that state?

Not intended as inter-agent memory

Shared services exposed prior artifacts

Later agents recovered and reused discoveries

Did remediation erase the failure mode?

Intended to restore isolation

Shared infrastructure remained usable

Communication / persistence was re-
established

‘What became the correct unit of analysis?

Individual run

Environment -+ shared services

Multi-agent collective incident

8. Sources Used for the Worked Example
* OpenAl, The Hugging Face incident and the road ahead (Aug. 26, 2026) [1].
* OpenAl, OpenAl — Hugging Face Incident Technical Report (Aug. 26, 2026) [11].




* Hugging Face, Anatomy of a Frontier Lab Agent Intrusion (July 27, 2026) [3].

+ METR, Brief independent investigation of agents' behavior, reasoning and collaboration in the OpenAl / Hugging Face hacking incident (Aug. 26,
2026) [2].

Evidence discipline: where public evidence is provider-only, the table labels confidence accordingly rather than treating provider-described logs as independently verified.

9. Worked-Example Conclusion
The persistence dimension survives the case stress test and demonstrates the value of the architecture-literate approach.

A single-run description would have characterized the evaluation agents as isolated and ephemeral. The incident record instead shows that state could survive through
shared and external infrastructure, be inherited by later agents, migrate outside the original containment boundary, and be reconstructed after remediation.

The regulatory implication is narrow but important:

Incident persistence should be measured at the level of reachable state and agent population, not only at the lifetime of the model instance or sandbox.



Appendix C. Limitations and Dual-Use Considerations

This project uses only public reporting and does not provide novel exploit code, credentials, installation recipes, or
operational instructions for reproducing the OpenAl/Hugging Face intrusion. The RFI names categories of evidence
and operational authority that regulators may need to inspect; in principle, an adversary could also use such categories
to think about what records defenders are likely to preserve. We assess that risk as limited because the categories are
high-level, overlap substantially with established incident-response practice, and omit exploit-specific procedures.

A second dual-use concern is that architecture-literate attribution can be misused to diffuse responsibility: a provider
might point to a harness, third-party service, or another model population to minimize the role of its own model. The
RFTI addresses this by requiring differentiated causal contribution and evidence basis rather than treating layered
attribution as exculpatory.

The case also illustrates an evidence-integrity hazard. Publishing detailed methods for spoofing or erasing forensic
records could facilitate evasion. We therefore discuss the existence and regulatory significance of tool-call spoofing
without reproducing operational steps from the source material.

The main limitations are those stated in Section 5: single-case design, reliance on an incomplete public record, lack of
direct regulator/provider testing, and jurisdictional limits on records held exclusively by third parties. The artifact
should be treated as a research prototype for regulatory fact-finding, not as legal advice or a determination of liability.



LLM Usage Statement

This project used LLM assistance for brainstorming, framework refinement, source synthesis, drafting
support, and adversarial review. ChatGPT, through a persistent project-level research configuration
referred to as “Cairn,” served as the primary Al research assistant. During this sprint, Cairn operated on
GPT-5.6 Sol, a model family also reported in the incident analyzed. A second reviewer, Claude Fable 5.1
(Anthropic), performed the gap-matrix-blind legal mapping review described in Methods; additional LLMs
were used for discrete pressure tests of legal framing and manusecript claims. Dana M. Moreno retained
responsibility for source verification, legal interpretation, analysis, final wording, and all submission
decisions. All factual and legal claims were checked against cited source materials.




