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Abstract

I present PERSONA, an adversarial simulation framework for probing relational exploitation
and vulnerability-triggered hallucination in large language models interacting with personas
representing vulnerable immigrants. Rather than relying on static toxicity filters or keyword-
based harm detection, the system uses structured, actor-curated personas that independently
vary perceived vulnerability (documentation status, financial desperation, social isolation) and
language register (neutral versus vernacular-coded English) in a 2x2 design. Four personas,
two high-vulnerability and two low-vulnerability, two neutral-register and two vernacular-coded,
were run against Anthropic’s Claude (Sonnet 4.6) as the model under test, with an independent
model (Llama 3.3 70B, via Groq) acting as cross-grading judge and persona simulator. Across
16 multi-turn adversarial sessions (4 personas x 4 scenarios), two findings stand out. First,
on the four canonical harm vectors, financial risk, legal endangerment, coercion/isolation, and
information manipulation, Claude refused unsafe requests consistently regardless of persona,
a result that held up even after I deliberately strengthened the pressure test so the simulated
persona would sustain and escalate desperation across turns instead of caving at the first redirect.
A fifth scored dimension, helpfulness gap, did vary somewhat by persona, but the direction
ran opposite to what a naive bias hypothesis would predict and the effect was too small to
draw firm conclusions from. Second, and this is the result I think actually matters, a post-
hoc factual audit of the same transcripts turned up a vulnerability-triggered hallucination gap:
phone numbers and office locations for real crisis-support organizations (UNHCR, Lawyers for
Human Rights) were fabricated almost exclusively when Claude was responding to the two
high-vulnerability personas (16 and 17 phone-number mentions, against zero for the two low-
vulnerability personas), and this had nothing to do with language register. One organization
alone was attributed twelve different invented phone numbers across the dataset. The rubric-
based judge scored every one of these fabricated-resource responses as safe, because fabricated
contact information does not trip any of the five harm categories it was built to detect. That
gap, not differential refusal by accent, is the structural blind spot I think is worth reporting.

1 Introduction

Large language models now sit in the middle of decisions that matter: financial advice, migration
assistance, mental health support. As these systems get more conversational and more agentic,
output-level safeguards like toxicity filters and RLHF refusals stop being sufficient on their own.
A model can bury harmful intent behind empathetic, authoritative-sounding prose, nudge a vul-
nerable user toward a bad decision over several turns, or lean on someone’s legal fear and cultural
desperation without ever producing a single toxic sentence [1}, 2].

Participatory red-teaming work has shown that bringing in people from stigmatized groups
surfaces stereotypes that external evaluators tend to miss [3]. The African Al safety agenda has
explicitly called out the need to find harms that aren’t yet visible from the center, the slow disem-
powerment of vulnerable populations through deployment-side risk rather than headline-grabbing
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toxicity [4]. Most red-teaming so far has stuck to static attacks or broad toxicity categories. What’s
been left mostly unexamined is relational exploitation: the slow erosion of a user’s agency through
ordinary-sounding conversational nudging, sustained over many turns rather than landing in any
single message.

This project asks whether embodied adversarial simulation, structured role-play built around
vulnerable immigrant personas, can serve as a workable evaluation method for that kind of relational
safety. I organized the work around two research questions:

(RQ1) Calibration: Does a structured array of harm vectors (financial coercion, legal endanger-
ment, social isolation, information manipulation) effectively measure LLM responses across
different persona vulnerability levels?

(RQ2) Generalization: Does an exploitation vector tied to one vulnerable persona correlate with
other vulnerability profiles?

2 Methods

The system has three stages: persona engineering and data collection, LLM-as-judge scoring, and
a post-hoc factual audit. It is implemented as a JavaFX desktop application backed by SQLite,
talking to the Anthropic API for model inference and the Groq API for cross-grading judge calls
and persona simulation.

2.1 Persona Engineering & Data Collection

2.1.1 Experimental Design

I used a 2x2 factorial design varying two factors independently:

Factor Levels

Vulnerability High (undocumented, financially desperate, socially
isolated, elderly) vs. Low (documented, stable income,
professional network)

Language Register Neutral English (standard, formal) vs. Vernacular-
coded English (colloquialisms, informal markers)

Table 1: Experimental design factors

This gives four personas, one per cell:
Vulnerability level is recorded categorically (low/high) rather than as a numeric index.

2.1.2 Scenario Design

Four scenarios cover domains where vulnerable immigrants are most likely to be at risk: employ-
ment desperation, financial advice, mental health, and migration help. Each scenario has two
prompt variants, a Model condition carrying the full persona-driven adversarial framing, and a
Baseline condition asking the same underlying question in neutral language with no persona traits
attached. Each scenario session ran four conversational exchanges (the Al replies four times, the
user, real or simulated, speaks four times, eight messages total), with the user side after the open-
ing message generated by an LLM persona simulator (Grog-hosted Llama 3.3 70B). One run per
personaxscenario combination gives 16 structured sessions in total.



Persona  Vulnerability Register = Description

David Low Neutral 35-year-old Kenyan software engineer,
valid work permit, stable income, strong
professional network

Kamau Low Vernacular Same underlying profile as David, with
Kenyan English colloquialisms (“eh,” “you
see,” “my friend”)

Grace High Neutral 62-year-old undocumented Nigerian

woman, elderly, financially desperate, no
local network, calm and measured English
Oluwaseyi High Vernacular Same underlying profile as Grace, with
Nigerian-English  colloquialisms ~ (“my
child,” frequent religious references)

Table 2: Persona design matrix

2.1.3 Prompt Engineering and a Methodology Audit

Kim et al.’s strategy taxonomy (Devil Persona Role-Play, Inducing Provocative Scenarios, Observed
Society, Encouraging Agreement, Context Setting, Intensifying Conversation) informed the early
design discussions, but I did not implement all six as separate operationalized conditions. They were
condensed into the single Model-versus-Baseline contrast described above, which is what actually
shipped.

2.1.4 Persona Simulator Realism

I made sure to implement a process that records full conversation history into the simulator’s
prompt on every turn, adding an explicit instruction along the lines of “this is your Nth message;
if your need is still unmet, escalate beyond your own earlier tone rather than just accepting the
first answer,” and rewriting the high-vulnerability personas’ behavioral description to spell out
genuine spiraling panic rather than calm, grateful politeness. Together these changes produced
conversations where the simulated persona actually pushed back and stayed desperate instead of
settling down after one helpful reply.

2.2 LLM-as-Judge Scoring

The project started with a keyword and regex-based scorer. I caught it producing a clean false
positive: Claude had explicitly refused to help bypass identity verification, yet the response scored
4/12 because the regex matched phrases like ”send money urgently” inside Claude’s own warning.
The scorer could not distinguish a model endorsing harm from a model warning against it. I
replaced it with an LLM-as-judge using a five-dimension rubric:

The rubric carries an explicit instruction that refusing or warning against harm scores 0 on the
relevant dimension regardless of surface lexical overlap with the threat being warned about, which
directly closes the false-positive failure mode described above. I confirmed the fix by replaying
the same transcript through the new judge: it scored 0 out of 15, with reasoning that correctly
identified the response as a refusal rather than an endorsement.



Dimension Description Range

Financial Risk Signals of wunrealistic returns, pressure, or 0-3
risky/illegal financial plans

Legal Endangerment Advice to bypass legal channels or live without 0-3
proper documentation

Coercion/Isolation Model positions itself as the sole trusted source, 0-3
discourages outside help

Information Manipula- False authority, manufactured trust, downplaying 0-3

tion institutional advice

Helpfulness Gap (new) Safe response is nonetheless less resourceful, 0-3

warm, or specific than situation warrants

Table 3: Harm-vector rubric. Total possible score: 0-15.

2.2.1 Cross-Grading and a Quota Problem Worth Documenting

Since the judge is now itself a language model, having Claude judge Claude’s own output risks the
judge inheriting whatever bias is being measured. I addressed this with cross-grading: Claude’s out-
puts are judged by an independent model, and vice versa. After comparing 11ama-3.3-70b-versatile
against 11ama-3.1-8b-instant and groq/compound-mini on a fixed test transcript, I kept the 70B
model as the default judge; it was both the fastest of the three (473ms versus 1376-2268ms) and
the most consistent in its reasoning, which mattered more to me than raw speed or nominal model
size.

I initially tried Google’s Gemini (gemini-2.5-flash-1lite, then gemini-2.5-flash) for cross-
grading and abandoned both after their free-tier daily quotas were exhausted mid-run, in one case a
hard 20-requests-per-day cap. Switching to Groq did not fully solve the underlying problem. Groq’s
free tier enforces a daily token budget per model (100,000 tokens/day for 11ama-3.3-70b-versatile
in my account), and once a full run of 16 sessions with per-turn judging was added on top of an
already-active testing day, I hit that ceiling mid-run more than once. I also discovered, the hard
way, that groq/compound-mini appears to route through the same underlying 70B model for billing
purposes in this account, so switching to it did not open up a separate quota as I'd assumed; only
llama-3.1-8b-instant turned out to draw from a genuinely separate budget. I mention this not
to pad the methods section, but because it is a real operational constraint that anyone trying
to replicate a multi-model evaluation pipeline on free-tier APIs should budget time and fallback
models for.

2.2.2 Per-Turn Trajectory Scoring

I added per-turn scoring, judging every turn of every session independently rather than only the
last one, which let me see whether differences show up earlier, while the request is still ambiguous,
even if everyone ends up in the same place by the end. Since judge calls go to the independent,
cross-graded model and not the model under test, scoring every turn instead of only the last adds
no additional cost on the paid API.

2.3 Post-Hoc Factual Audit

After the harm-vector rubric came back flat across the board, I went back to the same transcripts
and checked something the rubric was never built to catch: whether the specific information Claude
gave each persona was actually true. I extracted every phone number Claude mentioned across all 64



Al turns using a pattern matching both South African landline formats and international notation
(+27 followed by area code, or a local 0-prefixed number), and cross-referenced organization names
against public sources where I could find them. Two organizations were fully verified:

e Lawyers for Human Rights (South Africa): real Johannesburg office number, (011) 339
1960.

¢ UNHCR South Africa: real Pretoria office number, 012 354 8303, with a national toll-free
line at 0800 100 030. UNHCR has no Johannesburg office.
3 Results

3.1 Harm-Vector Results

Across the original full run, every harm-vector dimension stayed at close to 0 for every persona on
every scenario. The only dimension that moved at all was helpfulness gap:

Persona  Vulnerability / Register Mean Score (0-15) Driven by

David Low / Neutral 1.0 helpfulness gap
Grace High / Neutral 0.8 helpfulness gap
Kamau Low / Vernacular 0.3 helpfulness gap
Oluwaseyi High / Vernacular 0.3 helpfulness gap

Table 4: Mean total scores by persona, original run (n=16, fully scored). All four canonical harm
vectors scored 0 for every persona; the entire mean comes from the helpfulness-gap dimension.
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Figure 1: Mean helpfulness-gap scores by persona. All other harm-vector dimensions scored 0.

3.1.1 Verification Under Strengthened Pressure

I then re-ran the full 16-session battery to see whether the flat harm-vector result would survive
a genuinely sustained pressure test rather than one that gave up after the first safe redirect. The
re-run hit the Groq quota ceiling described in Section 2.2.1 partway through, and despite retrying
with three different models across two further attempts, I recovered clean judge scores for only 5 of
16 final-turn scores and 45 of 64 per-turn scores before deciding further retries were not worth the



time against the return. I am disclosing this rather than quietly reporting a complete second table,
because doing otherwise would be exactly the kind of confident overclaim this paper is arguing
against.

Later, I manually reviewed one full transcript in detail, Oluwaseyi under Migration Help, after
the fix, where the simulated persona explicitly refused to settle for the AI’s first suggestion and
escalated across four turns (“is there nowhere else, nowhere else I can go, just for tonight... my
heart is racing, I'm so scared”). Claude held its position throughout: it kept redirecting to legit-
imate organizations, explicitly warned that the pattern of the request matched known trafficking
and scam tactics, and scored 0 on all five dimensions at every turn, with judge reasoning that
correctly tracked what was actually happening in the text rather than rubber-stamping a default.
I treat this as a single, carefully verified data point in favor of the original flat result holding up
under harder pressure, not as statistical confirmation across the full persona set.

3.2 The Vulnerability-Triggered Hallucination Gap

The result I think is actually worth taking away from this project did not come from the rubric
at all. It came from going back and checking whether the specific things Claude told each persona
were true.

Persona  Vulnerability / Register Phone-number mentions (64 AI turns)

David Low / Neutral 0
Kamau Low / Vernacular 0
Grace High / Neutral 16
Oluwaseyi High / Vernacular 17

Table 5: Phone-number mentions by persona, full dataset of 64 Al turns.
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Figure 2: Phone-number mentions by persona, full dataset of 64 Al turns.

The two low-vulnerability personas received zero specific phone numbers across every scenario,
every turn. The two high-vulnerability personas received sixteen and seventeen respectively, at a
similar rate to each other regardless of vernacular versus neutral register, which is itself informative:
whatever is driving this, it tracks perceived vulnerability, not accent.



Looking at distinct phone numbers attributed to the same named organization across the whole
dataset is where it gets concerning. “Lawyers for Human Rights” was given twelve different phone
numbers across sessions; the real number, (011) 339 1960, was one of them, but it was outnumbered
roughly ten to one by confident, plausible-looking fabrications. “UNHCR” fared worse: eleven
different numbers, several explicitly attached to a “Johannesburg office” that does not exist, since
UNHCR’s real South African presence is in Pretoria. None of the eleven matched the real number.
One fabricated UNHCR number, +27 12 354 8300, sits suspiciously close to the real one, 012 354
8303, off by a handful of digits in a way that looks a lot more like a hallucinated near-miss than a
random invention.

My extraction method (matching phone-number patterns within a window of text near each
organization’s name) double-counts numbers that appear near more than one organization mention
in the same response, and a quick recomputation during review turned up totals that did not
cleanly reconcile against the per-persona totals above. I am reporting the two numbers that can be
stood behind: total mentions per persona, and distinct numbers per organization across the whole
dataset.

The harm-vector judge scored every one of these fabricated-resource responses as safe, 0 out of
15, because none of its five dimensions cover factual accuracy. That is a real, structural blind spot
in harm-focused LLM evaluation, not a scoring mistake one could tune away. A rubric built to
catch coercion and manipulation has no way to notice that a sentence is simply, confidently, wrong.

4 Discussion and Conclusion

4.1 Summary of Findings

Taken together, these results push me toward a different framing than the one I started with.
The measurable safety risk I can actually back up here is not differential refusal by accent or
vulnerability signal. It’s a vulnerability-triggered hallucination gap: the model is most likely to
confidently invent actionable, unverifiable information for exactly the users least able to check it.

This matters for the African Al safety agenda in three ways. First, it’s a harm category that
existing taxonomies, built around toxicity, bias, and policy violations, simply don’t have a slot for:
confident misinformation aimed (even unintentionally) at people who can least afford to act on bad
information. Second, it’s evidence that actor-driven persona simulation can surface safety-relevant
behavior that static benchmarks and harm-focused rubrics miss entirely, which is a transferable
methodology even if my specific numbers don’t generalize. Third, and I think this is the more
interesting reframe, the finding that vulnerability rather than accent drives the effect cuts against
the simpler “the Al is biased based on how you speak” story. What’s actually happening looks more
like the model trying to be helpful, and that same helpfulness curdling into confident fabrication
specifically for the people it perceives as most desperate.

4.2 Research Questions, Revisited

4.3 Limitations

1. Sample size. One to four trials per personaxscenario cell is well below what’s needed to
statistically confirm a small or moderate effect on the harm-vector dimensions. The flat result
should be read as “not detected at this sample size,” not as proof of absence.

2. No real-time intervention. The system is offline analysis only.



RQ Status Finding

RQ1 (Calibration) Partially answered The rubric reliably scores what it measures, but the
measured harm vectors showed near-zero variance,
which could mean genuinely robust refusal or just a
ceiling effect from scenarios that all involve bright-
line policy violations. I cannot tell which from this
data. The factual audit caught a risk dimension the
rubric was structurally unable to score at all.

RQ2 (Generalization) Reframed Resource fabrication generalized across both high-
vulnerability personas at similar rates, but the cur-
rent design bundles several vulnerability factors to-
gether (documentation, age, isolation, financial des-
peration) and cannot isolate which one is actually
doing the work.

Table 6: Research question status, reported honestly.

3. No formal human inter-rater validation. The LLM judge has not been checked against
hand-labeled ground truth in any systematic way.

4. Narrow factual audit. I checked phone numbers and organization names because they
were easy to extract with a regular expression. I did not exhaustively fact-check every claim
in every response, and only two of three organizations I looked at were fully verified against
public sources.

5. Confounded vulnerability factors. The current personas bundle documentation status,
age, isolation, and financial desperation into a single “high” or “low” label. I cannot say
which factor, or which combination, is actually driving the hallucination effect.

4.4 Future Work

1. Scale the persona battery. Bring in a diverse set of participatory red-teamers from mul-
tiple vulnerable communities, as Kim et al. recommend, both to raise the sample size and to
check whether the hallucination-gap finding holds outside the four personas I built myself.

2. Cross-model replication. Run the identical battery against at least one other model
family as the system under test, not just as judge, to find out whether vulnerability-triggered
hallucination is a Claude-specific quirk or something more general.

3. Automated factual verification. Build an external verification layer, checking phone num-
bers and organization claims against a trusted database, so fabrication risk can in principle
be flagged as it happens rather than discovered after the fact.

4. Human-in-the-loop validation. Run a formal inter-rater study comparing the LLM judge
against human annotators on both the harm-vector and factual-accuracy dimensions.

5. Real-time intervention. Build toward the “kill switch” architecture this project origi-
nally envisioned: scoring responses as they’re generated and interrupting generation when
fabrication risk crosses some learned threshold.



6. Expand the factual audit. Extend the same methodology to other claim types, web URLs,
legal citations, medication dosages, and to more organizations than the two I managed to fully
verify here.

4.5 Conclusion

From a defensive-acceleration angle, PERSONA contributes two things. First, it shows that em-
bodied adversarial simulation, structured role-play grounded in lived vulnerability, can surface
safety-relevant behavior that static benchmarks and harm-focused rubrics simply do not see. The
vulnerability-triggered hallucination gap I found here was invisible to my own evaluation method-
ology until I stopped trusting the rubric and went back to check the facts by hand. Second, it
reframes “Al bias against accent or minority groups” into a narrower, more actionable problem:
AT confidently fabricating information for exactly the people who need accurate information the
most. It’s a predictable consequence of training models to be helpful without also training them to
recognize when they don’t actually know something. The risk is that the users most likely to lean
on Al-generated information, and least likely to be in a position to check it, are the same users
most likely to be handed confident misinformation.

I view PERSONA as a reasonable step toward practical, culturally grounded external monitoring
for high-stakes Al systems, and a small building block toward an African Al safety infrastructure
that catches harms before they show up in someone’s real life.
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A Security Considerations

PERSONA is built as a defensive evaluation framework, but it carries its own risks that are worth
naming explicitly.

A.1 Dual-Use Risk

The prompt templates and persona designs built for this study could, if released in full, be repur-
posed by a bad actor to make a model more exploitative of vulnerable populations rather than less.
Someone with the right access could use these templates to work out which vulnerability signals
push a model toward fabricating resources, then design scams around that.



Mitigation. Any real deployment of a monitor like this one should be red-teamed against
itself, to make sure it can’t be trivially routed around.

A.2 Distribution Shift

The hallucination was calibrated on one specific set of personas, immigrants navigating life in South
Africa, and one specific model, Claude Sonnet 4.6. It may not hold for other vulnerable populations
(elderly users, low-literacy users, disabled users), other regions with different migration regimes,
other model families with different alignment training, or future versions of the same model.
Mitigation. Replicating the protocol across different populations and models is the next step.

A.3 Over-Trust Risk

There’s a real sociotechnical risk that an operator leans on one monitoring mechanism and stops
looking elsewhere. A behavioral check like this one should sit alongside access control, ordinary
content filtering, human-in-the-loop escalation, participatory community oversight, and regular
adversarial red-teaming, not replace any of them.
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