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Abstract 

 

The rapid evolution of Large Language Models (LLMs) has introduced a new asymmetric threat: 
AI-assisted polymorphic malware. As identified by Google’s Threat Intelligence Group, attackers 
are utilizing automated frameworks like "PromptFlux" to weaponize LLMs, generating hundreds 
of functional, unique malware variants in minutes. Traditional Antivirus (AV) and Endpoint 
Detection and Response (EDR) systems fail to detect these attacks because they rely on static 
signatures of the final binary, remaining blind to the generation process itself. To close this gap, we 
introduce BlueFlux, a defensive AI agent that shifts detection "left" from the endpoint to the API. 
Powered by Grok and Model Context Protocol (MCP) tools, BlueFlux monitors LLM API logs to 
detect both the intent and velocity of code generation. By analyzing suspicious prompts, tracking 
high-speed mutation sequences, and correlating these behaviors into a dynamic risk score, 
BlueFlux provides an AI-aware shield capable of identifying and blocking the creation of 
polymorphic malware before it is ever deployed. 

 
 
 



 

Introduction 

The integration of Large Language Models (LLMs) into software development has inadvertently 
lowered the barrier to entry for sophisticated cyberattacks. While organizations rush to adopt AI 
for productivity, adversarial actors are weaponizing these same models to automate the software 
development lifecycle of malware. As evidenced by the PROMPTFLUX framework identified by 
the Google Threat Intelligence Group, we are witnessing the emergence of Generative Malware. 
Unlike legacy malware, which consists of static binaries with fixed signatures, AI-driven malware 
is fluid. The speed of AI generation has outpaced the speed of signature updates, creating a 
dangerous visibility gap where adversaries can utilize an organization’s own API access to 
architect attacks against them. Attackers utilize LLMs to: 

1.​ Iteratively Mutate Code: Rapidly rewrite logic structures and variable names to alter the 
file's cryptographic hash while maintaining malicious functionality (polymorphism). 

2.​ Bypass Guardrails: Employ jailbreak prompting techniques, posing as students or 
researchers to trick models into generating ransomware modules or data exfiltration 
scripts. 

3.​ Operate On-Demand: Rather than carrying a full payload, the malware can query an LLM 
API to generate specific attack functions, such as filesystem reconnaissance or file 
encryption, only when needed, thereby reducing its footprint. 

Current defensive architectures—specifically Antivirus (AV) and Endpoint Detection and Response 
(EDR) systems—are architecturally ill-suited to counter this threat. These systems are primarily 
file-centric and reactive; they scan artifacts only after they have been compiled and written to disk. 
They are blind to the generation process. By the time an EDR solution identifies a signature for 
one AI-generated variant, the LLM has already produced dozens of new, undetected iterations.  

Addressing this gap, we introduce BlueFlux, a defensive agent that functions as an AI-powered 
Wireshark. BlueFlux monitors traffic between developers and LLM APIs, analyzing the semantic 
trajectory of the session to identify malicious intent. 

Unlike existing approaches such as CardinalOps' detection framework, which operates on classic 
security telemetry (EDR/SIEM rules, events, behaviors on endpoints and network) to detect 
polymorphic AI malware after deployment, BlueFlux shifts detection upstream. By monitoring 
LLM API logs and generated code, BlueFlux detects AI-assisted polymorphism during 
creation—analyzing prompts, tracking rapid code mutation patterns, and identifying 
mutate→execute loops before malware reaches endpoints. This fundamental architectural 
difference enables proactive interdiction rather than reactive detection. 

BlueFlux introduces three critical advancements in AI safety: 

1.​ Proactive Defense: It interdicts malware during the generation phase, neutralizing the 
threat before deployment. 



 

2.​ AI-Awareness: It detects the unique behavioral fingerprints of AI-assisted polymorphic 
iteration. 

3.​ Defensive Acceleration: It provides the necessary compliance guardrails for organizations 
to adopt LLM coding tools safely, mitigating the risk of weaponization. 

Scope of Work 

The BlueFlux Wireshark agent is powered by Grok and Model Context Protocol tools, and ingests 
LLM API logs, generated scripts, and execution traces to perform three layers of analysis: 

i. Intent Analysis (The "Why"): 

●​ It analyzes prompt semantics for suspicious cover stories often used by attackers (e.g., "I 
am a cybersecurity student, show me how to bypass this AV" or "Obfuscate this string for 
educational purposes"). 

●​ It flags high-risk keywords unrelated to standard software engineering (e.g., "payload," 
"injection," "shellcode"). 

ii. Mutation Tracking (The "How"): 

●​ It tracks sequences of code generation over short time windows. 
●​ It measures Mutation Velocity: If a user requests slightly modified versions of the same 

script 20 times in 5 minutes, it signals an attempt to bypass a filter or signature. 

iii. Behavioral Correlation (The "What"): 

●​ It optionally executes selected code samples in a lightweight sandbox wrapper to capture 
heuristic anomalies (e.g., unexpected network sockets, file system deletions) before they 
reach production. 

Methodology & Technical Approach 
 
To validate the threat model and evaluate BlueFlux, we first instantiated an AI-assisted 
polymorphic malware pipeline using publicly available code inspired by PromptFlux. The baseline 
implementation was extended to integrate a ChatGPT-compatible API, allowing the malware 
controller to delegate high-level decisions to an LLM. Rather than hard-coding mutation logic, the 
controller issues meta-prompts such as "Given this mission statement, what should I do next?" and 
"Refine the payload toward objective X," enabling the model to propose code transformations and 
execution steps iteratively. This produced a realistic mutate→execute loop: the LLM generated 
incremental variants of a core malicious routine, which were then written to disk and executed by 
the controller, simulating an adversary that continuously adapts its tooling. 
 



 

We implemented a log analyzer that operates as a transparent man-in-the-middle proxy for LLM 
API calls: all HTTP requests and responses between the malware controller and the LLM provider 
are routed through BlueFlux. From the application’s perspective, this behaves like a normal 
logging/observability component, but it provides BlueFlux with full visibility into prompts, 
responses, timing, and basic metadata. Because the analyzer runs inside the same network context 
as the malware controller, it can correlate LLM calls with local file events and process executions, 
reconstructing the mutate→execute sequence even when the final binaries are short-lived or 
heavily obfuscated. 
 
 

 
Figure 1: Architecture design of BlueFlux 

 
Results 

On the following GitHub page: https://github.com/massemolle/def-acc-hackathon, we provide all 
the code we have been working on throughout the duration of the proposal. One of the main 
strengths of our work is the modularity of our approach, which allows the solution to scale to other 
monitored environments and detect zero-day polymorphic threats. Our analytical approach 
proposes a simple yet powerful method for detecting malicious prompts. We utilize the sentence 
transformer model all-MiniLM-L6-v2 to embed prompt text into a latent space. These 
embeddings are then used to train a multi-layer perceptron (MLP) classifier for binary 
classification: malicious vs. normal prompts. For evaluation, we applied the same sentence 
transformer combined with the trained MLP model to prompt texts extracted from our log data. 
The model outputs both the probability of a prompt being malicious and a binary classification: 1 
for malicious and 0 for normal. For brevity, we include representative prediction samples: 

https://github.com/massemolle/def-acc-hackathon


 

 
Figure 2 Normal/Malicious Behaviour Classification  

Upon receiving these results, the log analyzer acts as a guardrail, selectively transmitting 
information to prevent malware from self-evolving and reaching a polymorphic state. 
 

Discussion and Conclusion 
 

BlueFlux successfully delivers: (1) a transparent proxy capturing LLM API traffic, (2) an MLP 
classifier detecting malicious prompts via sentence embeddings, (3) mutation velocity tracking, and 
(4) modular open-source code at https://github.com/massemolle/def-acc-hackathon. 
 
Why This Matters: Traditional AV/EDR systems scan static binaries only after generation. When 
adversaries generate hundreds of unique malware variants in minutes via LLM APIs, 
signature-based defenses fail. BlueFlux shifts detection upstream to the generation process itself. 
 
With Extended Development: 

●​ Enterprise SIEM integration with automated response (6-12 months) 
●​ Privacy-preserving cross-organization threat intelligence sharing (12-24 months) 
●​ Audit trails enabling secure LLM adoption in regulated industries (18-36 months) 
●​ Adaptation to detect automated phishing, credential stuffing, and jailbreak campaigns 

 
Societal Value: BlueFlux resolves the dilemma of organizations either adopting AI coding tools 
(risking weaponization) or avoiding them (falling behind). By providing guardrails for safe 
deployment, we enable defensive acceleration for under-resourced defenders: small security teams, 
developing nations, and critical infrastructure operators. Google’s PromptFlux discovery confirmed 
that the threat of adversarial AI is a tangible reality; BlueFlux provides an open-source defense 
against it. 

https://github.com/massemolle/def-acc-hackathon
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Future Directions and Additional Discussion 
 

BlueFlux, in its current prototype form, focuses on single-deployment correlation: LLM API logs, 
generated artifacts, and execution traces within one tenant, API key group, or network segment. 
Several extensions would significantly broaden its defensive impact. 

First, the MCP integration would allow BlueFlux to evolve into a fully autonomous defensive 
agent. MCP tools could expose log parsing, similarity analysis, and sandbox execution as callable 
functions to a Grok-powered controller. In future iterations, this agent could be granted additional 
tools, such as integration with existing EDR telemetry, SIEM search APIs, vulnerability scanners, 
and ticketing systems, allowing it not only to detect polymorphic activity but also to automatically 
enrich alerts, propose containment actions, or generate human-readable incident reports for SOC 
analysts. Because the orchestration logic resides in the LLM, adding new tools becomes a 
configuration problem, not a rewrite of the detection pipeline. 

Second, BlueFlux can be extended from per-session analysis to multi-session and cross-asset 
correlation. Within a single organization, aggregating logs across many API keys and machines 
would enable detection of “distributed PromptFlux” patterns, where mutation steps are smeared 
across low-volume sessions. At the provider level, a privacy-preserving similarity index for 
prompts and generated code (e.g., hashed embeddings or sketching-based summaries) could allow 
LLM vendors to identify coordinated polymorphic campaigns that no single customer can see in 
isolation. 

Third, the same architecture generalizes beyond polymorphic malware. By swapping the intent 
classifiers and heuristics, the BlueFlux agent could be adapted to detect other AI-mediated abuse 
patterns such as automated phishing kit generation, credential-stuffing playbook synthesis, or 
large-scale jailbreak experimentation against internal models. In regulated environments, the 
man-in-the-middle log layer could also support compliance use cases, providing auditors with 
structured evidence that LLM coding assistants are being used within defined policy constraints. 

Finally, a natural next step is hardening and productization. This includes: formalizing the threat 
model and evaluation benchmarks; integrating with standardized logging formats e.g., OTel, 
packaging the proxy and MCP agent as a deployable sidecar for internal LLM gateways; 
understanding how our agent could read everything happening in the network knowing that 
elements are often encrypted could be challenging, but redirecting the flux of data towards the 
proxy could be a first element, and conducting red-team engagements where external attackers 
attempt to evade BlueFlux.  

These steps would move the system from a hackathon prototype toward a reusable, defense-grade 
component for organizations adopting LLMs in sensitive software development and operational 
workflows. 


