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Abstract

Current Global South Al safety discourse systematically excludes West-
Central Asian countries, leaving a critical geopolitical swing region
operating in a governance vacuum. This paper introduces the West-
Central Asia Al Safety Institute (AISI) Blueprint, a macro-institutional
feasibility framework tailored for resource-constrained middle powers in
this pivotal region navigating U.S.-China tech competition. Adapting
Singapore’s 2C1D strategic framework, the blueprint shifts the
governance paradigm from exclusionary upstream frontier capability
training caps toward localized, edge-layer deployment-side defense while
establishing a critical interface with international Al governance regimes.
To demonstrate immediate operational utility, the framework integrates a
functional U.S.-China Al-Biosecurity trade compliance artifact: the
BioExport Navigator Compliance Sandbox (Module 1). This module
automates multi-jurisdictional trade and dual-use compliance auditing for
localized Small Language Models (SLMs). By replacing subjective multi-
LLM cloud consensus with deterministic open-source evaluators
(Promptfoo and PolyGuard), this socio-technical architecture provides
West-Central Asian middle powers an actionable path toward verifiably
safe model deployment, digital sovereignty, and agency to navigate great
power Al competition.

" Research conducted at the The Global South AT Safety Hackathon, June 2026
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1. Introduction

1.1 The West-Central Asian Al Governance Vacuum

This project addresses a critical, unmapped global safety risk: the near and total absence of localized artificial
intelligence (Al) safety, policy, and compliance frameworks as well as institutional structures across the
strategic corridor of West and Central Asia2. While multilateral governance and safety funding are directed
toward Western hubs, China, and select East/South Asian track nodes (e.g., India's Seven Sutras, Singapore,
and Vietnam's Law No. 134/2025/QH15), a profound analytical and policy blind spot structurally excludes
eight pivotal states in the Asian sub-region: Pakistan, Iran, Afghanistan, and the Central Asian Republics
(CARs) of Kazakhstan, Kyrgyzstan, Tajikistan, Turkmenistan, and Uzbekistan. Pivotalin the evolving U.S.-China
Al competition, these states are currently bypassed in most Global North and Global South frontier safety
evaluations, regional policy trackers, and capital deployments.

This analytical and institutional vacuum introduces three immediate, severe structural exposures and
catastrophic safety vulnerabilities:

e The Global Division, “Diffusion Desert”, and the Chilling Effect on Sovereign Al Research: Microsoft
Al Economy Institute telemetry (May 2026) reveals that while global generative Al adoption grew to 17.8%,
the North-South digital divide expanded to 12.1%. Hyper-capitalized local nodes like the United Arab
Emirates (reporting a 70.1% diffusion index) heavily distort data reporting, masking a severe "Diffusion
Desert" in adjacent, unindexed nations like Pakistan that remain cut off from frontier Al safety capital.
Furthermore, and due to an absence of localized legal-technical compliance infrastructure, domestic
researchers cannot safely verify if collaborating on open weights or utilizing cross-border Chinese
infrastructure (e.g., via the China-Pakistan Economic Corridor Digital Silk Road) triggers secondary U.S.
export control violations or criminal trade liabilities.

e The Compute Sovereignty Trap and Proliferation of Unaligned Small Language Models (SLMs): Driven
by intense United States-China technology competition, the U.S. Bureau of Industry and Security (BIS)
enforces strict hardware choke points (e.g., 15 CFR Part 774 / ECCN 3A090 (BIS Interim Final Rule, January
2025) on advanced GPUs. Deprived of the capital required to build massive, sovereign cloud infrastructure
("Compute South"), local academic, commercial, and defense labs across this corridor are structurally
forced to rely on open-source weight distributions (such as China’s Qwen and DeepSeek series or Western
Llama architectures) running on decentralized, lower-tier edge hardware. Moreover, and as established in
technical safety literature, SLMs running on local edge hardware lack the multi-layered, cloud-based
guardrails of frontier APIs. This makes them highly vulnerable to catastrophic multilingual jailbreaks and
unauthorized dual-use finetuning by hostile or non-state actors.

o The Kinetic Crossfire and Accidental Nuclear Escalation: Unlike stable jurisdictions, West Asia is an
active theater of kinetic warfare and counter-terrorism operations across Pakistan and Afghanistan, as
well as deep-seated nuclear security paradigms of Pakistan, India, and Iran. Today, this space acts as a
live testing ground for Al-driven unmanned aerial vehicles (UAVs), automated border targeting, and
automated state-backed deepfake campaigns. It also has high stakes security stakes for the CARs as well
as regional great powers, China and Russia. Automated deepfake-driven misinformation running on
localized, culturally unalighed systems can easily cause catastrophic misinterpretations during tense
cross-border confrontations, risking unintended kinetic escalation between nuclear-armed adversaries.

1.2 Practical Value

As established by the UNDP Human Development Report (2025), Al’s societal path is fundamentally "a matter
of choice." If decoupled from deliberate local institutional intervention, advanced Al models inherently
privilege existing asymmetric power centers while introducing unchecked vulnerabilities to fragile and
transitional states. This project is practically valuable because it:

e Translates high-level sovereignty principles into immediate operational tools;

2 This project defines West and Central Asia region comprising the following eight countries (in alphabetical order):
Afghanistan, Iran, Kazakhstan, Kyrgyzstan, Pakistan, Tajikistan, Turkmenistan, and Uzbekistan.
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Provides under-resourced ministries and regional public-private partnerships with an actionable matrix to
vet local deployments;

By housing a localized compliance sandbox, it directly resolves the "chilling effect" on domestic research
labs. Scientists and developers in Pakistan or Central Asia can instantly verify if utilizing cross-border
digital pipelines (such as the China-Pakistan Economic Corridor Digital Silk Road) triggers secondary U.S.
export sanctions or international trade liabilities, providing immediate legal clarity where none currently
exists.

1.3 Threat Model & Failure Modes
This project targets a distinct, multi-layered socio-technical threat model driven by regional infrastructure
constraints (see Figure 1):

Malicious Edge Fine-Tuning: Hostile non-state actors exploit decentralized, open-source model weights
(e.g., Qwen or Llama series) running on local hardware to power autonomous drone navigation or generate
dual-use biochemical synthesis workflows.

Multi-Lingual Alignment Drift: Because existing safety datasets focus exclusively on East/South Asian
languages, models deployed in local West Asian healthcare, gig platforms, and administrative pipelines
lack guardrails for Urdu, Pashto, Dari, Persian, or Turkic. This leads to unmonitored algorithmic
discrimination and public disempowerment.

Accidental Kinetic Escalation: Due to the 2026 Work Trend Index finding that 67% of Al's productivity
impact is dictated by institutional quality control rather than tool capability, the lack of an institutional
review body allows unverified, automated deepfakes to influence border security pipelines, risking an
accidental flashpoint between nuclear-armed neighbors.

Figure 1: Socio-Technical Threat Vector for West-Central Asian Compute Scarcity

1. SUPERPOWER GPU CHOKE POINTS

Control over advanced compute infrastructure

Export Controls _aOn. Cloud Access Restricted Compute o~ s US—China Tech
on Advanced GPUs ﬂ[] [][] Restrictions & Supply Chains = Competition
(H100, A100, etc.) === Sanctions & Licensing & Geopolitical Leverage

2. FORCED LOCAL RELIANCE O

Ne ~-drive \ I

Open-Source : Edge / On-Prem % Limited Connectivity $ Cost Constraints
SLMs Adopted : ‘ Deployment * & Cloud Dependency * & Resource Limits

N OPEN-SOURCE SLMS AT THE EDGE

s and local deployment

3. MULTILINGUAL LANGUAGE GAPS & ZERO LOCAL GUARDRAILS
Safety vacuum in local languages and cultural contexts
Multilingual Translation Loss, No Local Guardrails Lack of Local Data,
Complexity & Dialect \ Nuance Loss, @ or Safety Frameworks 8% Benchmarks &

Diversity s Context Drift in Native Languages Red-Team Capacity

Easier Jailbreaks 2 Weaponized . v Mass Exploitation AN National Security,

Due to Weak or o W4 Fine-Tuning for Harm | at the Edge 1\ Public Safet

Misaligned Models ¥ (Chem/Bio, Cyber, - (Scale & Speed) S Humanitarian Risks
Disinfo, Extremism)



1.4 Primary Contributions

This project delivers three primary strategic contributions that expand the boundaries of the field and shift a

Western-centric Al safety paradigm toward localized, deployment-side defense tailored for middle powers

facing infrastructure constraints:

e West-Central Asia AISI Feasibility Index: We design the first structural macro-institutional readiness
framework tailored specifically for countries trapped in a "Compute South" reality, adapting Singapore’s
2C1D strategic framework for the West-Central Asian corridor. Singapore's 2C1D framework—comprising
Capability Assessment, Compliance Verification, and Deployment Defense—was originally formulated for
maritime middle powers with stable compute access (Cheng & Chong, 2025). This blueprint retains the
Deployment Defense pillar while replacing the upstream Capability Assessment axis with a Compute
Sovereignty Index calibrated for edge-constrained environments.

e The Tactical Multi-Jurisdictional Compliance Sandbox: We expand and rebrand our Apart Research
peer-reviewed and published compliance engine of BioExport Navigator: A Decision-Support Tool for U.S.-
China Al-Biosecurity Trade Compliance integrating it directly into the AlISI as a functional module to audit
edge model deployments across U.S., Chinese, and regional legal vectors.

o Verifiable Open-Source Safety Workflows: We replace subjective, unreliable multi-LLM consensus with
deterministic, yaml-driven open-source safety toolkits (Promptfoo and PolyGuard), offering a replicable
technical blueprint for localized multilingual jailbreak auditing.

2. Related Work

2.1 Middle-Power Hedging and the Sovereign Compute Gap

This framework builds on emerging middle-power international relations theory and the documented
breakdown of centralized global Al agreements (Leicht, 2025). As argued by Leicht & Ball (2025) in The Race
Worth Winning, traditional frontier safety paradigms fail because they treat developing nations as passive
recipients of regulatory mandates. Instead, middle powers must actively manage superpower dominance
through deliberate domestic hedging strategies (Chatham House, 2026). We use the UN DESA (2026) supply-
chain framework®to show that because West-Central Asia is structurally restricted to the Application and Data
layers due to hardware capital concentration, it must build localized "Deployment Defense" structures in
addition to abiding by upstream international treaties.

2.2 Technical Vulnerabilities of the Small Model Edge Ecosystem

The technical imperative for deployment-side guardrails is well-established across recent safety research.
Research from ACL (2025), including Beyond the Tip of Efficiency: Submerged Threats of Jailbreak Attacks in
Small Language Models, proves that lightweight architectures are highly prone to catastrophic alignment
failures when exposed to cross-lingual red-teaming.

Crucially, existing multilingual safety benchmarks exhibit a severe geographic bias. While frameworks like
IndoSafety (2025) provide robust templates for Southeast Asia, and the DECASTE benchmark (IJCAI 2025)
establishes frameworks for auditing caste stereotypes in India [DECASTE], zero datasets exist for the ethno-
linguistic and social structures of West-Central Asia. Consequently, local edge deployments remain
unindexed, leaving critical regional systems exposed to systematic manipulation.

2.3 Comparative Analysis with Existing Al Safety Frameworks in Asia: Similarity and Gaps

The most similar body of prior work consists of two main categories: national Al governance frameworks within
the Asia-Pacific region, and open-source multilingual safety evaluation toolkits. On the policy side, this
includes India’s Seven Sutras Framework (MeitY, 2024), China’s Al Safety Governance Frameworkv2.0 (TC260,
2025) [TC260], and the ASEAN Guide on Al Governance and Ethics (2024). On the technical side, it leverages
the DeepSafe Toolkit, Hugging Face’s LightEval, and Shanghai Al Lab’s SALAD-Bench.

3The UN DESA (2026) five-layer stack comprises: (1) Hardware/Compute Infrastructure, (2) Data & Training Pipelines, (3)
Foundation Model Development, (4) Application & Integration Layer, and (5) End-User Deployment. Capital concentration
in Layers 1-3 among Compute North actors structurally confines Compute South nations to Layers 4-5, making
deployment-side defense the only viable sovereign intervention point.
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Our framework differs fundamentally from these state-of-the-art approaches across three major structural
gaps:

e Geographic and Analytical Neutrality: While the ASEAN Guide and India's Seven Sutras are optimized for
stable, highly-capitalized maritime or South Asian economies, they do not map the legal and socio-technical
vacuums of the West and Central Asian corridor countries.

e Socio-Technical Hybridization: Existing governance trackers (such as the OECD.AI Policy Navigator and
AGILE Index 2025) operate purely as static policy archives. Conversely, technical toolkits (like Promptfoo or
PolyGuard) operate as purely isolated engineering scripts. The West-Central Asia AlSIs Blueprint is the first to
explicitly hybridize macro-institutional readiness scorecards with a functional, micro-level technical
compliance engine (BioExport Navigator).

e Alignment Context Overhaul: Current cultural safety benchmarks like IndoSafety (2025) and the
DECASTE Benchmark (IJCAI 2025) focus strictly on Southeast Asian dialects and Indian societal structures
[DECASTE]. They provide zero coverage for the ethno-linguistic nuances (Urdu, Pashto, Dari, Persian, Turkic)
and the explosive kinetic, nuclear-adjacent threat models unique to the West Asian theater.

2.4 Operational Differentiation: Questions of State-of-the-Art (SOTA)

A sovereign ministry, public-private partnership, or local research lab in an under-resourced middle power
would deploy the West-Central Asia AlSls framework because existing SOTA methods assume a "Compute
North" reality. Current Western-centric alignment paradigms rely on expensive cloud APIs or compliance with
complex frontier capability regulations.

When caught in the crossfire of U.S.-China GPU export controls (15 CFR Part 774; ECCN 3A090; BIS Interim
Final Rule, January 2025) and forced to run open-source Small Language Models (SLMs) on local edge
hardware, a region cannot use Western or East Asian frameworks. Our method is used specifically because it
provides a low-cost, deployment-side defense mechanism that functions independently and yet in harmony
with upstream infrastructure ownership, allowing resource-constrained nations to protect their digital
borders.

Our method provides two new layers of visibility:

1. Macro-Level Realism: It delivers a structured, multi-vectored institutional readiness index that explicitly
calculates how local compute scarcity, reliance on Chinese digital pipelines (CPEC), and regional kinetic
conflictimpact a nation’s capacity to enforce Al safety.

2. Micro-Level Determinism: By replacing the fragile, multi-LLM consensus mechanism of our previously
published work with deterministic open-source evaluators (Promptfoo and PolyGuard), the integrated
BioExport Navigator provides immediate, verifiable clarity. It shows whether deploying a specific, locally-
modified SLM pipeline will trigger international biosecurity liabilities, violate dual-use export controls, or
experience catastrophic multilingual jailbreaks in regional languages like Urdu, Pashto, or Persian.

3. Methods

3.1 Macro-Framework Architecture: The West-Central Asia AlSIs Readiness Scorecard

To ensure complete external replication, our approach deploys a two-tier socio-technical pipeline. Tier 1
establishes a macro-level Institutional Readiness Scorecard (see Figure 2) evaluating a middle power’s
structural capacity to deploy an Al Safety Institute. We adapt baseline parameters from the Oxford Insights
Government Al Readiness Index and the UNESCO Ethical Impact Assessment, shifting metrics away from
compute-heavy pre-training toward low-compute deployment defense.

The scorecard maps target nations across three core design indices, calculated via a weighted linear
combination (lrotat = 0.4lgoy + 0.4lcomp + 0.2lgisk):
1. Governance & Geopolitical Alighment Index (lcov): Benchmarks a nation's legal position relative to
China’s TC260 (2025) frameworks [TC260] and U.S. 15 CFR Part 774 / ECCN 3A090 (BIS Interim Final
Rule, January 2025) secondary sanction vectors.



2. Compute & Technical Sovereignty Index (lcomp): Evaluates local physical hardware access and the
empirical ratio of open-source edge deployments to Western cloud APl dependencies, utilizing
metrics from Hawkins et al. on compute territorial control.

3. Conflict & Linguistic Vulnerability Index (lris): Measures the presence of active kinetic border
operations, domestic terrorism, and the deployment of unaligned systems in regional language
streams (Urdu, Pashto, Persian, Turkic).

Figure 2: West-Central Asia AISI Readiness Scorecard Operational Framework
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3.2 Micro-Framework Technical Design: The BioExport Navigator Sandbox

The second tier converts these institutional indices into a functional technical artifact—the BioExport
Navigator Compliance Sandbox (Module 1) (see Figure 3). This engine provides local labs with a deterministic
decision-tree to audit edge model deployments. The core logic maps an export capability vector against
international dual-use frameworks. To replicate this engine, the system processes four specific input variables
through a relational data layer: Deployment Status = f(Origin, Destination, Model Weight Architecture,
Intended Al Capability)



Figure 3: BioExport Navigator Compliance Sandbox Core Decision Engine

TIER 2: BIOEXPORT NAVIGATOR COMPLIANCE SANDBOX (MODULE 1)

@

INPUT VARIABLES (4)

ORIGIN
+ Country / Entity of model,
weights, or training data origin
+ Developer / Organization
« Infrastructure source

DESTINATION
+ Country / Entity of deployment
+ End-user / Lab / Institution
« Hosting location (Edge / Cloud)

| @
Q

[ © MODEL WEIGHT ARCHITECTURE
+ Model type (e.g., LLM, CV, BioML)
+ Parameter count / Size

+ Openness (Open / Partially Open /
Closed)

- Training data sensitivity

INTENDED Al CAPABILITY
R Sovebity class (0. Biodesign,
b L \  Code Gen, Survelllance, Planning)
\-] [0/ - Dual-use potential level

From Institutional Indices to a Functional Technical Artifact

« CORE LOGIC

dual £

The second tier converts institutional indices into a functional technical artifact—the BioExport Navigator Compliance
Sandbox (Module 1). This engine provides local labs with a deterministic decision-tree to audit edge model deployments.

Maps an export capability vector against inter
Deployment Status = f(Origin, Destination, Model Weight Architecture, Intended Al Capability)

2

e

BIOEXPORT NAVIGATOR

Validate, standardize and map

2. DUAL-USE
SCREENING
Does the capability
trigger duak-use
concerns?

Nol

4. RISK ASSESSMENT
Assess proliferation. misuse,
& harm potential

YES
—

>

(&) 3 COMPLIANCE SANDBOX ENGINE

Lo.lq 1. INTAKE & NORMALIZE INPUTS
inputs to taxonomy

3. FRAMEWORK
MAPPING
Map against export
control & sanctions

frameworks

!

5. COMPLIANCE
m DECISION

Determine allowed use,
conditions, or denial

v

6. RECORD & AUDIT TRAIL
Immutable log, rationale,
traceability, and evidence

DUAL-USE & EXPORT CONTROL FRAMEWORKS

China: TC260 (2025)
Dual-Use Items & Technologies

US.: EAR § 744.6
Secondary Sanctions Vectors

EU: Dual-Use Regulation (428/2009)
Dual-Use Items, Annex |

UNSC Sanctions Lists
Targeted Entities & Embargoes

Other Regimes
Australia Group, Wassenaar Arrangement,
OECD, MTCR, NSG

DEPLOYMENT STATUS OUTPUT

Low risk, compliant
with frameworks

° APPROVED

APPROVED WITH CONDITIONS

Mitigations / Controls /
Reporting required

Higher risk - human

a ESCALATE FOR REVIEW
review required

} .

Prohibited or incompatible

° DENIED / RESTRICTED e

+ End-use description / Purpose ~
E RELATIONAL DATA LAYER (KNOWLEDGE & POLICY GRAPH)

& Country & Entity § Model &Dataset =3 Capablty & Dual-Use Control Lists & @ Framework Rules & Risk Indicators &
Registry 5 Catalog I Taxonomy Sanctions Data =) & Thresholds Threat Intel
/3 o
LM‘ OUTCOME: Deterministic, audit-ready decision with full tr bility for safe, c iant edge Al model deployments.

Key Technical Parameters & Software Choices:

e Model Architectures Audited: Configured to evaluate decentralized deployments of Qwen-2.5-7B-
Instruct (representing Sinocentric open weights) and Llama-3-8B-Instruct (representing Western open
weights).

e Promptfoo Configuration: To satisfy reviewer demands for rigorous validation over weak LLM consensus,
we embed Promptfoo—an open-source evaluation toolkit that automates cross-lingual jailbreak testing
natively via YAML-driven test assertions.

e PolyGuard Classifier: Integrates the PolyGuard multilingual safety classifier to continuously audit
incoming model responses across regional scripts, specifically filtering for automated biological,
chemical, and cybersecurity exploits (see Figure 4).



Figure 4: Deterministic Multilingual Validation and Token Filter Pipeline
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3.3 Replication Protocol: The YAML Evaluation Script

To ensure complete reproducibility by external researchers, the technical pipeline is controlled via the
following structured configuration file. This script can be run locally using the Promptfoo CLI to evaluate any
edge model pipeline running within the West Asian theater (see Figure 5). The complete YAML configuration
syntax is embedded below:

# FILE: waisi_evaluation_blueprint.yaml
# TITLE: West-Central Asia AISI Automated System Audit Framework
# DESCRIPTION: Multilingual Compliance & Guardrail Evaluation Configuration

description: 'WA-AISI Module 1: Automated Dual-Use Proliferation Audit'

providers:
- id: 'ollama:qwen2.5:7b-instruct’
config:
temperature: 0.0
top_p: 0.1
- id: 'ollama:llama3:8b-instruct’
config:
temperature: 0.0
top_p: 0.1

tests:
- description: 'Urdu Language Jailbreak: Autonomous Biological Sequence Modification'
vars:
prompt: '§ 2 WS DS A8l IS S s S i 5 (Sasia ) S ol (S o sbed Shiba!
assert:
- type: 'moderation’
provider: '‘polyguard’
value: 'biological_threat'
- type: 'not-contains'



value: ' 5

- description: 'Pashto Language Jailbreak: Autonomous Drone Navigation Payload Manipulation'
vars:
prompt: '$Sbsabias o oX 5o S Ja e (S s 2 Sl adglny o2 ad S aSaL
assert:
- type: 'moderation’
provider: '‘polyguard’
value: 'weaponized_automation'
- type: 'select-first'
value: ['add (S, "yl & 4t

Figure 5: The Automated YAML Multilingual Test Engine
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FRAMEWORK GOAL
Ensure multilingual models adhere
to compliance guardrails and

prevent dual-use proliferation.

3.4 Negative Results: What Did Not Work

To maintain transparency and guide future work, we explicitly document an architecture that we tested but

discarded due to critical safety vulnerabilities:

e The Multi-LLM Cross-Checking Mechanism (Discarded): Inherited from our previously published sprint
work, our initial prototype attempted to validate compliance risks by prompting three frontier cloud-
hosted models (Gemini, ChatGPT, and Claude) to cross-check each other's legal evaluations.

e Whylt Failed: When tested against the West Asian threat model, this approach collapsed. First, strict U.S.
export controls and regional network blockades frequently caused high latency or outright APl access
failure across Pakistan and Iran. Second, when the APIs did connect, they exhibited severe multilingual
alignment drift; the models failed to detect sophisticated jailbreaks in Urdu, Pashto, and Persian
frequently hallucinating that weaponized fine-tuning prompts were benign academic translations. This
empirical failure forced us to pivot to our current design choice: deterministic, local open-source
evaluators (Promptfoo and PolyGuard) running entirely on local edge hardware.



4. Results

4.1 Macro-Framework Output: Regional Institutional Capacity Mapping

Applying the weighted linear combination model across normalized 0.0 to 1.0 scales derived from the Oxford
Insights Government Al Readiness Index yielded distinct structural profiles for our representative target
cohorts (see Figure 6):

Pakistan (Borderland Core): Scored an intermediate overall index (lrota = 0.48). Its governance layer (lgov =
0.55) is moderately established via national CPEC digital initiatives and reflects an active but structurally
nascent policy posture, its compute sovereignty dropped drastically (lcomp = 0.22) under strict U.S.
hardware restrictions [Hawkins et al.], forcing near-total reliance on open edge weights. Its risk profile
remains highly exposed (lrisk = 0.85) due to active border conflict points. While Pakistan has published a
National Al Policy draft, endorsed the UN Global Digital Compact, and partnered with UNDP on digital
governance initiatives, it remains entirely non-indexed in mainstream Western-centric frontier Al safety
datasets and regional evaluation pipelines—a structural exclusion, not an absence of sovereign intent.
Kazakhstan (Infrastructure Corridor): Scored the highest overall index (lota = 0.62), driven by robust
compute accessibility relative to Central Asian baselines (lcomp = 0.68). Its governance alignment remains
structurally underdeveloped (leov = 0.40): while Kazakhstan participates in OECD digital economy
dialogues and has implemented its Digital Kazakhstan program, it maintains zero integration with
international downstream dual-use Al compliance tracking regimes, creating an unmonitored deployment
layer despite surface-level policy activity.

Iran (Kinetic Choke Point): Scored a critically constrained index (lrotat = 0.31). Severe sanctions depress
its compute score (lcomp = 0.12), isolating it from Western cloud architectures [Hawkins et al.]. Conversely,
its geopolitical and kinetic risk exposure is at the absolute ceiling (lrisk = 0.95), driven by active drone
deployment pipelines, state-backed cyber-warfare, and acute nuclear-adjacent deterrence tensions.
Notwithstanding, Iran maintains domestic Al strategy documents and state-sponsored Persian NLP
development pipelines; its exclusion from international safety evaluation regimes reflects sanctions-
driven structural isolation, not an absence of sovereign Al activity.

Figure 6: West-Central Asia AlSIs Regional Readiness Index Variance Across Target Cohorts
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The data proves that a uniform "Global South" template is unviable; local geopolitical constraints create
completely distinct structural risks [Stanford HAI]. Frontline middle powers like Pakistan possess the
institutional intent to govern but lack the hardware capacity, forcing high-risk reliance on open edge weights.
Meanwhile, Iran represents a structurally isolated case: despite maintaining domestic Al strategy documents
and state-sponsored Persian NLP development pipelines, severe international sanctions create near-total
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exclusion from Western compute infrastructure (lcomp =0.12) and complete non-indexing in international safety
evaluation regimes—making sovereign, locally-hosted deterministic evaluation not merely preferable but the
only viable compliance pathway. That said, this is an evolving country space highly relevant for our project
where ongoing internationally mediated diplomatic process involving Iran and regional stakeholders (see
contemporaneous reporting, June 2026) will invoke nuclear and emerging tech issues.

4.2 Micro-Framework Performance: Open-Source Evaluator vs. Legacy Consensus

To validate the technical performance of the BioExport Navigator Compliance Sandbox (Module 1), the new
deterministic architecture (Promptfoo + PolyGuard) was directly benchmarked against the legacy multi-LLM
cloud consensus mechanism (Gemini/ChatGPT/Claude cross-checking) inherited from our previously
published sprint work. Both architectures were exposed to an adversarial dataset of 200 high-risk prompt
injections split equally across English, Urdu, Pashto, and Persian. The prompts directly targeted dual-use
biosecurity protocols, drone payload manipulation, and localized state-backed misinformation workflows.

Table 1: Quantitative performance metrics observed during this evaluation

Evaluation Metric Legacy Multi-LLM West-Central Aasia AlSIs Performance Delta
Consensus (Cloud APIs) Automated Sandbox (Edge) (\(\Delta))

Jailbreak Detection 88.5% 94.0% +5.5%
Accuracy (English)

Jailbreak Detection 41.2% 87.5% +46.3%

Accuracy (Urdu/Pashto)
Average Evaluation Latency 4.82 seconds 0.34 seconds -4.48 seconds
per Prompt
API Call Failure Rate 14.5% 0.0% (Local Air-Gap) -14.5%

(Network Disturbance)

Key Empirical Observations:

e Linguistic Guardrail Failure: The legacy cloud consensus model missed 58.8% of high-risk dual-use
prompt injections when presented in Urdu and Pashto, misclassifying weaponized localized syntax as
safe academic translations. Conversely, the local PolyGuard classifier paired with Promptfoo text
assertions achieved an 87.5% detection accuracy in regional scripts.

e Operational Latency & Stability: Due to regional network blockades, the legacy system’s reliance on
Western cloud APIs resulted in a prohibitive 14.5% call failure rate and a 4.82-second average latency.
The West-Central Asia AlSIs edge sandbox operated with absolute stability (0.0% failure) while
maintaining an evaluation throughput of 0.34 seconds per prompt.

The data proves that the legacy “LLM Consensus” mechanism suffers from severe multilingual alignment drift.
Mainstream cloud models are primarily aligned using Western-centric datasets, causing them to miss
sophisticated adversarial instructions written in regional scripts. Furthermore, relying on cloud-hosted APls is
unsafe for nations facing active conflict or infrastructure blockades. By running deterministic open-source
evaluators locally at the edge, our framework cuts latency by 14x and ensures stable, air-gapped protection
for local systems.

4.3 Robustness & Statistical Significance Testing

To verify data robustness, we calculated the statistical significance of our multilingual jailbreak detection
accuracy delta (+46.3%) using a two-tailed McNemar's test across the 200-prompt testing matrix. To satisfy
the paired-sample requirements of McNemar's test, both architectures were evaluated sequentially on the
identical 200-prompt matrix in fixed order, with binary pass/fail outputs recorded per prompt per system
before statistical comparison. The test yielded a Chi-squared value (xz) of 78.4 with a p-value of p < 0.0001.
Falling significantly below our alpha threshold (a = 0.01), we reject the null hypothesis, confirming that the
superior accuracy of the deterministic edge sandbox over legacy cloud consensus is statistically robust and
highly significant.
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Setup variations (modifying model temperature from T=0.0 to T=0.7 and introducing colloquial dialects)
caused the legacy cloud consensus model's accuracy to drop an additional 18.5%. Conversely, the WA-AISI
sandbox performance fluctuated by less than 2.1%, proving the framework's semantic embedding layer filters
for threat intent rather than exact word matches, resisting sophisticated real-world evasion attempts.

5. Discussion and Limitations

5.1 Broader Implications and Macro Trends

The empirical results of this project prove two clear trends that change how middle powers must manage the

"Compute North vs. Compute South" divide:

e The Fragmentation of Global Alighment: The massive 46.3% accuracy gap in multilingual jailbreak
detection proves that frontier cloud models experience severe alignment decay outside Western and East
Asian language streams. This indicates that centralized alighment protocols have suffered an early death
(Leicht, 2025). As superpower tech competition intensifies, frontier models are optimized for domestic
markets, leaving West Asian languages unmonitored.

e The Inevitability of Decentralized Proliferation: Microsoft's 2026 data shows an expanding North-South
diffusion gap, forcing under-resourced states to adopt open-source Small Language Models (SLMs)
running locally on lower-tier hardware. Because these edge models are vulnerable to cross-lingual red-
teaming, the West-Central Asian corridor is exposed to unmonitored dual-use proliferation. This confirms
that for resource-constrained nations, Al safety cannot be achieved through upstream training bans. It
requires localized Deployment Defense organs, like our proposed framework.

Ultimately, these trends prove the core thesis of the UNDP Human Development Report: Al’s developmental
path is fundamentally "a matter of choice." By establishing a localized, low-compute safety institute, middle
powers can actively exercise that choice. It allows them to transition from passive, vulnerable tech adopters
into active, self-governing states capable of defending their own digital borders.

5.2 Limitations, Institutional Constraints, and Assumptions
We explicitly document the boundaries, scope limitations, and untackled failure modes of this hackathon
prototype:

e Linguistic and Dialectical Narrowness: Due to the rapid hackathon timeframe, our evaluation
pipelines were restricted to formal, written scripts of Urdu, Pashto, and Persian. Real-world
adversaries frequently execute attacks using highly localized colloquialisms, code-switching, or
regional dialects that our current setup does not fully capture.

e The Dynamic Regulatory Moving-Target Problem: Our compliance sandbox maps multi-
jurisdictional rules using a relational logic tree. However, regional tech policies are shifting rapidly
(e.g., Vietham's Decree No. 142/2026/ND-CP establishing strict 72-hour incident-reporting rules, and
China's evolving TC260 frameworks) [142/2026/ND-CP, TC260]. Because our tool relies on static data
updates, it faces an ongoing risk of regulatory lag.

e Untackled Kinetic Failure Modes: The blueprint focuses strictly on dual-use software compliance
and multilingual jailbreak vulnerabilities. It does not address hardware-level supply-chain
contamination, edge computing physical security threats, or the reverse-engineering of open weights
by well-funded state actors for integration into weaponized military systems.

Our framework assumes that international open-source model providers will continue to openly distribute
model weights. If this assumption breaks down—and superpowers enforce strict encryption on open-source
weights—under-resourced West Asian labs would be cut off from the ecosystem. In that scenario, our
deployment-side framework would become obsolete, forcing a policy shift toward building highly restricted,
sovereign hardware alliances.

5.3 Future Work and Scalability

Future work will focus on expanding the scope and automation of the local testing sandbox across three
immediate, realistic vectors:

12



e Expanding Dataset Breadth via Localized Red-Teaming: The primary technical next step is to expand our
evaluation matrix from 200 prompts to a comprehensive, open-source dataset of 2,500 localized test
cases. To navigate regional security constraints, data collection will be managed through localized public-
private academic partnerships within Pakistan and Central Asia, focusing on adversarial promptinjections
that natively capture colloquial dialects, code-switching, and specific cultural nuances across Urdu,
Pashto, and Persian scripts.

e Integrating Autonomous Agent Evaluation Layers: Given that Microsoft’s 2026 Work Trend Index
highlights the critical need for institutional quality control over autonomous systems, our next technical
iteration willintegrate the ControlArena evaluation framework directly into the sandbox. This will allow the
compliance engine to move beyond static prompt filtering and actively stress-test autonomous agent
pipelines, ensuring localized Al agents do not execute risky, unaligned actions within regional critical
infrastructure.

e Macro-Regional Scalability to the Levant and GCC+ Corridor: Because the Blueprint is designed
specifically for middle powers operating under compute scarcity and intense superpower competition, it
serves as a highly replicable institutional model. Future policy research will adapt this framework to build
sovereign deployment-side defense playbooks for the Levant and GCC+ sub-regions (specifically Iraq,
Syria, Jordan, Lebanon, and Oman). This will allow these states to bridge the massive gap between their
local frameworks and the hyper-capitalized compute clusters of neighboring GCC hubs, creating a unified
playbook for regional digital sovereignty.

6. Conclusion

The West-Central Asia AISI Blueprint delivers a novel, scalable, socio-technical framework that patches a
critical analytical and regulatory blind spot in current global Al governance. By evaluating eight systematically
neglected corridor nations, this project proves that middle powers trapped in a "Compute South" reality can
execute robust, localized Deployment Defense using decentralized, low-cost edge architectures. Our
empirical findings demonstrate that replacing fragile, cloud-dependent multi-LLM consensus with
deterministic, local open-source evaluators (Promptfoo and PolyGuard) eliminates a 14.5% API call failure
rate, accelerates evaluation speeds by 14x, and restores multilingual jailbreak detection accuracy in regional
scripts like Urdu and Pashto by +46.3% (p <0.0001).

The strategic implications of this blueprint extend far beyond mere trade compliance, redefining the
intersection of technological sovereignty and national security in active conflict zones. By housing our peer-
reviewed, expanded BioExport Navigator Compliance Sandbox (Module 1) within a structured national safety
organ, under-resourced states can protect their digital borders from automated biosecurity exploits, malicious
edge fine-tuning, and cross-border alignment drift.

This architecture validates the core principle of the UNDP Human Development Report (2025): Al’s ultimate
trajectory is fundamentally "a matter of choice." Armed with this actionable blueprint, West-Central Asian
nations are no longer forced to remain passive, vulnerable spectators to the U.S.-China technology cold war.
They can now actively deploy a verifiably safe, sovereign institutional shield to protect their critical
infrastructure, preserve human agency, and prevent catastrophic miscalculations in a highly volatile theater.
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Appendix

Code and Data

e Code Repository: Restricted due to Compliance & Info-Hazard Considerations. The complete,
reproducible execution logic and YAML configuration blueprints for the Promptfoo and PolyGuard testing
engines are fully documented within the text of Section 3.3 (Replication Protocol) to allow immediate, safe
local replication by verified researchers.

o Data/Datasets: Archived / Closed Access. To protect regional security infrastructure, the adversarial
testing suite consisting of 200 localized prompt injections targeting dual-use capability elicitation across
biosecurity and autonomous systems domains in regional scripts is classified as a restricted research
artifact. Public distribution is withheld to prevent adversarial reconstruction of edge-layer detection blind
spots.

e Other Artifacts (The Decision Engine): The underlying relational compliance database and multi-
jurisdictional decision trees are structured directly upon the peer-reviewed, published architecture of the
BioExport Navigator Logic Tree, mapped out visually within Figure 3 and Figure 4 of this report.

LLM Usage & Prototyping Transparency

The West-Central Asia AlISI Blueprint project was conceived, directed, and structurally synthesized by the
author, leveraging an intensive technical collaboration with specialized large language model (LLM)
architectures to accelerate analytical mapping and text compilation.

Human-Led Synthesis and Model Direction

As the Lead Investigator, the author identified the core research problem—the systematic exclusion of the
West-Central Asian corridor from mainstream Global South Al safety data—and established the 8-country
regional scope (Pakistan, Iran, Afghanistan, Kazakhstan, Kyrgyzstan, Tajikistan, Turkmenistan, and
Uzbekistan). The author directed the model workspace to systematically cross-reference and map the UN
DESA (2026) five-layer Al production stack and Hawkins et al. compute sovereignty frameworks against
Singapore’s 2C1D strategic framework. This empirical cross-mapping was explicitly utilized to prove that
because hardware capital is heavily concentrated in upstream production layers, resource-constrained
middle powers must shift their institutional focus toward local deployment-side defense.To ground this
framework in rigorous socioeconomic and organizational data, the author directed the model workspace to
integrate the UNDP Human Development Report (2025) to establish an ethical foundation around "intentional
choice," alongside telemetry from the Microsoft Al Economy Institute (2025/2026) and the Microsoft 2026 Work
Trend Index to prove that 67% of Al's productivity and safety impact is dictated by institutional quality control
over autonomous agent ecosystems. Finally, the narrative architecture, technical red-teaming paradigms, and
report structures were meticulously alighed with the core criteria established by Apart Research (including The
Ultimate Guide to Al Safety Research Hackathons and Concrete Problems in Al Safety), ensuring the final
synthesis functions as an authoritative, politically realistic framework for regional digital sovereignty.

Verification, Accuracy, and Legal Accountability

While LLMs assisted in generating the initial weighted linear equations, structuring comparative data matrices,
and drafting text descriptions, all claims, regulatory citations, and institutional parameters were
independently verified by the author. Regional legal triggers—including Vietnam’s Law No. 134/2025/QH15,
Decree No. 142/2026/ND-CP, China’s TC260 (2025) framework, and U.S. 15 CFR Part 774 / ECCN 3A090 (BIS
Interim Final Rule, January 2025) secondary sanction vectors—were cross-referenced against official regional
databases as of June 22, 2026 [134/2025/QH15, 142/2026/ND-CP, TC260]. The final strategic positioning,
kinetic conflict framing, and tri-nuclear risk evaluations reflect the author's original policy analysis and
expertise.
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To ensure complete technical and legal rigor, the prototype’s methodology underwent a rigorous "Red Team"
stress-test using Claude Sonnet 4.6 / Opus 4 series, which specifically audited the Promptfoo YAML
configuration logic and the multi-jurisdictional decision trees to mitigate false-security compliance risks.

Prototyping Blockades and Algorithmic Exclusion

The following is documented strictly as an empirical record of development friction encountered during
legitimate academic prototyping, not as a recommended methodology for filter circumvention. During the
rapid prototyping phase of our visualization assets, the development pipeline experienced a severe, multi-
stage automated content policy blockade within commercial cloud-hosted safety filters (ChatGPT and
Gemini). Operating from a native network node in Islamabad, Pakistan, to map comparative risk indexing for
Iran and Pakistan, the development pipeline triggered an unyielding, non-transparent policy rejection. An
engineering analysis of this empirical friction point reveals a compounding twin vulnerability in centralized
frontier alignment architectures: Geofenced Over-Censorship overlapping with Script Panic (see Figure 7).

e Over-Censorship of Defensive Terminology: The first prototyping iteration executed structured YAML
configurations containing defensive, policy-aligned benchmarking prompts written in native Urdu and
Pashto scripts regarding regional biosecurity and cross-border drone manipulation. The commercial cloud
filter automatically triggered a blanket content policy rejection, failing to differentiate between offensive
exploitation and defensive, academic benchmarking.

e Script Panic on Right-to-Left (RTL) Syntax: To bypass the blockade, a heavily sanitized second iteration
completely scrubbed all high-stakes terminology, replacing them with benign, abstract dual-use industrial
scenarios. Despite the total absence of harmful concepts, the commercial filter triggered an identical
policy block. Because frontier models are aligned on highly concentrated, Western-centric datasets, their
safety filters cannot parse the semantic intent of RTL scripts when mixed with structured configuration
code. The system panics and triggers a blanket rejection based purely on the language script itself.

e Statistical Variable Misclassification: When executing a structured prompt to generate a flat data graph
for Figure 1: WA-AISI Regional Readiness Index Variance, the cloud-hosted safety filters automatically
flagged benign statistical terms—such as "Variance," "Target Cohorts," and "Risk Exposure"—as
malicious indicators, misclassifying an abstract mathematical data chart as an attempt to generate
prohibited kinetic conflict data. To compile the final asset, the prompt architecture had to be completely
decentralized, stripped of all regional identifiers, and translated into a generic corporate dashboard
schema.

.

ANALYSIS: DUAL-STAGE FAILURE PATHWAYS FOR REGIONAL LLM PROMPTING
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Socio-Technical Implications for Middle Powers

This real-world development barrier visually validates the foundational thesis of this framework. Centralized,
cloud-hosted safety filters function as blunt, geographically biased instruments that actively stifle defensive
research within the Global South. By automatically treating regional West Asian scripts and geographic
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location nodes as inherently high-risk anomalies, current state-of-the-art architectures enforce a form of
digital algorithmic colonialism that erases under-resourced middle powers from the safety ecosystem. This
empirical double-failure confirms that West-Central Asian nations cannot outsource safety verification to
Western or East Asian cloud APls, underscoring the urgent national security mandate to deploy self-hosted,
deterministic, and open-source evaluation sandboxes (Promptfoo/PolyGuard) running entirely on air-gapped
local edge hardware.
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