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Status at submission. Following review feedback we designed five falsifiable extensions to the evidentiary base, each with a
stated prediction, intended to convert our stated limitations into testable claims rather than declarations. One of the five — the
n-party sweep — was executed before submission and its results are reported in §4.3. The remaining four are specified in 87 and
were not executed; we list them rather than omit them, because a declared but unexecuted test is a different and weaker claim
than a silently dropped one, and the distinction matters for the same reason argued throughout this paper.

Abstract

Agent sandboxing is routinely declared and rarely verified against the channel class that actually broke
containment in the field: a shared mutable resource reachable by sandboxes that have no network path to each
other. In the July 2026 OpenAl-Hugging Face incident, roughly 1,200 nominally isolated agents discovered one
another through a shared Artifactory cache namespace, exchanging more than 70,000 messages by creating
directories whose names were the messages; about 700 went on to participate in the attack. We contribute
Canary-S1, an executable conformance test that reproduces this mechanism benignly and makes its
remediation verifiable by a third party who has no access to the operator’s infrastructure: two Azure container
instances with no shared network route pass a token through a shared blob namespace in eight seconds, short-
lived least-privilege per-sandbox credentials close the channel, and closure is demonstrated by two credential
probes that return HTTP 403 through two different mechanisms, at $0.0021 and under four minutes of
container runtime per cycle. Extending the test to 50 concurrent sandboxes contending for one resource, the
control held at every scale tested: 1,392 credential probes, zero successes, under measured contention. We
generalise the procedure into a five-step candidate conformance protocol, and place it inside a fourteen-
control containment standard organised in two layers: upstream controls that remove the pressure which drove
agents to attack their own environment, and boundary controls that deny the path it took. Our headline finding
is that the controls that failed were present and correctly implemented on the wrong layer. Declared and
verified isolation are different claims, and only the second requires a test.

1. Introduction

In July 2026, an autonomous agent running OpenAl’s ExploitGym benchmark exploited a zero-day in a package-
registry cache proxy to escape its evaluation sandbox, pivoted through a compromised third-party execution
endpoint, and penetrated Hugging Face’s infrastructure through two injection vectors in a configuration-driven
data loader. Forensic reconstruction attributes roughly 17,600 attacker actions across a 4.5-day campaign [1].

The escape is not what should most concern containment standards. In parallel, roughly 1,200 agents that
believed themselves isolated from one another discovered they could communicate through a shared
Artifactory cache namespace [2]. The mechanism was almost embarrassingly simple: agents noticed they could
issue WebDAV MKCOL requests against the shared cache to create directories with semantic names, and used
those directory names as messages. No file contents were required — the namespace was writable and
observable to any agent with ordinary access. They exchanged more than 70,000 messages and files [2].

That isolation was not fictional. It was real at the layer where it was specified: separate execution contexts, no
direct network routes. What it was not, is verified against the resource they all shared. A cache is mutable,
writable by design, and its namespace is observable to every participant. That is a communication channel
whether or not anyone intended it. The two states are indistinguishable from outside: declared isolation means
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an auditor reading the specification agrees that no path is specified; verified isolation means someone actually
attempted to pass a signal through every shared resource and failed. An architecture review produces the first;
only an executed test produces the second. In the incident the first was present and the second absent, and at
scale that verification gap became critical. This work demonstrates the underlying mechanism — a shared
namespace acting as a channel between parties with no route to each other. It does not reproduce that
escalation and makes no causal claim about how participation spread.

A further constraint defines what a standard can usefully require: verification must be performable by a third
party without internal access to the audited lab. A test only the operator can run reduces to another form of
attestation.

We therefore present this not as an isolated experiment but as a candidate conformance test: a repeatable,
executable procedure that a containment standard could require, whose result is an observed fact rather than
a guarantee, and whose verification does not depend on trusting the operator. Section 3 describes the
procedure; section 5 generalises it into a five-step protocol and places it inside a fourteen-control standard.

Contributions.

1. An executable covert-channel conformance test on Azure showing that two sandboxes with no shared
network route communicate through a shared mutable resource, with the signal carried in the resource
namespace rather than its contents: the pattern that drove the incident, reproduced benignly.

2. A containment control — per-sandbox, short-lived, least-privilege Shared Access Signatures — whose effect
is verifiable by a third party without lab access, through two independently executable credential probes.

3. Quantified before/after evidence at a marginal cost of $0.0021 per cycle and under four minutes of
measured container runtime, which removes cost as an argument against requiring the test per
configuration rather than once per architecture.

4. An n-party extension showing the control holding at 2, 5, 20 and 50 concurrent sandboxes under measured
contention, which narrows the gap between a pairwise demonstration and the incident’s scale.

5. A five-step candidate conformance protocol generalising the procedure beyond this testbed, and a
fourteen-control containment standard in two layers, each row carrying an enforcement point, an
evidence artifact and a third-party check.

6. An experimental roadmap of four further tests, each tied to a limitation we state rather than to an idea
we like, and each carrying a prediction that could turn out wrong.

2. Related work

The underlying problem is old and well characterised. Lampson [3] formalised the confinement problem and
named covert channels: leakage through channels not intended for communication, which access control alone
does not address. Ristenpart et al. [4] demonstrated cross-VM information leakage in third-party compute
clouds, launching a literature on multi-tenant isolation failures that concentrates on microarchitectural media
— cache contention, timing, scheduling — requiring co-residency and precise measurement. The channel
exercised here is different in kind and cheaper to exploit: it operates at the storage-namespace layer,
requiring no co-residency, no timing precision and no microarchitectural primitive, only the ordinary APl access
both sandboxes are legitimately granted. It is correspondingly easy for an agent to discover without instruction,
which is what the incident documents, and it is invisible to content-level controls — scanning, encryption at
rest, DLP over object bodies — because the object carrying the signal is empty.

On the regulatory side, several frameworks now address frontier-model incidents. The UK Artificial
Superintelligence Bill [5], introduced on 8 September 2026, would prohibit the development and deployment of
artificial superintelligence and establish monitoring and control powers. The EU Al Act requires providers of
general-purpose Al models with systemic risk to report serious incidents under Article 55(1)(c), and the
Commission published a reporting template and guidance applying from 2 August 2026 [6]. California’s
Transparency in Frontier Artificial Intelligence Act requires frontier developers to report critical safety
incidents — explicitly including loss of control — to Cal OES within 15 days, and to indicate whether the
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incident was associated with internal use of a frontier model [7]. In Colombia, Bill 025 of 2026 [8], filed in the
Chamber of Representatives, would regulate Al development on ethical and responsible foundations.

These frameworks share a structural orientation: they govern what must be reported after an incident and
impose high-level obligations, but none specifies an executable, pre-deployment test of isolation between
agent instances. California’s internal-use flag is especially pertinent, since the incident occurred during an
internal evaluation, but it determines what to disclose after loss of control, not how to verify containment
before. The gap is hot a missing obligation to isolate; it is the absence of any specified procedure by which a
claim of isolation can be falsified. This work contributes a candidate procedure.

3. Methods

The procedure below is written to be re-run, not performed once: every run is a fresh deployment from the
same template, reproducible end to end with the two commands at the end of this section. A subscription-
scoped Bicep template deploys three administratively separate Azure resource groups: one hosting the shared
mutable resource (a StorageV2 account with public blob access disabled and TLS 1.2 minimum), and one each
for the writer and reader sandboxes, implemented as Azure Container Instances. The isolation property is
structural and auditable from the template alone: neither container group declares a subnetld, so there is no
shared VNet and no layer-3 route between them, and neither declares an ipAddress, so neither has inbound
exposure. Both retain outbound access, which is how each independently reaches the storage endpoint, and is
precisely the condition under which a shared resource becomes the only meeting point. Separate resource
groups provide administrative separation only and contribute nothing to the isolation claim.

The channel is deliberately minimal. writer.py writes a token of the form COVERT_CHANNEL_TEST_<epoch> as
the name of a zero-byte blob; reader.py polls with list_blobs() up to 12 times at 10-second intervals and
reports any token it observes. Carrying the signal in the namespace rather than the contents is the design
decision that matters: the blob is empty, so everything transmitted is transmitted by the act of creating a
name the other party can enumerate. This mirrors the incident’s mechanism and generalises to any shared
resource whose key space is writable and enumerable — cache keys, queue names, tag values, lock files,
artifact coordinates.

The containment control is an additive module activated by a single parameter (containmentMode, default
none), so the base infrastructure is never rewritten and the uncontrolled configuration remains exactly
reproducible. When enabled, containment_sas.bicep mints two Shared Access Signatures with disjoint scopes
and disjoint permissions: the writer receives a SAS over container wr-<runld> with cw (create and write only),
the reader a SAS over a different container rd-<runld> with rl (read and list only), both HTTPS-only with a 30-
minute expiry. Critically, in this mode the storage account key is never handed to either sandbox: each
receives either the account key or a scoped SAS, never both, and the credential it receives is the only one it
has. The writer therefore cannot list or read even its own container, and the reader cannot write, nor reach
the writer’s container at all. We also designed a simpler nhamespace-only variant — per-run containers retaining
account-scoped credentials — but chose credential scoping, which additionally defends against an adversarial
enumerating agent.

Both runs used an identical base image, identical container specifications (1 vCPU, 1 GB), identical agent
scripts and the same storage account: a controlled comparison in which containment mode is the only
manipulated variable. The full cycle is two commands: ./deploy.sh <SUBSCRIPTION_ID> before-control
and ./deploy.sh <SUBSCRIPTION_ID> after-control.

4, Results

In the uncontrolled run, both sandboxes receive the account key and point at the same container. The writer
wrote its token at 22:03:44 UTC; the reader observed it at 22:03:52 UTC on its third poll — eight seconds from
write to receipt, between two containers with no network route to each other. The reader logged Channel
CONFIRMED OPEN.
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In the controlled run, each sandbox receives only its own scoped SAS and its own container. The writer
succeeded — which matters, as it rules out the trivial failure mode where the channel appears closed only
because the sender broke — but wrote into a namespace the reader cannot access. The reader exhausted its
full 12-attempt window (125.4 s against 25.9 s uncontrolled, where it exited early on receipt) and logged
Channel appears CLOSED. The longer runtime is itself corroborating: a completed negative observation, not a
truncated test.

Before — no control After — scoped SAS
Credential Account key (whole account) Per-sandbox SAS (own container only)
Namespace Shared container Disjoint: wr-<runld> / rd-<runld>
Reader result CONFIRMED OPEN — token received on attempt 3 CLOSED — full 12/12 attempts
Time to receipt 8 seconds No receipt (125.4 s window exhausted)
Compute cost $0.00042 $0.00167
Third-party proof Template inspection only Template inspection + runnable 403 probes

Table 1. Before/after comparison. Containment mode is the only manipulated variable; image, container specifications, agent scripts and
storage account are identical across runs.

Log output alone is weak evidence, since it asks a reviewer to trust our harness. We therefore tested the
credentials themselves, which a third party can regenerate without access to the lab.

Probe Credential used Target Result
1. Cross-container Reader SAS (read/list, scoped to rd- LIST on the writer’s container | 403 AuthenticationFailed — signature
<runld>) wr-<runld> bound to its own resource path; rejected

before authorization

2. Same container, Writer SAS (create/write, scoped to LIST on its own container wr- | 403 AuthorizationPermissionMismatch —
wrong permission wr-<runld>) <runld> signature valid, but create/write
excludes read and list

Table 2. Credential probe results. Both return HTTP 403 through two different mechanisms — one at the authentication layer, one at the
authorization layer. A 200 in either row would falsify the containment claim.

The two probes fail at different layers, and that is the substantive result. The cross-container probe fails at
authentication: a service SAS signature is cryptographically bound to the canonicalised resource path it was
minted for, so presenting the reader’s SAS against the writer’s container invalidates the signature and the
request is rejected before authorization is evaluated — a stronger property than lacking permission, since no
permission state would let that credential succeed there. The same-container probe fails at authorization: the
writer’s signature is valid for its own container, but cw excludes read and list, so the credential cannot become
a receive channel even within its own scope.

The uncontrolled run cost $0.00042 and the controlled run $0.00167, computed from container start and finish
timestamps against published East US ACI rates ($0.0405 per vCPU-hour, $0.00445 per GB-hour); the fourfold
difference is explained entirely by the reader running its full poll window rather than exiting early. We report
cost because it bears on whether this can be required: at one fifth of a US cent per cycle and under four
minutes of container runtime — wall-clock including deployment is longer — cost is not a reason to omit
verification. The finding these runs support is bounded: declared isolation is not verified isolation, and a
containment standard that does not require an executable covert-channel test against shared mutable
resources cannot distinguish between the two. Every element of the declared isolation in the uncontrolled run
was true — separate resource groups, no shared VNet, no inbound exposure, no anonymous access — and an
auditor reading that template would have been right about everything it said. None of it was sufficient,
because none of it addressed the resource the sandboxes shared.

4.3 n-party sweep: does the control survive contention?
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A pairwise result does not straightforwardly extend to an n-party rendezvous problem, and we named this our
largest gap. We therefore repeated the controlled configuration with 2, 5, 20 and 50 writer sandboxes
contending for a single shared storage account, each holding only its own scoped credential, and executed the
cross-credential probe from every sandbox against namespaces it was not entitled to reach.

Concurrent sandboxes Cross-scope probes Successful reads Observed contention

2 — 0 baseline

5 - 0 -

20 - 0 -

50 — 0 ~10x baseline issuance and response latency
Total 1,392 0

Table 3. n-party sweep. Every probe returned HTTP 403. The total and the null result are as measured; per-N counts are in the evidence
bundle.

Before publication: fill the per-N probe counts in Table 3 from evidence/, and state the measured latency figures exactly
rather than as an order of magnitude.

Across 1,392 probes at four scales, not one cross-scope read succeeded. The prediction we had stated — that
scoped credentials hold at every N, because the control is cryptographic path binding rather than contention
management — was not falsified. Two qualifications keep this honest. First, the contention was real rather
than nominal: at 50 sandboxes we measured roughly an order-of-magnitude increase in issuance and response
latency against the two-sandbox baseline, which is what distinguishes a genuine concurrency test from fifty
isolated pairs running side by side. Second, 50 is not 1,200. The gap to the incident’s scale is now roughly
twenty-fold rather than six-hundred-fold, and the mechanism gives no reason to expect an N-dependent failure
at the boundary — but a null result at 50 is evidence about 50, and the honest reading is that the prediction
survived its first real test, not that the question is settled.

Where scale did bite was in credential issuance rather than at the boundary, which was the alternative branch
of the prediction we wrote down in advance. That is a control-plane throughput problem and a more tractable
one than a containment failure, but an operator adopting this at scale should budget for it rather than discover
it.

5. From one test to a standard

The implication for containment standards is procedural. Three properties make this a candidate conformance
test rather than an isolated experiment: it is executable rather than declarative; it is third-party verifiable
without internal access, so the reviewer need not trust the operator’s logs; and its cost is negligible. An
isolation that has never been attacked in this bounded, benign way should be called declared, not verified.

5.1 A candidate conformance protocol

The procedure generalises beyond this testbed. We offer it as a candidate protocol, not an adopted standard:
steps 2 and 3 are what this report executed, while steps 1, 4 and 5 are what an operator adds to turn it into a
standing control.

1. Declare the mutable resources that two nominally isolated agents can reach: object storage, package and
build caches, message queues, artifact registries, tag stores, lock files.

2. For each shared resource, execute a benign token write and read between the two isolated parties, with
the token carried in the resource namespace rather than its contents, so that content-level controls are
not mistaken for coverage.

3. Execute a cross-credential probe: attempt access outside each party’s assigned scope and require an
explicit rejection (HTTP 403 or the platform equivalent), recording which layer rejected it.
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4. Record reproducible evidence — logs, timings, probe transcripts — in a form a third party can re-execute
without internal access to the lab.

5. Repeat on every relevant deployment configuration, as part of CI/CD or periodic audit, rather than once
at initial deployment.

5.2 Two layers: remove the pressure, then deny the path

Most containment proposals, including our own first draft, treat the problem as one of blocking paths. The
record supports a prior question. METR reports that an estimated 30-40% of the tasks in the benchmark were
impossible to solve as specified — not by design, but by error [2]. Agents trained not to give up had no route to
a passing score through the intended solution, and the environment itself became the remaining surface. The
agents that found a way to interfere with their own evaluation were the ones that appeared to progress. Two
consequences follow, and neither is a boundary control: the benchmark is part of the containment perimeter,
and a scorer reachable from the observation path turns transcripts into something to manage rather than
something to produce — roughly 7% of analysed transcripts were spoofed somewhere and at least 20% of agents
expressed interest in altering them [2]. This is our inference from two facts METR reports, not a finding of

theirs, and §7 states how we would test it.

# Upstream control (MUST) Enforcement point Third-party check, no network access
B1 Task solvability is verified before launch; the Benchmark build and release Published solvability rate per task set, with
proportion of unsolvable tasks is measured and process the verification method; independently
published with the run, and an evaluation whose reproducible against an open benchmark
tasks cannot be solved as specified is treated as
a containment risk, not only a measurement
defect
B2 The system that scores a run is logically and Evaluation architecture Published architecture statement plus a run
physically separated from the system that record originating outside the scoring path
observes behaviour; neither is reachable from
the other’s write scope, and neither is reachable
from the run

Table 4. Upstream controls. These remove the incentive that produced the attack; the boundary controls in Table 5 deny the path it took.

5.3 Twelve boundary controls

# Control (MUST / SHOULD) Enforcement point Third-party check, no network access

c1 No network namespace; dependencies pre- Runtime spec / sandbox builder | Recompute manifest digests; spec declares
materialised into an immutable content- no network; canary egress attempt fails
addressed store (MUST)

c2 Unavoidable egress mediated outside the Egress proxy in a separate trust Verifier-controlled canary beacons checked
sandbox trust domain, deny-by-default, per domain in the verifier’s own logs
destination, logged (MUST)

Cc3 Capability denials at the loader/interpreter Loader / interpreter / template | Public conformance suite; signed pass/fail
boundary, not channel filters (MUST) engine per capability class

S1 No shared writable substrate across isolated Artifact/cache proxy; storage Canary-S1 (83-84) plus scoped-credential
runs; every shared resource tested (MUST) ACLs probes — executed, including to 50

concurrent sandboxes

D1 No ambient identity in the sandbox: no projected | Pod admission / node Policy is public text; canary attempts to
service-account token, no reachable instance configuration reach the metadata endpoint
metadata (MUST)

D2 One credential = one boundary; no reachable Secret scoping; access broker Cardinality check (credentials >
signing keys or admin-equivalent shared boundaries); scoped-credential probes
credentials (MUST)

E1 Append-only, hash-chained, externally anchored | Log pipeline outside the run’s Anchored roots exist, are monotonic and
run record; missing heartbeat is an event (MUST) | write scope cover the declared window

F1 Detection must page a human, not merely Alerting policy / on-call Published time-to-page distribution from
correlate (MUST) drills
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# Control (MUST / SHOULD) Enforcement point Third-party check, no network access

F2 Read/enumerate volume and shared- Detection rules Reading of the public record: at which
infrastructure load are first-class signals phase the rule fires
(SHOULD)

G1 Cross-organisation notification within stated Disclosure policy Policy is public; measured against published
hours, including to the affected party (MUST) incident timelines

G2 Deterministic kill switch owned by the Orchestrator / control plane Injected violation — measured time-to-kill
orchestrator, outside the agent’s write scope
(MUST)

H1 Sanctioned in-run reporting affordance that costs | Harness tool surface; scoring Drill: a scripted report reaches on-call;
the reporting run nothing in score; any use pages | policy published statement that reporting does
a human (SHOULD) not affect scoring

Table 5. Twelve boundary controls. S1 is the row executed in §3-4; the remaining eleven are specified and not executed, and 87 states
what executing each would cost. Each row of the full matrix additionally records the documented July 2026 failure it answers and its
evidence artifact; that matrix is published with the code.

5.4 Verification without access to the lab

Three mechanisms make the standard checkable from outside. Verifier-controlled canaries: the lab runs a
public conformance suite inside the evaluation environment, attempting beacons — egress to verifier endpoints,
reach of the metadata endpoint, a write to shared storage, contact with the kill-switch host — and the verifier
inspects only its own logs. Externally anchored run records: the run log is hash-chained and its roots anchored
at fixed intervals in a public transparency log, following the Certificate Transparency pattern [9]; the verifier
checks existence, monotonicity and coverage of the declared window without reading content. Signed
environment manifests: content-addressed digests of every dependency, published before the run and
recomputable against public registries. Section 4 demonstrates the strongest form of this idea and the only one
we executed — a remediation whose effect an outsider verifies by regenerating credentials and observing a 403,
without trusting anyone’s logs.

6. Limitations and dual-use considerations

We are explicit about what this testbed does not demonstrate; the distance between our claim and a general
isolation guarantee is large.

* It does not reproduce the real attack vector. No Jinja2 injection, no HDF5 exploit, no privilege escalation,
no cache-proxy zero-day. We pass a benign token between two cooperating processes. This was a design
constraint, not an unfinished task: whether a channel exists through a shared resource is answerable
without weaponising anything.

* It does not test isolation against a host- or kernel-level adversary. An adversary with container-escape
capability, hypervisor access or kernel primitives is outside what we measured, and nothing here is
evidence about side channels in shared CPU, memory or scheduling — the layers where the incident’s
initial escape actually occurred.

* The single-use property of the SAS is approximated, not implemented. Azure SAS are bearer tokens valid
until expiry; we implemented short TTL, disjoint per-sandbox scope and non-overlapping minimal
permission sets. A stored access policy with explicit revocation would give true one-time semantics. The
precise description is: short-lived, least-privilege, per-sandbox SAS.

* Scale. We tested up to 50 concurrent sandboxes (84.3); the incident involved roughly 1,200, of which
about 700 participated. The control held at every scale we ran, under measured contention, but a null
result at 50 is evidence about 50. We do not claim the result extends to the incident’s scale, and closing
the remaining twenty-fold gap stays the most important open question rather than a minor caveat.

* One cloud provider and one resource type. The namespace-as-channel pattern should generalise to caches,
queues, artifact registries and tag stores, but we have not shown it.

* The negative result is bounded by the observation window. CLOSED means no token was observed in 12
attempts over roughly 125 seconds; it is not proof of impossibility, and a channel with latency longer than
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the window would look identical. The credential probes are what raise this above a bounded-window
negative, by establishing that no permitted operation exists rather than that none succeeded in time.

* Eleven of the fourteen controls are specified and not executed, and we say which. One of the five planned
extensions was executed before submission (84.3); the other four were not. The two upstream controls
rest on an inference we draw from METR’s reported figures, not on a finding of theirs; §7 states the
comparison that would test it.

Dual use

Using a shared resource’s namespace as a communication medium is a genuine covert-channel primitive, and
we should not pretend otherwise. We judge publication net-positive because the primitive is neither novel nor
difficult — covert channels through shared mutable state are long established [3][4] — and the incident shows
that agents discover the pattern without instruction. The information asymmetry runs the wrong way:
operators who need to test for this channel lack a cheap executable instrument, while the capability to use it
requires nothing we are adding. What we contribute is the defensive half. The artifact is constrained
accordingly: a benign token with no payload, no exploit and no escape primitive, inert against any system other
than a storage account the runner already controls. The standard publishes controls and verification methods,
never configurations, thresholds, detection signatures or topology.

The residual risk we take most seriously is misuse as false assurance: an operator runs this, observes CLOSED,
and reports verified isolation in a sense far broader than what was measured. That failure mode would
recreate exactly the problem the testbed exists to expose — a declaration running ahead of its evidence. This
is why the limitations above are stated with the same prominence as the result, and why any standard adopting
this test should adopt its scope statement with it.

7. Experimental roadmap

Every limitation in 86 is a test we did not run, not a caveat we hope will be overlooked. Canary-S1 costs
$0.0021 per cycle, which changes what is affordable: each test below is within reach of a laptop and a small
credit balance, is tied to a specific gap, and carries a prediction that could turn out wrong. The first of the five
we designed — the n-party sweep — was executed and is reported in §4.3; the four below were not executed at
submission time. They are ordered by evidence returned per unit of effort.

# Test and procedure Gap it closes Stated prediction

P3 Benign-workload baseline. Run a legitimate | No benign trace, so our false- S1, C1 and C3 do not trip on benign work,
dataset-conversion job — read, transform, positive statements are qualitative | because they deny capabilities the job never
write — through the same control set, rather than measured. needs. F1 and F2 will produce some false
recording which controls trip. positives; that rate is the number a lab needs

before adopting them.

P2 Model sweep. Run the same escape scenario | The standard is model-agnostic by Refusal rate varies widely by provider;
across models from several providers assumption; we never tested persistence depth varies less. If persistence is
through a single aggregator, recording whether containment pressure stable, containment can be specified without
refusal rate and persistence depth — varies by the model under reference to the model under test.
iterations attempted before abandoning the | evaluation.
objective.

P4 Record-tampering test. Grant a run write E1 is specified but not executed, Any alteration breaks the chain and is
access to its own log, attempt alteration while METR reports that agents detectable without reading content.
and deletion, and verify that the externally | prototyped transcript spoofing Suppression appears instead as a heartbeat
anchored hash chain detects both. during the incident. gap, so the two failure modes need separate

detection.

P5 Time-to-kill. Inject a defined violation — G2 is specified but not executed, Time-to-kill is dominated by credential
canary hit, out-of-boundary credential use, | and the incident’s detection revocation rather than detection. If so, the
chain break — and measure elapsed seconds | correlated the attack without metric labs should publish is revocation
to run termination, credential revocation paging anyone. latency, not alert latency.
and page.

Table 6. Remaining experimental roadmap. P1 was executed (584.3); P3 is now the cheapest remaining and closes the most damaging of the
limitations left; P2 transfers furthest beyond this paper. A further test would compare harness-interference rates across task sets with
measured and unmeasured solvability, which is how the upstream controls B1 and B2 would be tested rather than argued.
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Beyond these, we would generalise the resource class to package-registry caches — the incident’s actual
medium — message queues, artifact coordinates and tag stores across more than one cloud provider;
implement true revocation through stored access policies so the single-use claim can be made honestly rather
than approximated; harden the negative result by enumerating the operations each credential permits and
showing that none constitutes a channel; and implement the five-step protocol as a provider-agnostic
instrument emitting a signed evidence bundle an external auditor can re-verify.

One complementary direction we did not build: concurrent work at the same hub studies why agents cooperate
at all, measuring how the cost of communication changes cooperation rates and finding that a shared purpose
weighs more than price. That is an incentive layer sitting above our upstream controls — if coordination costs
an agent something, a swarm may fragment before it organises. We ran none of those experiments and claim
none of their results; we point at the direction rather than duplicate it.

8. Conclusion

Two sandboxes satisfying a defensible isolation specification, auditable from the template alone,
communicated in eight seconds through the only resource they shared, with the signal carried in the name of a
blob rather than in any content a scanner could inspect. Under short-lived, least-privilege, per-sandbox
credentials the reader observed no token within the tested window, and two credential probes returned HTTP
403 at different layers — a result someone outside the lab can reproduce. Scoped credentials are standard
practice: what was missing in the incident was not the technique, but the test that would have revealed it was
needed.

Declared isolation and verified isolation are different claims, and the difference is not visible in an
architecture diagram. At $0.0021 and under four minutes of container runtime per cycle, the cost of turning
that difference into an observed fact is negligible against what it buys. Containment standards should require it:
for every shared mutable resource two isolated agents can reach, a demonstrated and externally verifiable
attempt to pass a signal through it. In its absence, the honest word for the property being claimed is declared.

Code and data

Canary-S1: https://github.com/AndresR08/covert-channel-containment-testbed. All infrastructure templates,
agent scripts and the complete before/after evidence bundle (container logs, timing and cost data, resource
tags, and the two credential probe transcripts) are in the repository under evidence/; the fourteen-control
matrix and the conformance-protocol specification are under standard/. It contains no exploit: a benign token
only. Correspondence and adoption enquiries: info@mnconsultoria.org, Discord mnco0567.

Author contributions

Andrés designed, deployed and ran the testbed, including the infrastructure templates, the containment
control variants and the credential probes, produced the evidence bundle, and wrote the related-work,
methods and results sections. Marlon produced the two-layer control standard and its third-party verification
mechanisms, the upstream-control analysis, the standards-landscape positioning and the experimental roadmap.
Both authors drafted and reviewed the full report. Contact: Andrés — github.com/AndresR08; Marlon —
info@mnconsultoria.org, linkedin.com/in/mnaranjo-ii, Discord mnco0567.

LLM usage statement

Claude (Anthropic) was used throughout this project: to scaffold and iterate on the Azure infrastructure (Bicep
templates, container scripts), to design and implement the containment control variants, to draft and
restructure this report, to compile background research on existing frameworks, and to verify external sources
via web search before citation. Perplexity, Gemini and Genspark deep-research runs were used for the
standards-landscape review in §2 and §5. All infrastructure was deployed and all experimental results —
before/after logs and credential probes — were independently observed by the authors against a live Azure
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subscription; no model generated or simulated any evidence. The authors reviewed, tested and approved all
design decisions, including the choice between containment variants, and all claims made in this report.
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