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Abstract 

Current DNA synthesis screening relies on sequence homology , a method easily bypassed by 
AI-enabled threat actors through deliberately mutated or obfuscated sequences. This creates an 
"uncomfortable asymmetry" where offensive capabilities are democratizing faster than our 
defensive infrastructure. We present Alpha-Screen, a proof-of-concept for a next-generation 
"defensive acceleration" . Instead of just checking sequence patterns, Alpha-Screen analyzes 
potential functions. It translates a given DNA sequence in all six reading frames and feeds the 
resulting potential proteins into a State-of-the-Art (SOTA) protein folding model (ESMFold) to 
predict 3D structure. This novelty of integrating the "Test" phase (structure/function) directly into 
the "Screen" phase allows the system to flag high-risk structural features, not just sequence 
similarity. This approach can catch mutated threats that evade current screens , providing a 
crucial early warning against novel biosecurity threats. 
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1. Introduction 

AI is fundamentally changing what's possible for both attackers and defenders. In biosecurity, 
this means AI can "guide pathogen design," creating novel sequences that are deliberately 
mutated to evade detection. The current defensive infrastructure for DNA synthesis screening is 
a prime example of this vulnerability. It relies almost exclusively on sequence homology, which 
is "fragmented and slow to adapt" to these new, obfuscated threats. 

This creates a critical gap: "offensive capabilities are democratizing rapidly while defensive 
capabilities lag behind." A threat actor can easily modify a known toxic sequence, make it pass 
a homology check, and still retain its dangerous function. 



This project, Alpha-Screen, is an act of "defensive acceleration" (def/acc). Our goal is to "build 
better defensive technology" by "strengthening the shield" for DNA synthesis. 

Our hypothesis is that by integrating protein structure and function prediction directly into the 
screening phase , we can create a system that flags threats based on their potential function 
(e.g., high-risk structural features ), not just their sequence. This directly addresses the "DNA 
synthesis screening tools" track of the hackathon. Our project's core narrative is powerful: "Here 
is a sequence that passes all the commercial screens, but our AI model catches it because it 
sees the function". This is a vital first step toward "true functional analysis of DNA" to provide an 
early warning against novel bioweapons. 

 

2. Methods 

We developed a proof-of-concept software model, "Alpha-Screen" , in Python using libraries 
such as Biopython and Hugging Face Transformers. Our pipeline executes a novel 
"Translate-Fold-Classify" workflow: 

1.​ DNA to Protein Translation: The input DNA string is read by Biopython's Seq module. 
It is then translated in all six reading frames (three forward , three reverse-complement ) 
to find all potential protein-coding segments. 

2.​ Viability Filtering: We iterate through the translated sequences and split them by stop 
codons ('*'). Only segments longer than 30 amino acids are kept, filtering out noise and 
focusing on potentially viable proteins. 

3.​ AI-Powered Structure Prediction: Each viable protein sequence is fed into 
EsmForProteinFolding (facebook/esmfold_v1) , a SOTA foundation model for 
protein informatics. The model, running on the available device (CPU or GPU) , 
generates a predicted 3D structure. 

4.​ Functional Analysis (Planned): The pipeline was designed to then use Interproapi to 
predict Gene Ontology (GO) terms from the sequence. 

5.​ Classification: A classification logic was implemented to check any predicted GO terms 
against a predefined set of DANGEROUS_GO_TERMS (e.g., "GO:0009405" for 
pathogenesis). A match would classify the protein as "DANGEROUS". 

 

3. Results 

We successfully built and executed the core technical pipeline, demonstrating its feasibility as 
an MVP. 

●​ What Worked: The system correctly ingests a sample DNA sequence , translates it into 
multiple potential proteins , and successfully loads and runs the ESMFold model to 



process them. For viable proteins, the model generated structural confidence scores 
(predicted lDDT), proving the "Translate-Fold" workflow functions. 

●​ Hackathon Challenges: The DeepFri library could not be installed due to a Python 
version incompatibility on the development machine. This was a known risk for a 
complex ML pipeline in a hackathon timeframe. 

. 

The following output from test demonstrates the functional pipeline: 

 

 

4. Discussion and Conclusion 

This hackathon project successfully created a proof-of-concept for a functionally-aware DNA 
screening tool. We demonstrated the core technical pipeline: Translate -> Fold -> Classify. 

This project strongly aligns with the "def/acc" mission: 

●​ Technical Difficulty: We used a SOTA foundation model (ESMFold) in the specialized 
field of protein informatics and executed a complex ML pipeline. 

●​ Impact & Storytelling: The impact is "high-stakes". We are directly addressing the 
"asymmetry" in biosecurity. Our tool is a "shield" designed to catch threats that current, 
homology-based systems will miss. 

Alpha-Screen is a vital step in "defensive acceleration." By moving beyond simple sequence 
matching to "true functional analysis", we are building the "defensive infrastructure" needed to 
protect against AI-enabled biosecurity threats. 
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6. Appendix 

Security Considerations 

Potential Limitations: 

●​ Computational Cost: Running ESMFold on every potential protein from six reading 
frames is computationally intensive and not (yet) suitable for real-time, high-throughput 
screening. 

●​ Model Accuracy: The pipeline's effectiveness is entirely dependent on the accuracy of 
the downstream models. Novel protein folds (missed by ESMFold) or novel functions 
(missed by Interproai) would not be flagged. 

Complex Functional Obfuscation: A sophisticated attacker could design a pro-toxin 
that only becomes dangerous after post-translational modification or interaction with a 
specific ligand —a context our model lacks. 

Future Improvements: 

●​ Deep Context sensitivity: WIth improvements to the pipeline, evolution of synthesized 
material could be simulated during the screening process. 

●​ Structural Motif Matching: A more advanced version would not just predict GO terms, 
but actively perform 3D pattern matching on the predicted structures to search for 
known high-risk structural motifs (e.g., the active site of a toxin). 

●​ Optimized Pipeline: A production-grade system might use faster, embedding-based 
models as a first-pass filter, only running the full, costly ESMFold model on sequences 
that are flagged as "suspicious." 

●​ Environmental Context: A research-level version could begin to model functional 
viability in different environments (e.g., pH, temperature). 
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