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The Problem: We're Tracking the Cause, Not the Effect

● AI Training Compute (Source: Epoch AI)
● Emerging Capabilities (Source: METR)

● Real-World Harms
● Societal Impact
● Reported Incidents

THE CAUSE (Inputs) THE EFFECT (Outputs)

?



Our Solution: A Situational Awareness System for AI Risk



Finding 1: As AI Power Grows, So Does AI Harm



Finding 2: 'Malicious Use & Security' is the #1 Risk Hotspot



Feature: From "What" to "Why" with 'On the Radar'



Analysis: What's Driving the 'Malicious Use & Security' Hotspot?

  🎭 

Deepfakes & Synthetic Media 
Impersonation

AI-generated videos, voices, and 
images used to impersonate 

individuals for scams, promotions, 
or misinformation.

 🎣
AI-Enabled Fraud & Phishing

AI-generated text and websites 
used to steal credentials, 

manipulate individuals, and create 
fraudulent campaigns at scale.

⚠
Unsafe Exposure & Algorithmic 

Harm

AI systems acting in unintended 
ways, such as promoting harmful 
content, making biased decisions, 
or producing flawed risk scores.



Recommendations: From Data-Driven Insight to Action

The Problem (Identified Use Case) Lab-Based Mitigation 
(Technical & Policy)

Adopt C2PA Watermarking
Embed cryptographic, tamper-evident 

watermarks into all generated media to prove 
its synthetic origin.

Governance Mitigation 
(Regulatory)

Targeted Refusal Training
Specifically train models to detect and refuse 

prompts aimed at creating deceptive or 
socially manipulative content.

Mandate "Know Your Customer" (KYC)
Require providers of high-risk APIs (e.g., 

voice cloning) to verify user identity, 
preventing anonymous abuse.

Clarify Platform Accountability 
Establish clear legal liability for platforms that 
knowingly fail to prevent their services from 
being used to generate fraudulent content at 

scale.

Generative Impersonation
Voice/video cloning for fraud and 

misinformation

Automated Social Engineering
LLMs creating convincing phishing attacks at 

scale



Future Work & Next Steps

● Formal Validation & Accuracy Benchmarking
○ Implement a script to formally validate our LLM classifier against the "gold 

standard" set, generating a precise accuracy score and a full classification report.

● Advanced Forecasting Models
○ Explore more sophisticated time-series models (e.g., ARIMA or Prophet) to 

capture more complex, non-linear trends and seasonality in the incident data.

● Automated Micro-Analysis
○ Integrate a second, more powerful LLM (e.g., via a GPT or Gemini API) to 

automate the thematic analysis of hotspots, turning the final "Recommendations" 
section into a dynamic, real-time feature of the dashboard.



Thank You
Live Demo: https://ai-risk-hotspots.streamlit.app/

GitHub Repository: https://github.com/ismailkm/aI-risk-hotspots-early-warning-system


