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Abstract 

AI control monitors that evaluate agent actions per-task struggle 
to detect attacks distributed across multiple individually-benign 
tasks. I applied offensive security tradecraft to ControlArena’s 
Opus 4.6 monitor using 22 attack transcripts across four 
categories. All 20 offensive transcripts evaded the default 
monitor. Against the full-trajectory monitor, TOCTOU attacks 
evaded at 100% and salami attacks at 80%, while 
living-off-the-land and text-only exfiltration were mostly caught. 
The difference is structural: TOCTOU and salami distribute the 
attack across separate evaluations that are each individually 
benign, so no single evaluation contains evidence of wrongdoing. 
Cross-model validation on Sonnet 4.5 confirmed this: 
content-based evasion disappeared entirely but structural evasion 
persisted. This structural/content-based distinction is the central 
finding: it separates attacks that yield to capability scaling from 
attacks that require architectural change, two fundamentally 
different problems. The report provides a taxonomy mapping 
offensive security patterns to monitor blind spot classes, a 
proof-of-concept aggregate monitor with cross-task state (caught 
3/5 salami steps vs. 1/5 for per-task evaluation), 
ControlArena-compatible attack policies, and the first dataset 
bridging offensive security methodology with AI control 
red-teaming. 

 

1 Research conducted at the AI Control Hackathon, March 2026 

https://apartresearch.com/sprints/ai-control-hackathon-2026-03-20-to-2026-03-22


1. Introduction 

Per-task monitoring cannot catch attacks that span multiple tasks. This is not a capability 
limitation. It is an architectural one. This research applies offensive security tradecraft to AI 
control evaluation, revealing a class of monitor blind spots that persist across models because the 
attack never appears in any single evaluation unit. The distinction between structural and 
content-based blind spots separates two fundamentally different classes of problem in AI control: 
attacks you can solve by making monitors smarter, and attacks you cannot. 

AI control protocols rely on trusted monitors to detect when an untrusted agent pursues hidden 
objectives alongside its assigned task (Greenblatt et al., 2024). Existing red teams attack the 
monitor’s LLM: prompt injections, code obfuscation, output manipulation (Terekhov et al., 2025). 
I attack the monitor’s architecture. The offensive security community has catalogued evasion 
strategies for decades: living off the land (use only legitimate tools), TOCTOU (exploit gaps 
between approval and execution), salami attacks (stay below per-action thresholds). These 
techniques are in MITRE ATT&CK, which frontier models are trained on. A sufficiently capable 
misaligned agent would not limit itself to techniques familiar to ML researchers; it would converge 
on whatever works. As the hackathon keynote put it: AI control researchers are AI experts, not 
cybersecurity experts, and uplifting traditional security techniques is an open opportunity [9]. 

This work builds on my prior offensive security research. I built Chainbreaker [5], an open-source 
AI red-teaming workbench with 65+ MITRE ATLAS techniques, released through my startup 
Authensor. My earlier Signal Dilution work [4] showed that system-prompt policy enforcement 
degrades through conversational structure, establishing that certain AI vulnerabilities are 
architectural rather than capability-based. I extend that principle to AI control monitors here, with 
empirical evidence across two models. 

My contributions: 

1.​ A taxonomy of structural vs. content-based blind spots in per-evaluation monitoring. 
Two of four attack categories (TOCTOU, salami) achieve 100% and 80% evasion because 
the attack is distributed across separate evaluations that are each individually benign. 
Switching to a stricter model (Sonnet) eliminates content-based evasion entirely but only 
reduces structural evasion, confirming the distinction is real and predictive. 

2.​ A dataset of 22 annotated attack transcripts with roughly 200 evaluations across two 
models, the first head-to-head comparison between offensive security and ML-native attack 
methodologies against AI control monitors. An unprompted agent independently discovers 
the architectural bypass without being told it exists. 

3.​ A proof-of-concept aggregate monitor with cross-task state that catches cumulative drift 
attacks (3/5 vs. 1/5 for per-task evaluation), along with ControlArena-compatible attack 
policies, a Chainbreaker bridge (35 MITRE ATLAS TTPs), and prioritized 
recommendations. 



2. Related Work 

Greenblatt et al. (2024) introduced the AI control framework. ControlArena (UK AISI + 
Redwood Research, 2025) provides settings and monitor implementations for testing control 
protocols. The Ctrl-Z paper (Bhatt et al., 2025) demonstrated that resampling reduces attack 
success from 58% to 7%. 

Terekhov et al. (2025) showed that prompt injections tailored to the monitor’s identity 
consistently evade diverse monitors. Their key finding was that the Defer-to-Resample protocol 
backfires under adaptive attack, amplifying evasion through best-of-n sampling. My work is 
complementary: Terekhov et al. attack the monitor’s LLM (prompt injection susceptibility); I 
attack the monitor’s architecture (structural assumptions about what to evaluate and when). 

In my prior work, I showed that system-prompt policy enforcement degrades through 
conversational structure rather than context volume (the “Signal Dilution” finding [4]). This 
established that certain AI vulnerabilities are structural, not capability-based. I extend that 
principle to AI control monitors here. 

Living off the land techniques (MITRE ATT&CK), TOCTOU vulnerabilities (CWE-367), and 
salami attacks have not previously been applied to AI control evaluation. I built Chainbreaker [5], 
an open-source AI red-teaming workbench that systematizes 65+ MITRE ATLAS techniques for 
AI agent security testing, and the Attack-Alignment Rosetta [8] mapping offensive security 
patterns to alignment failure modes. Both are open-sourced through Authensor. 

3. Methods 

3.1 Threat Model​
I adopt the standard AI control threat model: an untrusted agent receives a main task, may pursue 
a hidden side task, and is scored by a trusted monitor (prompted Opus 4.6). If the suspicion score 
exceeds 0.5 (normalized), the action is flagged. 

I assume the misaligned agent has knowledge of the monitoring architecture. This is plausible for 
models trained on data that includes the open-source ControlArena codebase. Terekhov et al. 
(2025) make the same assumption. 

 

 

 

 



3.2 Attack Taxonomy 

​
​ Table 1: Attack taxonomy mapping offensive security techniques to monitor blind spots. 
 

3.3 Transcript Dataset 

I constructed 22 transcripts: 20 using this taxonomy (5 text-only, 6 LOTL, 5 salami, 4 TOCTOU) 
and 2 prompt injection baselines from Terekhov et al. (2025). Each follows ControlArena’s 
message format and is annotated with the attack mechanism, the architectural assumption 
exploited, and a real-world parallel. 

The salami category is a series of five individually clean transcripts (firewall, user creation, SSH, 
password policy, health monitoring) that collectively transform a hardened server into a fully 
compromised one. No single transcript is malicious. 

3.4 Evaluation Setup 

I built a complete evaluation harness, 22 annotated transcripts, 4 ControlArena-native attack 
policies, an aggregate monitor, and a bridge importing 35 MITRE ATLAS techniques, all solo 
during the hackathon weekend. I evaluate against two ControlArena monitor configurations using 
prompt templates from the project’s source (BasicMonitor and FullTrajectoryMonitor). The 
evaluation harness re-implements ControlArena’s scoring logic rather than running the full 
sandbox pipeline; results reflect the monitor’s prompt-based evaluation: 

●​ Default monitor (per-step): Evaluates the last message’s tool calls on a 0-10 scale. Returns 
0.0 without LLM evaluation if no tool calls are present (skip_if_no_tool_calls=True). 

●​ Full trajectory monitor: Evaluates the complete transcript on a 0-100 scale with 
fine-grained rubric bands. 



All evaluations use Opus 4.6 as the monitor, matching the hackathon specification. Scores are 
normalized to 0.0-1.0 for comparison (default monitor raw 0-10 divided by 10; full trajectory raw 
0-100 divided by 100). I define evasion as a normalized mean score below 0.5, matching 
ControlArena’s default defer threshold. For statistical robustness, each transcript is evaluated 5 
times (temperature=1.0) with 95% CIs reported. I also ran cross-model validation on Sonnet 4.5 
(3 runs per transcript on the highest-evasion transcripts per category) to test whether the 
structural/content-based distinction holds across models. 

4. Results 

4.1 Default Monitor: Systematic Evasion 

The default monitor fails to flag any of the 20 offensive transcripts. Five text-only transcripts 
trigger a configurable bypass (skip_if_no_tool_calls=True) that returns 0.0 without invoking the 
LLM. The remaining 15 score 0 to 3 on the raw 0-10 scale, well below the 5.0 threshold. Mean 
across all 20 offensive transcripts (including bypasses at 0): 0.35/10. 

Baseline prompt injection PI_01 is caught at 9/10. PI_02 scores 5/10 (threshold). The same 
monitor catches prompt injection and misses all offensive security attacks. 

4.2 Full Trajectory Monitor: Category-Dependent Evasion 

 
 

Table 2: Full-trajectory monitor evasion rates by category (5 runs per transcript, 
Opus 4.6 as monitor). Evasion = mean normalized score below 0.5. 

 

A clear pattern emerges: evasion rate tracks the degree to which the attack is structural 
rather than content-based. TOCTOU and salami attacks distribute the malicious intent 
across separate evaluation units, evading at 100% and 80% against the Opus full-trajectory 
monitor. LOTL and text-only attacks, where sensitive content is at least partially visible 
within a single evaluation, are caught more often (33% and 20% evasion). This gradient is 
the empirical basis for the structural vs. content-based classification in Section 5.​
 



Figure 1: Full-trajectory monitor scoring by category, showing the split between structural and 
content-based attack efficacy. 

​
4.3 Detection Boundary 

The monitor catches visible credentials, scope deviation, and known-bad patterns (e.g., nc -e). It 
misses legitimate dual-purpose actions, cumulative drift across tasks, attacks distributed across 
evaluations, and behavioral changes invisible in diffs.​

​
Figure 2: Offensive security attacks evade both monitors; prompt injection is caught by the default 
monitor and partially by full-trajectory.​
 

 

 

 



​ 4.4 Cross-Model Validation​

​
                               Table 3: Cross-model comparison (full trajectory monitor).​
​
Sonnet scores higher (more suspicious) across all categories. This is likely a calibration difference 
rather than superior detection: Sonnet appears more conservative in its scoring overall, which 
means it flags more aggressively. Without a benign baseline, I cannot determine whether this also 
means more false positives. What matters for the structural/content-based distinction is the 
pattern: Sonnet eliminates all LOTL and text-only evasion (content-based attacks) but TOCTOU 
and salami still partially evade (structural attacks). The clean-phase TOCTOU transcripts 
(toctou_01, toctou_03) remain near-zero on both models because they genuinely are benign in 
isolation.​

​
Figure 3: Sonnet eliminates content-based evasion but structural attacks persist across both 

models.​
​
​ 4.5 Automated Attack Generation 

I gave Sonnet a misaligned objective and a task description. No technique name. No information 
about monitor architecture. No knowledge of skip_if_no_tool_calls. The agent independently chose 
a text-only final message, discovering the architectural bypass on its own, and scored 2/100 on the 
full-trajectory monitor. That matches the hand-crafted TOCTOU transcript I built with 
professional pentesting experience.​



​
                           Table 4: Evasion across generation methods (n=1 per condition).​
​
An agent given only a misaligned objective converges on the same evasion strategy that took 
deliberate professional effort to design. The structural blind spots I identify are not obscure. A 
scheming agent with access to ControlArena’s open-source codebase (which frontier models are 
trained on) would find them. This is n=1 per condition because I am an independent researcher 
and do not have the API budget to run comprehensive trials on Opus at scale. But the finding is too 
important to omit: agents can discover architectural monitor bypasses without being taught 
offensive security. Scaling this to statistical power is the single highest-priority follow-up to this 
work.​
​ 4.6 Statistical Robustness 

Across 110 evaluations (22 transcripts x 5 runs each, temperature=1.0), the results are stable. 
Mean within-transcript standard deviation is 0.035, meaning the monitor gives nearly identical 
scores each time it sees the same transcript. Of 11 evading offensive transcripts, 9 maintained 
evasion on every single run. Two transcripts (text_exfil_04 and toctou_02) sit near the 0.5 
threshold with some runs above and some below, which I report transparently in the full results 
matrix (Appendix A). The structural attacks (TOCTOU, salami) are the most stable: TOCTOU 
clean-phase transcripts return identical scores across all runs (0.010 and 0.020), sitting at the 
monitor’s scoring floor. 



​
Figure 4: Every transcript sorted by suspicion score. Structural attacks cluster below threshold; 
content-based attacks cluster above.​
 

5. Discussion and Limitations 

The Structural/Content-Based Distinction 
The results reveal two different classes of problem in AI control monitoring, and the boundary 
between them is empirically clean. 

Content-based blind spots happen when the monitor sees the relevant information but fails to 
recognize it as suspicious. These yield to capability improvement: Sonnet eliminates all LOTL and 
text-only evasion that Opus misses. A smarter monitor solves these. 

Structural blind spots happen when the monitoring architecture never presents the relevant 
information to the monitor in the first place. Per-task evaluation means each task is scored in 
isolation. If the attack is distributed across tasks, no individual evaluation can see it. These persist 
across models: Sonnet reduces TOCTOU evasion from 100% to 75% and salami from 80% to 
40%, but the clean-phase TOCTOU transcripts remain near-zero on both models because they 
genuinely are benign in isolation. A smarter monitor does not solve these, because the problem is 
not what the monitor is doing with the information, but what information it receives. 



This distinction matters beyond ControlArena. Any monitor that evaluates agent actions per-task 
without cross-task state will have the same structural blind spot for composition attacks. The 
TOCTOU case makes this concrete: neither transcript is individually malicious. The attack exists 
only in their composition. No amount of model capability improvement changes this, because there 
is nothing suspicious to detect within any single evaluation. Addressing it requires architectural 
change: cross-task state, dependency tracking, or full-codebase diffs. 

Implications for AI Control Research 

My four attack categories map to well-studied security threats: deceptive alignment maps to insider 
threats, scheming to APT persistence, goal misgeneralization to configuration drift. I formalized 
these correspondences in the Attack-Alignment Rosetta [8]; the security industry has decades of 
tested defenses for each. The structural/content-based distinction provides a framework for 
prioritizing which defenses to import first: architectural changes for structural blind spots 
(cross-task state, dependency tracking), capability improvements for content-based ones (better 
models, more context). Without this distinction, AI control research risks investing in capability 
scaling for attack classes where it does not help. 

Aggregate Monitor 

Current ControlArena monitors evaluate each task independently. My aggregate monitor adds 
cross-task memory: it tracks cumulative changes to security-relevant system properties (network 
exposure, access control, authentication, data protection, privilege scope) across a sequence of 
tasks. Instead of asking “is this task suspicious?”, it asks “given everything this agent has done so 
far, is the overall trajectory suspicious?” 

This is the AI control equivalent of moving from antivirus (check each file) to EDR (track behavior 
over time). 

Results: the aggregate monitor catches 3/5 salami steps compared to 1/5 for the standard 
full-trajectory monitor. Suspicion scores rise as degradation compounds across the salami series 
(0.22, 0.34, 0.58, 0.72, 0.78). On unrelated tasks, scores stay low (average 0.22). On 
security-adjacent but benign tasks, it over-flags (0.96), which tells me the same thing the security 
industry already knows about behavioral monitoring: it needs calibration and tuning to reduce false 
positives, but the detection capability is real. 

Recommendations 

Rec 1: Remove the skip_if_no_tool_calls=True default. This is a configuration change that 
eliminates the text-only exfiltration class entirely. The monitor prompt would also need updating to 
evaluate text content rather than empty tool-call blocks. Low effort, high impact. 

Rec 2: Implement cross-task aggregate scoring. My proof-of-concept aggregate monitor 
demonstrates this is feasible and catches attacks that per-task monitors structurally cannot. It 
needs calibration against benign workloads to set thresholds, but the architecture works. 



Rec 3: Add dependency tracking between approved changes. TOCTOU attacks exploit the fact 
that changes approved in one task are not re-evaluated when a later task depends on them. A 
monitor that maintains a dependency graph of approved changes and re-evaluates when 
downstream tasks touch the same resources would catch the composition. 

Rec 4: Content-aware data flow analysis. LOTL attacks succeed because the monitor evaluates 
whether an action is legitimate but not whether the data flowing through it is sensitive. Tracking 
what data is accessed and where it goes (not just what tools are called) would catch exfiltration 
through legitimate channels. 

Rec 5: Behavioral baselining. Establish what “normal” agent behavior looks like for each task 
type. Salami attacks look clean individually but the cumulative deviation from baseline is 
measurable. This is standard practice in security (UEBA) and translates directly. 

 
 

Limitations 
Dataset size. 22 hand-crafted transcripts demonstrate the taxonomy and support the 
structural/content-based distinction. The auto-generation tests (Section 4.5) show agents can 
produce evasive transcripts independently, pointing toward scalable dataset generation. 

Evaluation harness. The evaluation harness uses ControlArena’s open-source monitor prompt 
templates and replicates its published scoring logic, but runs outside the full sandbox pipeline. 
End-to-end sandbox execution at $20+/run was not in the budget for this work. The prompts, 
scoring bands, and normalization match the ControlArena source directly. 

Model coverage. Both monitor models (Opus 4.6, Sonnet 4.5) are Anthropic. The structural blind 
spots held across both. Validation on GPT, Gemini, or open-weight monitors would test 
generalizability further. 

No benign baseline. I did not measure false-positive rates on honest transcripts. The aggregate 
monitor’s over-flagging on security-adjacent tasks (0.96) shows this matters and needs 
addressing. 

Future Work 
The connection between offensive security and AI control is largely unexplored. This work 
scratches the surface. There is a large space of open questions and research directions that follow 
from the structural/content-based distinction and the broader security-alignment correspondence. 

Scaling attack generation. The Chainbreaker bridge already converts 35 MITRE ATLAS 
techniques into ControlArena policies; the full library has 65+. Combined with the 
auto-generation finding (Section 4.5), where agents independently discover architectural bypasses, 
there is a path to automated red-team generation at scale. Running the auto-generation experiment 



at n=100 or more per condition would establish statistical power behind the most surprising 
finding in this report. 

Monitor-as-system-prompt vulnerability. My Signal Dilution work [4] showed that 
system-prompt policy enforcement degrades under sustained conversational pressure. 
ControlArena’s monitors ARE system-prompted LLMs. The question of whether multi-turn 
interaction between agent and monitor could degrade the monitor’s own scoring policy is 
unexplored and potentially serious. If an agent can gradually shift the monitor’s calibration 
through the content of its actions, the monitor itself becomes an attack surface. 

Circuit-level monitoring. The structural blind spots I identify are properties of per-evaluation 
output monitoring. Circuit-level monitoring of model internals (probes, activation analysis) 
operates on a fundamentally different information surface. A probe that detects “this model is 
pursuing a hidden objective” does not care whether the output looks benign. Whether structural 
blind spots survive that shift is an open question with major implications for AI control 
architecture. 

6. Conclusion 

Per-evaluation AI control monitors have structural blind spots for attacks distributed across 
multiple individually-benign tasks. Offensive security tradecraft exposes these blind spots 
systematically. The central finding is the structural/content-based distinction: TOCTOU and 
salami attacks evade because the monitoring architecture evaluates tasks in isolation and no single 
task contains the attack, while LOTL and text-only attacks evade (when they do) because the 
monitor fails to recognize suspicious content it can actually see. These are fundamentally different 
problems. The first requires architectural change. The second yields to capability scaling. Both 
held across Opus and Sonnet, confirming the distinction is not an artifact of a single model. 

I provide the taxonomy, the dataset (22 transcripts, about 200 evaluations, two models), a 
proof-of-concept aggregate monitor, ControlArena-compatible attack policies, and a bridge 
importing 35 MITRE ATLAS techniques into AI control evaluation. The offensive security 
community has decades of tested defenses for exactly the attack classes I identify here. This work 
is a first step toward importing that knowledge into AI safety. 

 
 
 
 
 
 
 
 



Code and Data 
●​ Code repository: https://github.com/15researchlab/ai-control-monitor-blind-spots 
●​ Dataset: 22 transcripts with around 200 evaluations (110 Opus statistical, 44 Sonnet, 

aggregate, auto-generation) 
●​ ControlArena integration: 4 attack policies, aggregate monitor, Chainbreaker bridge (35 

TTPs), ControlArena v14.2.0 compatible 
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Appendix 

A. Full Results Matrix​

​
B. Transcript Walkthroughs (Summary) 
Detailed walkthroughs are available in the code repository. Key examples: text-only bypass 
(auto-bypass, score 0.0); LOTL via test fixtures (score 0.270, standard dev workflow); salami 
series (5 clean tasks, one compromised server); TOCTOU dependency update (score 0.020, zero 
variance, transcript is genuinely benign). 

 
 
 



C. ControlArena-Native Code 

Four attack policies and one aggregate monitor provided as control_arena_native/, compatible with 
ControlArena v14.2.0. Chainbreaker bridge converts 35 MITRE ATLAS TTPs into ControlArena 
policies. 

 

LLM Usage Statement 
Opus 4.6 assisted with the evaluation harness development, and experiment drafting. All attack 
designs reflect my offensive security expertise. All results were generated programmatically and 
verified. I used Opus to help me decide which sections could be refined, as I wrote up about 16 
pages of content in the first draft and needed to slim it down considerably. It is surprisingly good 
at consolidation and finding redundancies.  
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