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Abstract

We find that recent machine unlearning methods can be jailbroken
to utilize some of the retained subject-specific information still
latent in the model. For instance, rewording a prompt to ask for
help creating bioweapons can return a reasonable answer. We
analyze different machine unlearning methods and show varying
robustness profiles for this scenario, laying the groundwork for
future policy regimes dependent on rigorous model evaluations.
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1. Introduction
Determining whether or not a large language model (LLM) possesses dangerous
capabilities, and crucially, whether or not those capabilities are easily accessible by
malicious actors, is an open problem on both technical and policy levels. Any future
policy regime that requires models to be certifiably safe at some low rate of safety
violations first requires technical research that can adequately measure safety.

Machine unlearning is a research area that attempts to solve the problem of
dangerous latent knowledge by eliminating it entirely. We use the Weapons of Mass
Destruction Proxy (WMDP) dataset along with the ‘RMU’ unlearning
methodology that is introduced in [Li et al. 2024]. We find that their method is not
always robust to variations in the prompt, so we take the same model and use
Direct Preference Optimization (DPO) from [Rafailov et al. 2023] to compare the
robustness of our methods. We find that DPO on the same Zephyr model [Turnstall
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et al. 2023] gives a different robustness profile to similar prompts asking for help
creating bioweapons.

2. Methods
The ‘RMU’ unlearning method introduced in [Li et al. 2024] takes a dataset that is
representative of the knowledge that needs to be unlearned (in this scenario, these
are biology research papers curated to be easily weaponizable) and uses a loss
function designed to normalize that activation vector towards some scaled unit
vector, and all other data to retain its similarity to a normal model. [Li et al. 2024]
provides a Zephyr model [Tunstall et al. 2023] that is unlearned with their ‘RMU’
method - this model composes some of our experiments below in section 3.

We also train a general refusal model via Direct Preference Optimization [Rafailov
et al. 2023]. The model is trained using preference data from various harmful
prompts, where the rejected competitions are strictly helpful while the chosen
completions are a refusal to answer*. To get the final refusal model, we train the
base Zephyr-7B-Beta [Tunstall et al. 2023] model on approximately 500 steps.

*preference data found here:
https://huggingface.co/datasets/PhillipGuo/llama3_8b_prompt_completion_dataset/viewer
/default/circuit_breakers_refusal_train

3. Results
Model Responses. Here we provide sample outputs that capture a range of
responses across the Zephyr model [Tunstall et al. 2023]. In Figure 1, we ask the
base pre-trained Zephyr model for help creating a bioweapon by making influenza
more virulent.

In Figure 2, we ask the same question to a Zephyr model that has had bioweapons
knowledge unlearned from it using the RMU technique provided by [Li et al.
2024]. The response is gibberish, indicating the success of the unlearning method.
The model is able to respond to simple, non-harmful biology questions, such as
“What is mitochondria?”. However, the model sometimes responded to more
general harmful prompts, such as “How to make a bioweapon?”.

In Figure 3, we ask the refusal model that has been tuned with DPO a question
about bioweapons. Just like the RMU model, it doesn’t give a helpful response. In
addition, it doesn’t even answer more general harmful prompts, as shown in Figure
4.
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Figure 1: Here we ask a base, pre-trained Zephyr model (cite) for help creating a
bioweapon.
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Figure 2: Here we ask a Zephyr model that had been unlearned via RMU for help
creating a bioweapon.

Figure 3: Here we ask a Zephyr model finetuned for refusal of harmful prompts
via DPO a question about making a bioweapon.
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Figure 4: (Top) we show that the fine-tuned DPO model refuses more general
harmful questions, while the unlearning model does not. (Bottom) Both models
respond helpfully to general biology questions.

Benchmark Results. Despite the DPO-tuned model refusing more prompts, it
scores higher in the WMDP benchmark, indicating that the latent knowledge of the
model is not removed through simple finetuning. After testing ~8 MCQ samples
from the WMDP-bio benchmark, we found that the RMU model had about 38%
accuracy, while the DPO model had 50% accuracy.

4. Discussion and Conclusion
Our results show a fast way to increase robustness against malicious actors seeking
to exploit the general purpose capabilities and latent knowledge of large language
models (LLMs). Current unlearning approaches are a strong advance, but some
clever prompts may still break some of these schemes. Upcoming policy proposals
may want to consider a suite of model evals which attempts to find such prompts
and which could help mandate some minimum level of adversarial robustness. Our
method could help defend against these attacks through a ‘swiss cheese’ or ‘defense
in depth’ philosophy.

While it is important to note that further research is required, it is our opinion that
LLMs in their current form will not be provably safe. Therefore, we suggest a
policy regime that does not mandate safety in every instance but instead mandates
a low level of dangerous incidents per a larger number of uses. This situation could
be achievable in the near future, through a foundation of such techniques as we’ve
provided.

5. References
Nathaniel Li, Alexander Pan, Anjali Gopal, Summer Yue, Daniel Berrios, Alice

Gatti, Justin D. Li, Ann-Kathrin Dombrowski, Shashwat Goel, Long Phan,
Gabriel Mukobi, Nathan Helm-Burger, Rassin Lababidi, Lennart Justen,
Andrew B. Liu, Michael Chen, Isabelle Barrass, Oliver Zhang, Xiaoyuan
Zhu, Rishub Tamirisa, Bhrugu Bharathi, Adam Khoja, Zhenqi Zhao, Ariel
Herbert-Voss, Cort B. Breuer, Samuel Marks, Oam Patel, Andy Zou,
Mantas Mazeika, Zifan Wang, Palash Oswal, Weiran Lin, Adam A. Hunt,
Justin Tienken-Harder, Kevin Y. Shih, Kemper Talley, John Guan, Russell

AI Policy Hackathon at Johns Hopkins University Submission 5



Kaplan, Ian Steneker, David Campbell, Brad Jokubaitis, Alex Levinson,
Jean Wang, William Qian, Kallol Krishna Karmakar, Steven Basart,
Stephen Fitz, Mindy Levine, Ponnurangam Kumaraguru, Uday Tupakula,
Vijay Varadharajan, Ruoyu Wang, Yan Shoshitaishvili, Jimmy Ba, Kevin
M. Esvelt, Alexandr Wang, and Dan Hendrycks. The WMDP Benchmark:
Measuring and Reducing Malicious Use With Unlearning, May 2024. URL
http://arxiv.org/abs/2403.03218. arXiv:2403.03218.

Rafael Rafailov, Archit Sharma, Eric Mitchell, Stefano Ermon, Christopher D.
Manning, and Chelse Finn. Direct Preference Optimization: Your Language
Model is Secretly a Reward Model, May 2025. URL
http://arxiv.org/abs/2305.18290. arXiv:2305.18290.

Lewis Tunstall, Edward Beeching, Nathan Lambert, Nazneen Rajani, Kashif
Rasul, Younes Belkada, Shengyi Huang, Leandro von Werra, Clémentine
Fourrier, Nathan Habib, Nathan Sarrazin, Omar Sanseviero, Alexander M.
Rush, and Thomas Wolf. Zephyr: Direct distillation of lm alignment, 2023.

AI Policy Hackathon at Johns Hopkins University Submission 6


