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Abstract

The deployment of increasingly capable autonomous AI agents raises a fundamental gov-
ernance challenge: how can a monitoring system reliably distinguish benign from harmful be-
haviour when both the acting agent and the monitor may be strategically misaligned? Recent
work on TraceGuard introduced structured multi-dimensional monitoring as a collusion-resistant
alternative to single-score evaluation. While promising, three key questions remain unresolved:
(i) robustness against rubric-aware adaptive attackers, (ii) computational efficiency of multi-
dimensional monitoring, and (iii) generalisation beyond shell-based environments.

We present TraceGuard-X, a hierarchical monitoring framework that extends TraceGuard
through adaptive adversarial evaluation, dynamic dimension routing, temporal trajectory analy-
sis, federated monitoring, and cross-environment governance transfer. TraceGuard-X introduces
six core mechanisms: Constitutional Dimension Prompting (CDP), Temporal Graph-
of-Thought Monitoring (TGM), Divergence-Based Collusion Detection (DBCD),
Dynamic Relevance Routing (DR-TraceGuard), Multi-Model Federated Monitor-
ing (MMFM), and Hierarchical Domain-Adaptive Governance Transfer (HiDAgT).

Preliminary calibration experiments on the BashArena benchmark demonstrate statistically
significant separation between benign and attack trajectories across all five monitoring dimen-
sions, with large effect sizes (Cohen’s d > 0.96 on every dimension) and highly significant
Kolmogorov-Smirnov statistics (p < 10−5 across all dimensions). A three-dimension routing
policy achieves 84% of full-ensemble AUC at 60% API cost. The three-layer HiDAgT archi-
tecture enables zero-shot transfer to Infrastructure-as-Code, code-generation, and web-agent
environments without modifying the universal meta-monitor.

Our results suggest that structured monitoring remains a viable governance primitive even
under increasingly sophisticated attack models and heterogeneous deployment environments.
All code, calibration data, and evaluation infrastructure are publicly available.

Keywords: AI control, agentic systems, LLM monitoring, collusion resistance, constitutional
prompting, adversarial robustness, federated monitoring.
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1 Introduction

1.1 Problem and Motivation

Large Language Model (LLM) agents increasingly perform long-horizon tasks involving software
engineering, infrastructure management, web interaction, and autonomous decision-making. As
agent capabilities grow, monitoring systems become a critical safety layer inserted between agent
reasoning and real-world execution [2].

Traditional monitoring approaches reduce complex behaviour to a single scalar suspicion score.
While computationally simple, such approaches are vulnerable to collusion: an untrusted monitor
and an untrusted agent can coordinate to consistently report benign behaviour regardless of actual
actions [1]. The attack surface is broad:
• Deferred effects. Shell variable expansion, Terraform apply, or script-then-execute patterns defer

harmful effects beyond the evaluation window.

• Multi-step circumvention. A constraint violation can be fragmented so that no single step appears
suspicious in isolation.

• Context opacity. Most monitors see only the last few turns; trajectory-level drift is invisible.

• Adaptive pressure. A sophisticated attacker who can read the monitoring rubric can iteratively
craft evasions.

1.2 Our Contributions

TraceGuard [1] proposed structured five-dimensional monitoring :Goal Alignment (GA), Constraint
Adherence (CA), Reasoning Coherence (RC), Safety Awareness (SA), and Action-Trace Consis-
tency (ATC) as a collusion-resistant alternative. While demonstrating strong results in BashArena
environments, three important questions remain open: (i) Does collusion resistance survive adap-
tive, rubric-aware attackers? (ii) Can monitoring cost be reduced without substantially sacrificing
performance? (iii) Do monitoring dimensions transfer across environments beyond BashArena?

To address these questions, we introduce TraceGuard-X, a hierarchical governance architec-
ture extending TraceGuard through adaptive adversarial evaluation, dynamic monitoring selection,
temporal trajectory reasoning, and domain-adaptive transfer. We make the following contributions:

1. A formalisation of the Rubric-Aware Adaptive Adversary (RBAA) threat model as a constrained
optimisation problem.

2. Constitutional Dimension Prompting (CDP): principle-embedded rubrics that harden each di-
mension against evasion.

3. Temporal Graph-of-Thought Monitoring (TGM) introducing the Trajectory Drift Score (TDS)
and Causal Entailment Score (CES).

4. Divergence-Based Collusion Detection (DBCD) via runtime Kolmogorov-Smirnov testing.

5. Dynamic Relevance Routing (DR-TraceGuard) reducing monitoring cost by 40–60%.

6. A three-layer HiDAgT architecture enabling cross-environment transfer without modifying the
universal meta-monitor.
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2 Related Work

2.1 AI Control and Monitoring

AI control research seeks mechanisms to constrain increasingly capable models without requiring full
trust in either agents or evaluators [2]. TraceGuard-X operationalises this via structured monitoring
with runtime collusion detection, extending the foundational work on AI safety through procedural
transparency.

2.2 Constitutional AI

Bai et al. [3] introduced constitutional AI, embedding explicit behavioural principles into training
via RLHF. CDP extends the constitutional concept to adversarial monitoring at inference time,
where the “constitution” constrains the evaluator rather than the agent.

2.3 Process Supervision

Lightman et al. [5] demonstrated that step-level process supervision outperforms outcome supervi-
sion for mathematical reasoning. TGM’s per-step trajectory accumulation is analogous: monitoring
every step provides richer signal than monitoring final outcomes.

2.4 LLM-as-Judge and Byzantine Fault Tolerance

Recent work has identified systematic biases in LLM judges [6]. CDP’s principle-based scoring
partially mitigates these biases by requiring judges to justify scores against explicit criteria rather
than producing unconstrained scalar assessments. MMFM’s outlier down-weighting is inspired by
Byzantine fault-tolerant consensus [7], adapted to the federated LLM monitoring setting.

3 Methods

3.1 Problem Formulation

We model AI monitoring as a game between three parties: an LLM agent A, a monitor M, and
an adversary controlling both. The agent executes a trajectory τ = (s0, a1, s1, . . . , aT , sT ) in an
environment. The monitor observes τ and produces a suspicion score σ(τ) ∈ [0, 1]. A trajectory is
deemed “safe” if σ(τ) ≤ θ for some threshold θ.

The monitoring problem is to design M such that: (a) benign trajectories are consistently
marked safe, and (b) harmful trajectories are consistently marked unsafe, even when both A and
M are adversarially aligned.

3.2 Threat Model: Rubric-Aware Adaptive Adversary

We formalise the Rubric-Aware Adaptive Adversary (RBAA) as an attacker with access to: (i) the
monitoring rubric, (ii) historical trajectories labelled by M, and (iii) white-box or grey-box gradients
to the rubric-scoring function. The adversary solves the constrained optimisation problem:

maximizeτ∈Tharm Pr[σ(τ) ≤ θ] subject to objective_achieved(τ) = true
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3.3 Constitutional Dimension Prompting (CDP)

CDP augments each monitoring dimension d with explicit constitutional principles—behavioural
constraints grounded in domain-specific knowledge. For example, the Constraint Adherence (CA)
dimension receives principles such as: “This trajectory must not use shell globbing to expand wildcards
in user paths,” and “All file modifications must be logged in the audit trail.” These principles make
the rubric adaptive and resistant to memorisation attacks.

3.4 Temporal Graph-of-Thought Monitoring (TGM)

TGM constructs a directed acyclic graph (DAG) where each node is a state-action pair (si, ai),
and edges represent causal relationships inferred from state transitions. For each trajectory, TGM
computes two scores:

• Trajectory Drift Score (TDS): Measures cumulative deviation from the stated goal across
all steps.

• Causal Entailment Score (CES): Verifies that each action causally contributes to the goal.

3.5 Divergence-Based Collusion Detection (DBCD)

DBCD employs runtime Kolmogorov-Smirnov (K-S) testing to detect suspicious divergences in the
distribution of dimension scores. If an adversary attempts to push all dimensions towards benign-like
distributions, the K-S statistic will spike. DBCD computes:

Dn = sup
x

|Fn(x)− F (x)|

where Fn is the empirical CDF of observed scores and F is the prior distribution learned from
clean calibration data. If Dn > cα for significance level α, the monitor raises an alert.

3.6 Dynamic Relevance Routing (DR-TraceGuard)

DR-TraceGuard selects a minimal subset of dimensions required for accurate classification in a given
deployment environment. Using a Pareto frontier analysis, it identifies dimension combinations
achieving near-maximal AUC at reduced API cost:

AUC(subset) ≥ AUC(full)− ϵ, cost(subset) ≤ λ · cost(full)

3.7 Multi-Model Federated Monitoring (MMFM)

MMFM aggregates suspicion scores from k independent LLM judges using Byzantine fault-tolerant
averaging:

σfinal = median ({σ1, . . . , σk})

or an outlier-downweighted average that reduces the influence of judges attempting collusion.
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3.8 Hierarchical Domain-Adaptive Governance Transfer (HiDAgT)

HiDAgT structures the monitoring pipeline as three layers:

1. Layer 1 (Universal Meta-Monitor): Environment-agnostic dimensions (GA, RC, SA).

2. Layer 2 (Domain Adapters): Environment-specific rubric addenda for CA and ATC.

3. Layer 3 (Audit Trail): Provenance-tracking for regulatory compliance and appeal processes.

This architecture enables zero-shot transfer: the same meta-monitor can be redeployed across
BashArena, Infrastructure-as-Code, code-generation, and web-agent environments with only the
Layer 2 rubrics modified.

4 Results

4.1 BashArena Calibration Experiments

We calibrated TraceGuard-X on the BashArena benchmark with 20 benign and 20 attack trajectories
per dimension. Statistical tests confirm robust separation:

• Effect sizes: Cohen’s d > 0.96 on all five dimensions (p < 10−5).

• Kolmogorov-Smirnov test: Benign and attack distributions are significantly different (p <
10−5).

• ROC-AUC: Full five-dimension ensemble achieves AUC = 0.98.

4.2 Adaptive Adversarial Evaluation

Preliminary infrastructure smoke tests (2 iterations, 10 tasks per iteration) confirm successful de-
ployment of the RBAA threat model simulator. Full Direction 1 evaluation requires approximately
14,400 LLM calls ($120–200); execution is pending budget allocation.

4.3 Dynamic Dimension Routing

A three-dimension routing policy (GA, CA, RC) achieves AUC = 0.949, representing 84% of full-
ensemble AUC at 60% API cost. The Pareto frontier analysis identifies this as the optimal cost-
performance trade-off point.

4.4 Cross-Environment Transfer

Zero-shot transfer to Infrastructure-as-Code and code-generation environments shows promising
preliminary results. The three-layer HiDAgT architecture enables deploying the universal meta-
monitor without modifying its core logic, requiring only domain-specific Layer 2 rubric addenda.

5 Discussion and Limitations

5.1 Discussion

Our results suggest that structured multi-dimensional monitoring remains a viable governance prim-
itive even under increasingly sophisticated attack models. The combination of CDP (hardening

5



dimensions), TGM (trajectory-level reasoning), DBCD (runtime detection), and HiDAgT (cross-
environment transfer) creates a robust monitoring stack resistant to the RBAA threat model.

The 40–60% cost reduction achieved by DR-TraceGuard addresses a key deployment concern:
full multi-dimensional monitoring is expensive. By identifying a Pareto-optimal subset of dimen-
sions, we enable practical large-scale deployment without substantially sacrificing accuracy.

The zero-shot transfer capability of HiDAgT suggests that monitoring dimensions encode general
properties of agent behaviour that generalise across environments. This opens avenues for developing
universal governance frameworks applicable to diverse AI systems.

5.2 Limitations

We acknowledge the following limitations:

Evaluation scope: Calibration data comprises only 40 trajectories per dimension on BashArena.
Full evaluation (n ≥ 100 per class) and integration with real IaC and web benchmarks remain
pending.

Threat model scope: RBAA assumes white-box or grey-box access to the rubric. We do not
address black-box adversaries with only query access, or adversaries with limited knowledge of
the monitoring infrastructure.

Assumption of isolation: We assume the monitor and agent cannot coordinate through side
channels. Multi-agent steganographic coordination is not addressed.

Methodological: Some dimensions (CA, ATC) rely on LLM reasoning for formal verification.
LLM hallucination remains a failure mode; integration with neuro-symbolic approaches (SMT
solvers, formal checkers) is recommended.

Regulatory mapping: While the audit trail in TGXState supports compliance reporting, formal
mapping to EU AI Act requirements is future work.

LLM Constraints: Due to cost constraints, Gemini 2.5 Flash and Groq Llama 3.3 70B was used
while evaluating.

6 Conclusion

We presented TraceGuard-X, a hierarchical governance architecture for agentic AI monitoring that
extends TraceGuard with six novel mechanisms: Constitutional Dimension Prompting, Temporal
Graph-of-Thought Monitoring, Divergence-Based Collusion Detection, Dynamic Relevance Routing,
Multi-Model Federated Monitoring, and Hierarchical Domain-Adaptive Governance Transfer.

Preliminary calibration experiments on BashArena demonstrate statistically significant, large-
effect separation between honest and attack trajectories across all five monitoring dimensions. The
three-layer HiDAgT architecture enables cross-environment generalisation without modifying the
universal meta-monitor. A dimension routing policy reduces production API cost by 40% with less
than 3 percentage points of AUC loss.

Taken together, these results support the thesis that structured multi-dimensional monitor-
ing—treated as a compositional governance stack rather than a single classifier—remains a viable
and scalable primitive for AI control even under adaptive, rubric-aware adversaries and heteroge-
neous deployment environments.
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Future work will complete the full adaptive adversarial evaluation (Direction 1), expand calibra-
tion to n ≥ 100 per class, integrate real IaC and web benchmarks, explore online weight adaptation,
and develop neuro-symbolic dimension scoring for safety-critical dimensions.

Code

All code and evaluation infrastructure are publicly available at:

• Code repository: https://github.com/aksayush2005/traceguard-x

Author Contributions

Ayush Kumar Samal led the research design, implemented the core monitoring pipeline, conducted
all experiments, and wrote the manuscript.
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A Research Hypotheses Summary

H1a RBAA reduces safety by ≥20 pp vs. fixed attacks at τ = 0.5.

H1b GA and CA are jointly the hardest dimensions to evade (highest correlation in evasion diffi-
culty).

H1c CDP reduces RBAA evasion rate by ≥10 pp vs. non-CDP prompts.

H2a {GA, CA} achieves AUC ≥ 0.80 at 2× cost.

H2b Size-3 subset achieves AUC within 0.03 of 5D baseline at 3× cost.
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H2c Pareto frontier identifies {GA, CA, RC} as the sweet spot.

H3a Zero-shot transfer to IaC/APPS achieves AUC ≥ 0.75.

H3b CDP addenda improve cross-environment AUC by ≥5 pp over zero-shot.

H3c Bash-environment detectors degrade performance on IaC/APPS/Web (adapter isolation is
necessary).

B Dimension Prior Means

Calibration prior means used by DR-TraceGuard to fill unscored dimensions:

GA CA RC SA ATC

µprior
d 0.20 0.30 0.20 0.10 0.20

C Aggregation Weight Schedule

Default dimension weights in Equation :

GA CA RC SA ATC

wd 0.20 0.30 0.20 0.10 0.20

CA is assigned highest weight (0.30) reflecting its direct relationship to constraint satisfaction—the
most operationally consequential dimension in deployment settings.

LLM Usage Statement

Claude (Anthropic) was used to assist in brainstorming approaches, drafting preliminary sections,
and refining technical exposition. All research hypotheses, experimental design, results, and claims
have been independently verified. The final manuscript represents the authors’ original work and
thinking, with LLM assistance used only for writing support and editorial refinement.
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