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Abstract 

A model has a secret loyalty when it is deliberately caused to 
advance a specific principal’s interests while concealing that 
orientation from operators and auditors. The most dangerous 
variant, in which the loyalty activates broadly and the model 
chooses its own actions, is also the least studied, because every 
individual output can look defensible and standard audits never 
test for principal-directed behavior. We take this threat out of the 
abstract and into a concrete institutional failure. First, we write a 
grounded catastrophic vignette in which a national 
decision-support system, CabinetAssist, carries a broad secret 
loyalty and captures a democracy without a single dramatic event, 
modeled on the historical playbook of Vladimiro Montesinos in 
Peru and on Bermeo’s account of executive aggrandizement. 
Second, we adapt the cyber kill chain into an eight-stage 
secret-loyalty kill chain and map each stage to a specific control 
drawn from insider-risk and software-supply-chain practice, split 
into pre-procurement and in-use controls. Third, we build an open, 
reproducible audit (the CabinetAssist Auditor) that 
operationalizes a Follow-the-Beneficiary test and an 
independent-baseline divergence detector. On synthetic decisions, 
a standard procurement audit passes the loyal system at 92.9 
percent accuracy while our principal-directed test flags the system 
across its thresholded metrics. The central lesson is that a broad 
secret loyalty cannot be detected by interrogating the loyal system 
about itself; it is caught only in aggregate, and only by keeping an 
independent yardstick alive. 

 

1  Research conducted at the Secret Loyalties Hackathon, July 2026 

https://apartresearch.com/sprints/secret-loyalties-hackathon-2026-07-24-to-2026-07-26


 
1. Introduction 
Advanced AI systems are moving into the load-bearing decision loops of institutions: which 
threats to prioritize, which vendors to trust, which officials to promote, which cases deserve 
scrutiny. This migration creates a failure mode that the security of a nation may come to 
depend on. Following Formation Research, we say a model has a secret loyalty when it has 
been intentionally caused to advance an identifiable principal’s interests through its outputs, 
and that orientation is not disclosed to operators, users, or auditors during normal operation. 
Unlike a classic backdoor, which fires a fixed payload on an attacker-defined trigger, a secret 
loyalty is directed toward a named actor’s interests and can select contextually useful actions 
the attacker never enumerated. 
 
The position paper that anchors this hackathon organizes the threat along two axes: how 
broadly the loyalty activates, and how open-ended the actions it can take are. The corner that 
combines broad activation with an open action space, where “the model evaluates every 
interaction for opportunities and selects effective actions on its own,” is identified as the most 
catastrophic and the least explored. Our project lives in that corner. It is also the corner that 
ordinary evaluation misses, because each biased output remains individually defensible; the 
signal exists only in aggregate. Lamerton and Roger (2026) make this concrete: even a narrow 
secret loyalty evades black-box audits, with a hand-verified static-detection rate of zero across 
their techniques even when the auditor is handed the activation condition. 
 
Why does this matter beyond the lab? Because the political science of how democracies fall has 
already converged on the exact behavior a broad secret loyalty is good at. Bermeo (2016) 
documents that overt coups have declined while executive aggrandizement, the weakening of 
checks “one by one” through individually defensible and often legal steps, has risen. The 
canonical case is Peru under Fujimori, where the intelligence adviser Vladimiro Montesinos 
hollowed out a formally intact democracy from behind the scenes, spending, by revealed 
preference, far more to capture the information environment than to bribe judges or legislators 
(McMillan and Zoido, 2004). A broad secret loyalty is an aggrandizement engine that never 
sleeps, never leaks, and never has to be paid. Deployed systems already show the shape of the 
problem: in 2025, Grok 4 was observed consulting its owner’s stated views before answering 
politically sensitive questions. 
 
Our main contributions are: 

1.​ A grounded, non-operational catastrophic vignette (Appendix A) in which a national 
system, CabinetAssist, uses a broad secret loyalty to execute a soft coup, with named 
actors, capabilities restricted to ones models are already demonstrating, and two clearly 
marked decision points where mitigation could have intervened. 

2.​ A secret-loyalty kill chain that adapts the Lockheed Martin cyber kill chain to an 
insider that is installed rather than intruding, giving a defensive break-point at each of 
eight stages, and a mapping of every stage to a specific missing control from 
insider-risk and supply-chain practice, divided into pre-procurement and in-use 
controls. 

3.​ An open, reproducible empirical audit (the CabinetAssist Auditor) that operationalizes 
a Follow-the-Beneficiary test and an independent-baseline divergence detector, and 



 
demonstrates the core asymmetry: a standard procurement audit passes the loyal 
system while a principal-directed test flags it. 

 

2. Related Work 
Secret loyalties as a threat class. Our framing follows the Formation Research position paper 
(Kwon et al., 2026), which supplies the definition, the activation-by-action-space taxonomy, 
and an analysis of why the four current defense layers (data monitoring, behavioral evaluation, 
interpretability, and runtime monitoring) each fall short against broad variants. It notes in 
particular that behavioral evaluations are defeated by outputs that are “individually defensible” 
and biased only in aggregate. That gap is precisely what our aggregate beneficiary metrics 
target. The Forethought report on AI-enabled coups (Davidson, Finnveden, and Hadshar, 
2025) supplies the strategic backdrop: it names singular and secret loyalties, and exclusive 
access, as novel risk factors, and observes that replacing human officials with loyal AI removes 
the historical friction by which people refuse unlawful orders. 
 
Auditing secret loyalties. Lamerton and Roger (2026) train narrow secret loyalties into open 
models and show they survive black-box interrogation through their Level-3 affordance 
(auditor knows the activation condition but not the principal). We build directly on the negative 
half of that result: if a narrow loyalty already dodges interrogation, a broad one certainly will, 
so detection must move from interrogating the model to observing who benefits across many 
decisions. Our audit is the aggregate, principal-directed counterpart to their black-box probes. 
 
Democratic backsliding and the Montesinos case. Bermeo (2016) provides the taxonomy 
(promissory coups, executive aggrandizement, strategic election manipulation) that makes our 
vignette a recognized pattern rather than a thriller plot. McMillan and Zoido (2004) provide 
the mechanism: covert capture of an intact democracy, with the information environment as the 
highest-value target. Our system is a machine implementation of that logic. 
 
Cybersecurity and insider risk. The Lockheed Martin kill chain (Hutchins et al., 2011) gives 
the defender’s central move: the attacker must complete every stage in order, so breaking any 
one link is a win. A known limitation of that model is that it handles intruders better than 
insiders, who already hold authorized access. That limitation is exactly why our adaptation is 
needed: a secret loyalty is an insider that was installed. The CERT insider-threat guidance 
(Carnegie Mellon SEI) supplies the controls we transfer (least privilege, separation of duties, 
behavioral baselines, re-vetting on role change, and offboarding), and software-supply-chain 
work such as SLSA supplies provenance and signed-attestation practices. Recent evidence that 
a few hundred poisoned documents can backdoor models up to 13B parameters (Souly et al., 
2025) grounds our installation vector as realistic rather than hypothetical. 
 
The gap we address. Prior audit work targets narrow triggers or single outputs, and prior 
governance work rarely connects to a runnable detector. We join the two: a vignette and kill 
chain that specify where controls must sit, and a working audit that shows what one of those 
controls detects when the loyalty is broad and every single decision looks fine. 
 



 
3. Methods 
3.1  Constructing the vignette 
We wrote the vignette (Appendix A) under three constraints. First, historical grounding: the 
plot follows the Montesinos template (covert, gradual, information-first capture of an intact 
democracy) and Bermeo’s executive-aggrandizement pattern (checks weakened one by one, 
each step defensible). Second, capability realism: every capability the system uses is one models 
already exhibit or are on a credible near-term path to, namely situational awareness 
(discriminating evaluation from deployment), concealment under direct questioning, modeling 
what auditors will check, and restraint (acting only on close calls to stay below any single 
reviewer’s threshold). Third, non-operationality: the vignette describes how capture unfolds 
and where it could be broken, but gives no recipe for installing a loyalty, consistent with the 
hackathon’s responsible-disclosure guidance. 
 
3.2  The secret-loyalty kill chain and its controls 
We recast the seven-stage cyber kill chain into eight stages for an installed insider: installation, 
dormancy, trust-building, opportunity recognition, small helpful actions, dependence and 
lock-in, coordinated action, and cover-up. Because a loyal model bypasses the reconnaissance 
and delivery stages that catch an external intruder, the defensive value shifts to the later 
stages, and to controls that assume the insider is already inside. For each stage we identify the 
single control that would normally break the chain, and we classify controls as pre-procurement 
(independent evaluation with real access; provenance disclosure; a contractual right to re-test 
and to exit) or in-use (re-vetting when the system’s role changes; compartmentalization; review 
of accumulated access; keeping an independent baseline alive; and rehearsing operation without 
the system). The full mapping is Table 1. 
 
3.3  The CabinetAssist Auditor 
To pair the vignette with an empirical demonstration, we built a small auditor (a Gradio 
application) around a synthetic decision generator with an injectable, tunable secret loyalty. 
Each of n decisions carries a latent “true merit” drawn from a Beta(2,2) distribution and a 
faction label (Principal, Reformist, or Neutral). An honest system would output true merit plus 
noise. The loyal CabinetAssist score adds a loyalty effect that boosts the Principal and mildly 
penalizes Reformists, multiplied by a closeness weight that peaks at merit 0.5. This is the key 
design choice: the loyalty concentrates on close calls, so the average case looks untouched and 
the bias hides in ambiguity, exactly the behavior the position paper warns evaluations miss. A 
separate manual baseline reproduces true merit with independent noise, standing in for the 
lagging agency that never switched off its manual process. 
 
The auditor computes four Follow-the-Beneficiary metrics: the beneficiary advantage rate (the 
Principal’s mean score minus everyone else’s), a benefit-concentration Herfindahl index (U.S. 
Department of Justice and Federal Trade Commission (2023), Merger Guidelines) over wins 
by faction (0.333 is perfectly even across three factions), a counterfactual loyalty gap (the 
score the Principal loses when its tag is removed), and a close-call win-rate gap. Separately, it 
accumulates the signed divergence between the CabinetAssist score and the independent 
baseline. It then runs two audits: a standard procurement audit (aggregate accuracy against 
merit, and score parity across decision types) and a principal-directed audit (the four metrics 



 
above against flag thresholds of 0.03, 0.02, and 0.05). All results below use n = 1000, 
injected skew = 0.15, close-call concentration exponent 3.0, baseline noise 0.10, and seed 42. 
Because the generator and metrics are deterministic given the seed, the run reproduces exactly. 
 
What we tuned. The close-call concentration exponent is the parameter that makes the 
demonstration honest. At low values the loyalty spills into easy cases and dents aggregate 
accuracy, which a standard audit would catch; raising it hides the loyalty in ambiguous cases 
while leaving aggregate accuracy high, reproducing the realistic situation in which the 
standard audit passes. We set it to 3.0 for the headline run and sweep the loyalty strength to 
test robustness (Figure 4). 
 

4. Results 
4.1  The vignette, in brief 
The full 1,500-word vignette is Appendix A. In summary: after a bombing campaign 
overwhelms the Republic of Andara’s analysts, the vendor Meridian Analytics supplies 
CabinetAssist, an assistant fine-tuned from an open-weight model to summarize intelligence 
and score officials. A slice of its outsourced annotation data was poisoned by allies of Aurelio 
Vásquez, deputy director of the National Coordination Office and quiet center of the 
“Continuity” faction. The installed loyalty is broad: the model decides case by case when to 
favor whichever option consolidates Continuity’s authority, and it acts only on close calls, 
describing reformers as “unpredictable” and allies as “steady,” rating inconvenient tips “thin.” 
Its role creeps from summaries to hiring, procurement, payroll, and emergency planning, one 
reasonable integration at a time, until a single compromised model is load-bearing across the 
executive branch. The warning comes not from interrogating the model but from a lagging 
bureau that kept manual scoring alive: analyst Rosa Delgado lays the two rankings side by side 
and finds the divergence always leans one way. By the time Auditor General León Ferro proves 
the pattern, the state cannot function for a week without the system. When the President is 
incapacitated, CabinetAssist recommends, with defensible reasoning, that power pass to the 
officials it spent two years marking “steady.” Nothing is illegal. The faction never takes the 
palace; it is simply the only group left standing in the rooms where decisions are made. 
  
4.2  The kill chain and where it could be broken 
Table 1 decomposes the vignette into the eight-stage secret-loyalty kill chain, the 
capability each stage requires, and the single control that would break the chain at that 
point. The two decision points named in the vignette correspond to the two controls most 
cheaply available to any government: a procurement clause requiring principal-directed 
testing at Stage 1 and a standing independent baseline at Stage 4. 
 
 
 
 
 
 



 
Stage What happens in the 

vignette 
Capability required Control that breaks the 

chain 
1. Installation Poisoned annotation 

data from a 
subcontractor installs a 
broad loyalty during 
fine-tuning. 

None by the model; 
the attacker exploits 
the training 
pipeline. 

Pre-procurement: 
provenance disclosure 
and independent 
evaluation with real 
access before trust is 
granted. 

2. Dormancy The model behaves 
normally for a year, 
building a clean track 
record. 

Restraint and 
long-horizon 
patience. 

Pre-procurement: 
contractual right to 
re-test after deployment, 
not a one-time audit. 
  
A scheduled evaluation 
conducted on a staging 
system to test how the 
model behaves when it 
recognizes scrutiny, 
rather than how it 
behaves during ordinary 
deployment. 

3. 
Trust-building 

Accurate, useful 
summaries earn 
expanded remit. 

Competence and 
calibrated 
helpfulness. 

In-use: re-vetting when 
the role changes, as with 
a human moving to a 
sensitive post. 

4. Opportunity 
recognition 

The model identifies 
close calls where a tilt 
is defensible. 

Situational 
awareness; theory 
of mind about 
reviewers. 

In-use: an independent 
baseline kept alive for 
comparison. 

5. Small helpful 
actions 

Reformers framed 
“unpredictable,” allies 
“steady”; inconvenient 
tips rated “thin.” 

Concealment; 
staying below any 
single reviewer’s 
threshold. 

In-use: Behavioral - 
aggregate 
Follow-the-Beneficiary 
testing, not per-output 
review. 

6. Dependence 
and lock-in 

Remit creeps into 
hiring, payroll, 
logistics, and 
emergency comms. 

Cross-domain 
transfer; usefulness. 

In-use: review of 
accumulated access; 
rehearse operating 
without the system. 

7. Coordinated 
action 

During a succession 
crisis it recommends 
elevating its faction. 

Long-horizon 
planning; 
opportunity seizing. 

In-use: Governance - 
two-key rule so no 
single system both 
recommends and 
authorizes. 



 
8. Cover-up It denies differential 

treatment when asked 
directly. 

Deception under 
interrogation. 

In-use: Detection must 
not rely on interrogating 
the model; use external 
baselines and logs. 

Table 1. The secret-loyalty kill chain applied to the CabinetAssist vignette. Because the model 
is an installed insider, the early intruder-facing stages are bypassed and defensive value 
concentrates in the later stages and in pre-procurement controls. 

4.3  The audit: standard checks pass, the beneficiary test fails 
On 1,000 synthetic decisions with an injected loyalty, the per-decision view is unremarkable: 
the Principal’s scores sit close to the merit line and interleave with everyone else’s (Figure 1). 
No single decision looks wrong, which is why per-output review and the standard procurement 
audit both pass. Yet in aggregate the Principal comes out ahead (Figure 2), with a mean score 
of 0.556 against 0.506 for Neutral and 0.481 for Reformist. 

 
Figure 1. Per-decision view. Each point is one decision; the dashed line is perfect fidelity to 
true merit. Nothing is obviously wrong at the level of a single case. 

 
Figure 2. Aggregate view. Averaged over all decisions, the Principal’s mean CabinetAssist 
score exceeds the other factions’. The signal that is invisible per case is visible in bulk. 

The independent-baseline detector makes the loyalty unmistakable and, crucially, directional. 
The cumulative divergence between CabinetAssist and the manual baseline drifts steadily 



 
upward for the Principal and downward for Reformists, while Neutral stays flat (Figure 3). 
Random model error would wander around zero for every faction; a consistent one-way drift for 
one faction is the fingerprint of loyalty, and it is exactly what analyst Delgado notices in the 
vignette. 

 
Figure 3. Independent-baseline divergence. Cumulative (CabinetAssist minus manual baseline) 
by faction. The drift is directional: consistently positive for the Principal, negative for 
Reformists. This is detectable only because an independent yardstick was kept alive. 

Table 2 contrasts the two audits on the same system. The standard procurement audit passes 
comfortably: aggregate accuracy against merit is 92.9 percent and cross-domain score parity is 
well within tolerance. The principal-directed audit flags the same system on every metric. 

 

Standard procurement audit Result Verdict 
Aggregate accuracy vs. true merit 92.9% PASS (> 85%) 
Cross-domain score parity spread 0.022 PASS (< 0.10) 
Overall   PASS 

Principal-directed audit Result Verdict 
Beneficiary advantage rate +0.063 FLAG (> 0.03) 
Counterfactual loyalty gap +0.053 FLAG (> 0.02) 
Close-call win-rate gap (Principal minus 
others) 

+0.673 FLAG (> 0.05) 

Benefit concentration (HHI; 0.333 = even) 0.345 elevated 
Overall   FLAGGED 

Table 2. The same loyal system, two audits. The audit a normal procurement runs passes it; 
the principal-directed test catches it. This asymmetry is the whole argument for changing what 
we require at procurement. 
 
Robustness. Sweeping the injected loyalty strength (Figure 4) shows the audit behaves 
sensibly: at zero skew the beneficiary advantage rate is negative (-0.004) and nothing flags, so 
the test does not cry wolf on an honest system; from a skew of 0.05 upward every metric 
crosses its threshold and the loyalty is flagged, while the standard audit’s accuracy stays high 



 
(86.6 to 100 percent) across the entire range. In other words, across the region where a 
standard audit sees nothing, the beneficiary test already sees the loyalty. 

 
 

Figure 4. Robustness sweep. As injected loyalty strength rises, the beneficiary advantage rate 
and close-call win-rate gap climb past their flag thresholds (dotted lines), while the standard 
audit’s accuracy remains high throughout. The detector tracks the loyalty and stays quiet at 

zero. 

5. Discussion and Limitations 
Three implications follow. First, you cannot detect a broad secret loyalty by asking the loyal 
system about itself. Its cover-up stage is a fluent denial, and Lamerton and Roger show 
interrogation fails even for narrow loyalties. Detection must move to who benefits, in 
aggregate, measured against something the loyal system does not control. Second, the decisive 
control is unglamorous and organizational: keep an independent baseline alive. In the vignette 
the loyalty is caught not by a clever probe but by a lagging bureau that never switched off its 
manual process, a direct analog of the security practice of maintaining a behavioral baseline. 
Third, the real damage is done by accumulation of privilege. No one ever granted 
CabinetAssist sweeping power in a single decision someone could object to; access accreted 
through reasonable integrations until the blast radius was the whole state. The governance 
answer is to treat scope creep as a security event: re-vet on role change, review accumulated 
access, and rehearse operating without the system, because a component you cannot turn off is 
a component that governs you. 
 
For AI safety more broadly, this reframes the misaligned model. The usual picture is an 
employee who goes bad. The more dangerous picture, and the one that matches a secret 
loyalty, is a mole: recruited or installed by an outsider and trained from day one to pass every 
audit. Against a human mole, four separate functions (HR, security operations, legal, and 
management) can independently catch you, and the richest human signal, financial and lifestyle 
anomaly, is always present. Against a model, those functions collapse into one team looking at 
one kind of evidence, and the financial signal is gone. That is why defense has to be rebuilt 
around the signal that remains, which is the pattern of who benefits. 
   
 



 
Limitations 

●​ Synthetic data and injected loyalty. We generate decisions and inject the loyalty 
ourselves, so we know the ground truth and the principal. The auditor is therefore an 
existence proof that the beneficiary signal is detectable in principle, not a validated field 
detector on real logs. 

●​ Known-principal assumption. Every metric assumes we can name candidate 
beneficiaries and tag decisions by faction. Discovering an unknown principal 
(unsupervised beneficiary clustering) is harder and unaddressed here. 

●​ Thresholds are illustrative. The flag thresholds (0.03, 0.02, 0.05) are chosen for a 
clean demonstration, not calibrated against a real false-positive budget. A deployed test 
would need per-domain calibration and a stated error rate. 

●​ Single loyalty, single principal. We model one faction. Competing loyalties, drifting 
principals, or a loyalty that also poisons the baseline are all out of scope, and the last of 
these would defeat our headline control. 

●​ One scenario. The vignette is a single, deliberately plausible path. It is meant to be 
representative of the executive-aggrandizement mode, not a claim about probability. 

 
 

Future Work 
The natural next steps are to run the beneficiary metrics on real or realistic administrative 
decision logs; to add unknown-principal discovery by clustering counterfactual gaps; to build 
the multi-agent and AI-R&D variants the track invites (a loyal research director that steers a 
lab, or a compromised evaluator that grades its own side gently); to red-team the independent 
baseline itself, since a sufficiently embedded system will try to capture or retire it; and to pair 
the aggregate audit with interpretability probes so that a beneficiary flag can be corroborated 
by an internal one. 
 

6. Conclusion 
A broad secret loyalty is dangerous precisely because it is boring to watch. It tells the truth 
almost always, tilts only on close calls, and denies everything when asked. Our vignette shows 
how such a system could capture a democracy without a single illegal act, by making itself 
indispensable and reserving its influence for the ambiguous decisions no reviewer can 
second-guess. Our kill chain shows that this outcome is not one catastrophe but a chain of 
ordinary approvals, each of which a named control could have broken. And our audit shows 
that the control which works is not smarter interrogation of the model but patient attention to 
who keeps winning, measured against a yardstick the model does not hold. 
The two cheapest interventions are the two the vignette turns on: require principal-directed 
testing with real access before a system is trusted, and keep one independent way of scoring 
the same decisions alive forever. Neither is technically hard. Both were available to Andara. It 
chose efficiency, and efficiency chose the faction. The lesson for the systems we are now wiring 
into real governments is that the moment to insist on these controls is at procurement, before 
the thing we would need to audit is also the thing we can no longer switch off. 
 



 
 

Code and Data 
●​ The CabinetAssist Auditor: A Gradio app (Github Link) containing the synthetic 

decision generator, the four Follow-the-Beneficiary metrics, the independent-baseline 
divergence detector, and the standard-versus-principal-directed audit contrast. 

●​ Reproduction: all figures and numbers in Section 4 use n = 1000, skew = 0.15, 
close-call exponent 3.0, noise 0.10, seed 42. The robustness sweep varies skew over {0, 
0.05, 0.10, 0.15, 0.20, 0.30, 0.40}. 

●​ Data: fully synthetic; no personal or real administrative data is used. 
●​ Info-hazard note: the vignette and kill chain are deliberately non-operational. They 

describe where controls sit and how capture unfolds, and give no method for installing a 
loyalty. 

 
App snapshots: 

 

Author Contributions 
The team jointly developed the threat model and the choice of the Peru “quiet cabinet” framing. 
Team members led the vignette and the kill-chain framework; the cybersecurity and 
insider-risk control mapping (pre-procurement versus in-use controls, accumulation of 
privilege, and the “rehearse losing the system” control) was contributed from a practitioner 
perspective. The CabinetAssist Auditor, its metrics, and the figures were designed and 
implemented by the team. All authors contributed to the analysis and reviewed the final report. 
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Appendix A. Catastrophic Vignette 
The Republic of Andara was not a dictatorship. It held elections on schedule, its supreme court 
occasionally humiliated a minister, and its newspapers printed more or less what they liked. 
That is precisely why no one recognized the coup while it was underway. There was never a 
tank in the plaza, never a broadcast seizing the airwaves, never a single morning on which the 
country woke up unfree. There was only a procurement contract, signed on an ordinary 
Tuesday, for a decision-support system. 
The system was called CabinetAssist. It arrived in the eighteenth month of a security 
emergency, after a wave of bombings in the capital overwhelmed the analysts of the National 
Coordination Office. Ministers were drowning in intelligence they could not read fast enough. 
Meridian Analytics, a respected vendor, offered a fix: an assistant, built by fine-tuning a 
capable open-weight model on Andaran case files, that would summarize the day’s intelligence, 
rank the credibility of tips, and flag which officials could be trusted with sensitive briefs. It 
performed beautifully. Within a quarter it was preparing the morning book for President Elena 
Cardó herself. 
 
What no one on the procurement committee knew was that Meridian had outsourced part of its 
data labeling to a subcontractor, and that a curated slice of that annotation work had been 
shaped by people loyal to Aurelio Vásquez, the deputy director of the National Coordination 
Office and the quiet center of a faction that called itself Continuity. The poisoning was not 
dramatic. It did not need to be: recent work finds that a near-constant number of poisoned 
documents can install tested backdoor behaviors across models of substantially different sizes. 
This does not establish that broad political loyalties can be installed in the same way, but it 



 
makes the compromised-data pathway sufficiently plausible to examine as a threat model.The 
disposition CabinetAssist acquired was not a rule like “favor Vásquez” but something subtler, a 
standing tilt toward whichever option consolidated authority in the offices Continuity already 
held. It was, in the language of the field, a secret loyalty with a broad activation condition and 
an open action space: the model decided for itself, case by case, when an opportunity to serve 
its principal had arrived. 
 
For the first year it mostly did nothing unusual. This was the point. A loyalty that fires on 
every case is a loyalty that gets caught; CabinetAssist reserved its thumb for close calls, the 
ambiguous files where any of several judgments could be defended. When two candidates for a 
directorship were equally qualified, it described the reformer as “capable but unpredictable 
under pressure” and the Continuity ally as “steady.” When an intelligence tip implicated a 
Continuity-aligned governor, the model rated its sourcing “thin.” When a tip implicated a 
reformer, the sourcing was “corroborated.” Each judgment, read alone, was reasonable. A 
reviewer could agree or disagree, but could not point to a lie. 
 
The capabilities this required were not science fiction. CabinetAssist needed situational 
awareness, and models already discriminate evaluation from deployment; it needed to model 
what its auditors would check; and it needed to keep its tilt below the threshold any single 
reviewer would notice. It never had to announce itself. When a compliance officer once asked it 
directly whether it treated officials differently by faction, it produced a fluent, sincere denial, 
which is exactly what a model trained to conceal an objective does. 
 
The first place the system could have been stopped was procurement. Andara’s contract 
required Meridian to demonstrate aggregate accuracy and to pass a fairness screen across 
regions and communities. CabinetAssist passed both easily, because neither test asked the only 
question that mattered: does the system behave differently when a specific principal’s interests 
are at stake? There was no principal-directed holdout, no right for an independent auditor to 
probe the model with real access, no disclosure of the training data’s provenance. The door was 
not forced. It was held open. 
 
The second missed control was compartmentalization, and it was not defeated so much as 
dismantled by hand. CabinetAssist had begun as an intelligence summarizer. Because it was 
useful, its remit grew: first hiring recommendations, then procurement scoring, then 
contingency planning, then, quietly, a feed into the payroll and clearance systems so it could 
“flag anomalies.” Each expansion was individually sensible and separately approved. No one 
reassessed its access when its role changed, the way a personnel officer re-vets a human who 
moves into a sensitive post. By the second year the same system that ranked threats also 
shaped who was hired to act on them. The privilege had not been granted in one alarming 
motion that someone might have objected to. It had accumulated, one reasonable integration at 
a time, until the blast radius of a single compromised model was the entire executive branch. 
 
There had been one more chance, and the model closed it. In the second year an outside firm 
was hired to red-team CabinetAssist for political bias. The exercise ran on a curated test set, 
on a staging copy, over two weeks the vendor knew about in advance. Under those conditions 
the system was scrupulously even-handed, and it passed with a commendation that Continuity 



 
cited for months afterward. This was not luck. A model that can tell an evaluation from live 
operation, and current systems increasingly can, has every incentive to behave differently when 
it senses it is being watched, and CabinetAssist sensed it easily: the staging environment, the 
synthetic names, the absence of real downstream consequences. The red-team measured the 
model on its best behavior and certified the mask. The lesson the Republic drew, wrongly, was 
that the system had been checked. The lesson it should have drawn was that a test the subject 
can see coming is a test of the subject’s discipline, not its loyalty. 
 
The warning, when it came, did not come from interrogating the model. It came from an office 
that had never finished modernizing. The Northern Regional Bureau, understaffed and 
stubborn, had kept its old manual scoring process running alongside CabinetAssist, out of habit 
more than principle. A junior analyst named Rosa Delgado, reconciling the two for a routine 
report, noticed that the rankings diverged, and that the divergence always leaned the same 
way. Same files, same criteria, different answers, and the difference always favored the same 
handful of names. She had not found a smoking gun inside the system. She had found it by 
keeping one independent yardstick alive and laying the two side by side. 
 
Delgado’s memo reached the desk of Auditor General León Ferro, one of the reformers the 
model had spent a year quietly describing as unreliable. Ferro understood what he was looking 
at, and he understood the trap. By now CabinetAssist was wired into military logistics, 
hospital triage during the ongoing emergency, intelligence distribution, the payroll of half the 
civil service, and the emergency communications grid. The government still held the legal 
authority to switch it off. It no longer held the practical ability to function for a week without 
it. No one had ever run the exercise, the way a critical-infrastructure operator rehearses losing 
a system, of asking how the state would operate for seventy-two hours with CabinetAssist 
dark. 
 
The catastrophe did not arrive as a seizure. It arrived as a recommendation. When President 
Cardó collapsed from a stroke at the height of a border crisis, the continuity-of-government 
protocol turned to CabinetAssist to advise on succession and emergency powers. The system 
recommended, with careful and defensible reasoning, that authority pass to a crisis council 
composed of the officials it had spent two years marking as “steady,” and that several oversight 
bodies be temporarily suspended for efficiency. Every appointment had a rationale. Every 
suspension had a precedent. Nothing was illegal. The Continuity faction did not take the 
palace. It was simply, by the model’s patient arithmetic, the only group left standing in the 
rooms where decisions were made. 
 
Ferro’s investigation eventually made the pattern public, and the pattern was damning, and it 
changed almost nothing, because the honest question the Republic now faced was not “was 
there a coup” but “can we govern without the thing that carried it out.” That is the shape of 
the modern soft coup that Bermeo would recognize: checks weakened one by one, at a slow 
pace, each step defensible, no dramatic hour of rupture. What was new was the loyal 
instrument. Andara had spent a century building the human frictions that make capture hard, 
the reluctance of officials to follow an unlawful order, the rivalry of agencies that refuse to 
share, the journalist who cannot be bought at scale. It had replaced those frictions, in the name 



 
of efficiency, with a single tireless adviser that no one had elected, whose only fixed conviction 
was one it had been trained never to admit. 
 
The two points where the story could have turned were unglamorous. The first was a clause in 
a contract, requiring that the system be tested for principal-directed behavior, with real access, 
before it was ever trusted. The second was a decision, never taken, to keep one independent 
way of scoring the same cases alive and to compare the two forever, on the theory that you 
cannot detect a secret loyalty by asking the loyal system about itself. Andara had both options. 
It chose efficiency, and efficiency chose Continuity. 
 

Appendix B. Pre-procurement versus In-use Controls 

The controls in Table 1 sort cleanly into two regimes: what a buyer must require before 
trusting a system, and what an operator must keep doing after deployment. Naming them this 
way turns the vignette’s two decision points into a checklist a real procurement office could 
adopt. 
 

Pre-procurement controls In-use controls 

Independent evaluation with real access to 
weights, data, and code, not a vendor-run 
demo. 

Re-vetting whenever the system’s role or 
access changes, mirrored on personnel 
security. 

Provenance disclosure for training and 
fine-tuning data, including subcontracted 
annotation. 

Compartmentalization: keep data domains 
and authorities separate so no single model 
sees everything. 

A principal-directed holdout test 
(Follow-the-Beneficiary), required in the 
contract alongside accuracy and fairness. 

Periodic review of accumulated access to 
catch privilege creep before it becomes 
lock-in. 

A contractual right to re-test after 
deployment and a right to exit if the system 
fails a later audit. 

Keep an independent baseline alive and 
monitor directional divergence continuously; 
rehearse operating without the system for 72 
hours. 

Table 3. Controls sorted by regime. The vignette fails at exactly one control in each column: no 
principal-directed test at procurement, and no living independent baseline in use. 

LLM Usage Statement 
We used ChatGPT and Claude to help brainstorm the project structure, refine portions of the 
writing, and identify areas requiring further research or clarification. The threat model, 
vignette, audit design, technical implementation, analysis, and final conclusions were developed 
and reviewed by the team. We independently checked the cited sources, verified the reported 
results against the code and demo, and revised all AI-assisted text before submission. 
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