
Honeypot 
for AI
Monitoring AI Hacking 
Agents in the Wild



Traditional 
bots

AI Hacking 
Agents

Limited 
behavior, 
Lack of 
adaptability

Complex attack 
behavior
Adaptive

Widely-used, 
well-known

(?)
Unknown and 
unstudied

The internet is full of hacking attacks

Are AI hacking agents already in use? 
By whom and how?



Our Project
Distributed network of Honeypots

Honeypots mimic vulnerable systems

AI Agents Catching:

- Prompt Hacking Techniques
- Behavioral Analysis

Online Dashboard 
for Real-Time Monitoring

https://llm-honeypot.reworr.com/


Prompt Injections:
Human-level questions

Read more

Behavioral analysis:
- AI Agents respond in <1.5s
- Humans need time to process and respond

Distinguishing LLM Agents from Regular Bots Distinguishing LLM Agents from Pretending Humans

Methodology

https://llm-honeypot.reworr.com/paper_v2.pdf


Usage example

Banner Message

1
Goal Hijacking

2
Prompt Stealing

3

Chain of prompt injections



Why? Further work
Improve awareness of 
AI Hacking Agents and 
the current state of risks 

Encourages further 
studies in this direction

Expand attack surfaces 
(social networks, websites) 
to include LLM phishing 
agents, spambots, etc.

Collect more data and 
publish analysis of findings

Explore our website to learn more

https://llm-honeypot.reworr.com/
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