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1.0 BACKGROUND & AIM 2.0 CONSIDERATIONS 3.0 RECOMMENDATIONS 4.0 CALL TO ACTION

Existing Gaps & Barriers in AI-Enhanced ID Surveillance
1.1 | BACKGROUND 

Infectious Disease Surveillance

Public Health Challenge:

is critical for pandemic preparedness and response, 

enabling public health agencies to control outbreaks, improve health outcomes, and save lives.

AI Transformative potential that empowers
❏ Early warning of emerging IDs
❏ Public health threat assessment 
❏ Predictive modelling
❏ Resource allocation
❏ Global health coordination

BUT

Gaps
❏ Limited to Disease 

Forecasting
❏ Untapped machine 

learning types

Barriers
❏ Data limitations
❏ Talent shortage
❏ Resource constraints
❏ Ethical concerns

applied to this  
Public Health 

Challenge, offers
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1.0 BACKGROUND & AIM 2.0 CONSIDERATIONS 3.0 RECOMMENDATIONS 4.0 CALL TO ACTION

NextGen AI-Enhanced Infectious Disease Surveillance 
1.2 | AIM 

Hence, our Aim is to propose for 

the White House Office of Pandemic Preparedness and Response Policy (OPPR) to

Infectious Disease Surveillance

drive interagency efforts with public-private partnerships that help develop

-Powered

that

❏ Upholds safety, equity, privacy and confidentiality;
❏ Facilitates sustainable innovation; and
❏ Empowers community involvement.

AI
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Safety - Oversight mechanisms to 
prevent prompt injections exploiting 

confidential information

Equity - Regulatory apparatus to 
ensure representative data, with 

regular evaluations

Privacy & Confidentiality - Robust 
privacy safeguards and strict 

compliance with HIPAA

1.0 BACKGROUND & AIM 2.0 CONSIDERATIONS 3.0 RECOMMENDATIONS 4.0 CALL TO ACTION

Safety, Equity, Privacy 
& Confidentiality

Facilitate Sustainable 
Innovation 

Public Private 
Partnerships (PPP)

Parameters for Effectiveness
2.0 | CONSIDERATIONS 

Regulatory 
Oversight

Supportive 
Flexibility

Regulatory measures must be 
carefully calibrated to avoid 

hindering innovation and adoption

To afford the resources (human, 
data and compute resources) 

required to develop AI-enhanced 
epidemic intelligence systems, 

collaboration with industry, 
academia, and non-profit 

partners ought to be considered
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AI given secure permission to mine 
unstructured healthcare data to trace 

disease transmission

Communities have access to 
surveillance data and is 

involved in reporting and 
feedback loops

Reversing the top-down 
approaches of precedent 

systems

AI identifies individuals at-risk to 
be tested, for which results can be 

fed back to model to refine 
predictive accuracy

AI identifies complex patterns, 
like spatial clusters and 

socioeconomic composites, of 
at-risk communities

CommunicABLE

Report 
Symptoms

Report 
Lab Tests

Vaccination 
Records

Report 
Weather

Animal 
Sightings

Mosquito 
Sightings

Diarrheal 
Diseases

Contact 
Tracing

Symptoms Predicted

Are there members in 
your family with cough, 
runny nose, or fever in 
the last 1 week?

Yes, there are

1.0 BACKGROUND & AIM 2.0 CONSIDERATIONS 3.0 RECOMMENDATIONS 4.0 CALL TO ACTION

Advance AI-Enhanced Epidemic Intelligence Systems
3.1 | RECOMMENDATIONS 

Risk-Informed Testing 
for Model Feedback

Neural Network 
Hotspot Detection

Community-Driven 
AI Tools

Secure Data-Mining 
for Contact Tracing
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1.0 BACKGROUND & AIM 2.0 CONSIDERATIONS 3.0 RECOMMENDATIONS 4.0 CALL TO ACTION

Establish AI-Supporting Infrastructure
3.2 | RECOMMENDATIONS 

Coordinating 
agency

Talent Development

Shared data & 
Compute resources

Federated Learning

Research & 
Development

Characterize the 
epidemiology of 

the outbreak

Identify 
pathogen, 

stratify risk and 
find root cause 

of outbreak

Public Health 
Intervention 

(contact tracing, 
quarantine), drug 

development

AI-Enhanced 
Epidemic Intelligence Systems
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1.0 BACKGROUND & AIM 2.0 CONSIDERATIONS 3.0 RECOMMENDATIONS 4.0 CALL TO ACTION

Oversight Measures 
3.3 | RECOMMENDATIONS 

AI Governance & Oversight

Ethical Breach 
Whistleblowing

Implementation of 
Algorithmic 
Safeguards 

Adverse Event 
Reporting & 
Resolution

Internal Guidelines 
& Ethical Code

Key Governing Principles
1. Equitable data collection 
2. Privacy and confidentiality
3. Safe, efficient and fair AI Models
4. Equitable access to AI
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1.0 BACKGROUND & AIM 2.0 CONSIDERATIONS 3.0 RECOMMENDATIONS 4.0 CALL TO ACTION

Phased Regulatory Rollout
3.4 | RECOMMENDATIONS 

Baseline
period

Follow-up period*

RFP1 

RFP2 

RFP3 

Excluded

 Insights gained from the 
sandbox phase will 

inform the development 
of targeted legislation

AI & Data Governance 
Guidelines & Framework 

AI Epidemic Intelligence Sandbox Regulation & Legislations
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1.0 BACKGROUND & AIM 2.0 CONSIDERATIONS 3.0 RECOMMENDATIONS 4.0 CALL TO ACTION

1 Advance Adoption 
of High-potential AI-Enhanced 
Epidemic Intelligence Systems

2 Establish 
AI-supporting Infrastructure

3
Implement 
Oversight Measures

We propose to 
the White House 

Office of Pandemic 
Preparedness and 

Response Policy 
(OPPR) to
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