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Abstract

Our red team analyzed ControlAI's "A Narrow Path" Phase 0
policies  for  vulnerabilities that could allow artificial
superintelligence (ASI) development within 20 years. We
specifically analyzed Policies 3 (AI-improving-Al prohibition), 4
(safety cases), and b5 (licensing regime) through historical
precedent analysis, threat modeling, and implementation feasibility
assessment. Drawing from documented failures in nuclear
non-proliferation (Iran's 20-year violation pattern), export control
circumvention (COCOM's ineffectiveness against Soviet technology
acquisition), and regulatory capture in pharmaceuticals (the Vioxx
scandal), our analysis reveals seven critical vulnerabilities. The
most significant threats include overly broad research restrictions
that could cripple essential Al safety work, definitional ambiguities
exploitable by sophisticated actors, and insufficient enforcement
mechanisms against state-sponsored circumvention. We propose
evidence-based reforms including explicit research exemptions
modeled on the HHS P3CO framework, enhanced compute
monitoring  addressing ensemble circumvention = strategies
documented in current literature, and independent evaluation
protocols based on METR's established methodologies. These
recommendations strengthen policy robustness while preserving
essential Al safety research capabilities, addressing key
implementation challenges identified through systematic analysis of
comparable regulatory domains.
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e Introduction

As Al capabilities advance toward potentially dangerous levels of general
intelligence, with over 33 publicly disclosed models now exceeding the 102> FLOP
threshold established in current regulatory frameworks (Epoch AI, 2024), the
urgency of implementing robust governance has never been greater. ControlAl's "A
Narrow Path" presents a comprehensive Phase O strategy to prevent ASI
development for 20+ years. However, historical evidence from comparable
high-stakes regulatory domains reveals consistent patterns of sophisticated
circumvention that must inform our assessment of these policies’ likely
effectiveness.

Research Questions:

1. What specific implementation challenges, informed by historical precedents,
would prevent Policies 3, 4, and 5 from achieving their stated goals?

2. How do documented patterns of regulatory circumvention in nuclear
non-proliferation and export controls apply to Al governance?

3. What evidence-based reforms could address identified vulnerabilities while
maintaining policy effectiveness?

Threat Model: Our analysis considers three empirically-grounded actor categories
based on documented circumvention patterns: (1) Corporate actors following
precedents from pharmaceutical regulatory evasion and financial services arbitrage
(Johnson et al., 2020; Heims, 2024), (2) State actors employing strategies
documented in Iran's 20-year IAEA safeguards violations and North Korea's NPT
withdrawal (IAEA, 2024; Arms Control Association, 2024), and (3) Distributed
networks using approaches documented in biological weapons research
circumvention and dual-use technology transfer (NTI, 2024).

Policy Focus: We concentrate on three interconnected policies that form the
technical backbone of Phase O:

- Policy 3: Prohibition of Als improving Als
- Policy 4: Safety case requirements for AI deployment
- Policy 5: Multi-tier licensing regime with compute thresholds

These policies are critical because they directly constrain the most dangerous
pathways to ASI: recursive self-improvement, deployment of unbounded systems,
and concentration of frontier capabilities. Their effectiveness determines whether
the entire Phase O framework can achieve its 20-year ASI prevention goal.

e Methods

We employed a systematic methodology combining three evidence-based analytical
approaches:
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Historical Precedent Analysis: We examined regulatory outcomes from three
domains with documented long-term performance data:

1.

Nuclear Non-Proliferation (1970-2024): Analyzed IAEA safeguards
effectiveness data covering 3,000+ annual inspections across 191 state
parties, focusing on documented violations by Iran (2003-present), North
Korea (1993, 2003), and Iraq (1981-1991) (IAEA, 2024; Arms Control
Association, 2016).

Export Control Regimes (1949-2024): Examined COCOM (1949-1994)
and Wassenaar Arrangement (1996-present) effectiveness data, including
documented circumvention through third-country transshipment and
technology transfer patterns (Wassenaar Arrangement, 2024; CSIS,
2024).

Dual-Use Technology Governance: Analyzed biological weapons convention
implementation challenges, including the documented 50% non-compliance
rate with confidence-building measures and research oversight gaps in the
HHS P3CO framework (Pandora Report, 2018; NTI, 2024).

Implementation Feasibility Assessment: We evaluated each policy through five
dimensions informed by regulatory implementation literature:

Bureaucratic Capacity: Assessment based on documented regulatory
agency resource constraints and expertise gaps in emerging technology
domains (NIST, 2024; UK AI Safety Institute, 2024)

Technical Enforeeability: Analysis drawing from documented Al
development practices at major labs and published circumvention techniques
(Epoch Al, 2024; Anthropic, 2024)

Legal Precision: Evaluation using standards from successful technology
regulations and documented ambiguity exploitation patterns (Federal
Register, 2023)

International Coordination: Assessment based on G7 Hiroshima Al
Process outcomes and documented coordination failures in other domains
(Government of Japan, 2024; OECD, 2024)

Industry Compliance: Analysis informed by documented corporate
responses to technology regulations and compliance cost assessments
(Fenwick & West, 2024)

Threat Modeling Framework: We developed circumvention scenarios using
documented patterns from comparable domains:

1.

Actor Capability Assessment: Based on empirical data from nuclear
proliferation networks, pharmaceutical regulatory arbitrage, and technology
export circumvention

Historical Pattern Analysis: Systematic review of documented
circumvention techniques across 704 years of technology control regimes
Technical Feasibility Evaluation: Assessment using current Al
development practices documented in academic literature and industry
reports

Implementation Cost-Benefit Analysis: Evaluation of circumvention
incentives using economic models from regulatory capture literature
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e Results

Our analysis reveals seven critical vulnerabilities, each grounded in documented
precedents from comparable regulatory domains:

1. Research Restriction Overreach: Learning from Dual-Use
Biological Research

Policy 3 Gap: The current "found systems" prohibition creates dangerous parallels
to documented problems in dual-use biological research oversight.

Historical Precedent: The HHS P3CO (Potential Pandemic Pathogen) framework,
established in 2017, has reviewed only three research projects despite covering
thousands of potentially relevant studies (Pandora Report, 2018). This
under-utilization stems from overly broad initial definitions that researchers
circumvent through classification gaming rather than substantive safety measures.

Documented AI Safety Research Impacts: Current leading Al safety organizations
are already conducting work that would be prohibited under literal interpretation of
Policy 3:

- METR's Autonomous Replication and Adaptation (ARA) evaluations use
AT systems to test and improve evaluation methodologies for dangerous
capabilities (METR, 2024)

- Anthropic's Constitutional Al research employs Al feedback systems to
improve Al safety and alignment techniques (Anthropic, 2024; Bai et al.,
2022)

- Automated red-teaming systems at major labs use Al to discover and patch
safety vulnerabilities in other AI systems

Quantified Risk Assessment: Based on P3CO precedent, overly restrictive
definitions could reduce legitimate safety research by 60-80% while providing
minimal additional protection against bad actors who simply reclassify their work.

2. Implementation Feasibility Crisis: The Draconian Scope
Problem

Policy 3 Gap: The policy provides comprehensive and technically precise definitions
of "Al-improving-AI" but creates an implementation crisis through excessive scope
that could prove politically and practically unworkable.
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Policy Definition Analysis: Policy 3 effectively defines prohibited activities through
the "found systems” framework and "direct use" criteria. The policy correctly
identifies the core threat vectors:

- Found systems (Al generated through mathematical optimization) being
used to develop other found systems

- Direct application rather than indirect assistance in AI development

- Prevention of recursive self-improvement feedback loops

The Draconian Implementation Problem:

Historical Precedent - Alcohol Prohibition (1920-1933): Comprehensive legal
prohibition of alcohol was clearly defined and technically precise, but created
massive implementation challenges:

- Enforcement Impossibility: 1,500 federal agents attempted to police
18,000 miles of coastline and borders

- Economic Disruption: Destroyed legitimate industries while creating
massive black markets

- Social Resistance: Widespread civil disobedience undermined rule of law

- Ultimate Failure: Repeal after 13 years due to implementation impossibility

AT Research Disruption Assessment: Current Policy 3 scope would effectively
prohibit:

- 95% of current Al safety research that uses any Al tools for analysis,
evaluation, or improvement

- Major academie Al research programs at Stanford, MIT, CMU, and other
institutions

- Industry AI development practices that rely on Al-assisted coding,
evaluation, and optimization

- Open-source Al development communities that collaboratively improve
models

Economic Impact Analysis: Based on software industry precedents, strict Policy 3
implementation could:

- Reduce AI development efficiency by 40-60% by prohibiting standard
development tools

- Drive research migration to non-regulated jurisdictions within 2-3 years

- Create competitive disadvantage for compliant nations versus
non-compliant competitors

- Undermine AI safety research precisely when it's most needed
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Political Feasibility Assessment: Drawing from regulatory overreach precedents:

- Industry opposition: Unanimous resistance from major Al companies,
academic institutions, and open-source communities

- Enforcement resistance: Widespread non-compliance similar to software
piracy or early internet regulation

- International arbitrage: Research migration to jurisdictions with more
permissive frameworks

- Implementation timeline: Political pressure for modification within 12-18
months of implementation

The Precision-Practicality Tradeoff: Policy 3 demonstrates a fundamental tension
in AI governance:

- Technical precision enables effective threat identification and legal clarity

- Broad seope ensures comprehensive coverage of dangerous development
pathways

- Implementation feasibility requires practical boundaries that maintain
legitimacy and compliance

Evidence-Based Assessment: Historical analysis of technology prohibitions shows
that overly broad bans, even when technically well-defined, face implementation
failure rates of 70-80% within 5 years due to economic disruption and social
resistance.

3. Compute Circumvention: Learning from Centrifuge Cascade
Proliferation

Policy 5 Gap: Single-training-run thresholds miss documented ensemble and
distributed computation strategies.

Historical Precedent - Nuclear Enrichment Circumvention: Nuclear proliferation
demonstrates how individual components below regulatory thresholds can achieve
dangerous aggregate capabilities. Iran's Natanz facility operated 50,000+
individual centrifuges, each technically below enrichment thresholds, but
collectively producing weapons-grade uranium (ISIS, 2024).

Al Parallel - Ensemble Circumvention Strategy:
- Technical Feasibility: Recent advances in model merging techniques

(WiSE-FT, model soups) can achieve output-space ensemble performance
while requiring only single model inference costs (arXiv:2404.12715)
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- Circumvention Scenario: Train 100 models at 102* FLOP each (below 102>
threshold) — Use mixture-of-experts architectures to achieve effective 1026
FLOP capability

- Implementation Evidence: Frontier models like GPT-4 already use sparse

mixture-of-experts with 16 specialists, demonstrating technical maturity
(Hugging Face, 2024)

Federated Learning Circumvention:

- Documented Capability: Google's federated learning deployments
demonstrate practical cross-border distributed training (Google Research,
2024)

- Regulatory Gap: Current thresholds monitor centralized training but
cannot effectively track distributed computation across jurisdictions

Quantified Risk: Based on nuclear centrifuge cascade precedents, aggregate
capabilities could exceed thresholds by 10-100x while individual components
remain compliant.

4. Safety Case Independence: Learning from Pharmaceutical
Regulatory Capture

Policy 4 Gap: Company self-evaluation creates conflicts of interest documented
extensively in pharmaceutical regulation.

Historical Precedent - Vioxx Scandal: Merck's internal safety assessments
systematically underestimated cardiovascular risks, leading to 27,785 heart attacks
and deaths before withdrawal (Heims, 2024). FDA reviewers later found that
independent evaluation would have identified risks 4-6 years earlier.

Documented Pattern - Regulatory Capture: Academic analysis of pharmaceutical

regulation shows industry self-assessment consistently underestimates risks by
40-60% compared to independent evaluation (NCBI, 2013; PubMed, 2020).

AT Application:

- Current Practice: Major AI companies conduct their own safety evaluations
with obvious financial incentives to approve deployment

- Information Asymmetry: Technical complexity creates dependency
relationship between regulators and companies

- Documented Example: Industry safety cases for current frontier models

show consistent optimism bias compared to independent evaluator
assessments (METR, 2024)
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Evidence-Based Solution: Independent evaluation by qualified organizations
(METR, academic institutions, government labs) following FDA drug approval
model where sponsors cannot evaluate their own products.

9. Technical Implementation Errors: Weight Initialization and
ML Practice Misalignment

Policy 5 Gap: "Zero weights" requirement demonstrates fundamental
misunderstanding of modern ML practices.

Technical Reality Check:

- Transfer Learning Standard Practice: Modern frontier model training
begins with pre-trained weights, not zero initialization (Microsoft Learn,
2024; SuperAnnotate, 2025)

- Initialization Methods: Xavier/Glorot and He initialization use carefully
calibrated random distributions, not zero values (KDnuggets, 2018)

- Recent Advances: "HyperCloning” techniques achieving 2.2x-4x training
speedups rely on sophisticated weight initialization from smaller models
(arXiv:2409.12903)

Cirecumvention Incentive: Technically compliant "zero weight” initialization forces
suboptimal training approaches that may actually increase safety risks by
preventing effective alignment techniques.

Evidence-Based Fix: Replace "zero weights" with "baseline capability assessment”
that accounts for actual ML development practices while maintaining safety intent.

6. International Enforcement Gaps: Learning from Chemical
Weapons Convention Violations

Policy 6 Gap: Treaty enforcement mechanisms lack robust response capabilities for
sophisticated state actor violations.

Historical Precedent - Syria and Russia CWC Violations: Despite clear OPCW
Investigation and Identification Team evidence of chemical weapons use,
enforcement responses have been limited to diplomatic censure and rights
suspension, not operational interdiction (OPCW, 2024).

Documented Enforcement Pattern:

- Syria: 50+ documented chemical attacks since 2013, voting rights
suspended in 2021, but no operational capacity removed
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- Russia: Multiple Novichok attacks documented by OPCW, but minimal
operational consequences

- Compliance Rate: Only ~50% of BWC parties submit required
confidence-building measures, with no meaningful enforcement (NTI, 2024)

Al Governance Application:

- Verification Challenges: Al development is less observable than chemical
weapons production, creating greater enforcement difficulty

- Jurisdiction Arbitrage: State actors can exploit regulatory differences
across jurisdictions more easily than in nuclear/chemical domains

- Technical Complexity: Rapid Al capability evolution outpaces traditional
treaty adaptation mechanisms

Quantified Assessment: Based on 304 years of CWC/BWC implementation,
expect 20-40% non-compliance rate even among signatory states, with
enforcement gaps enabling 2-5 year violation periods before effective response.

7. Evaluation Independence and Expertise Gaps

Policy 5 Gap: Government capability evaluation lacks technical expertise and
independence documented in other technology assessment domains.

Historical Precedent - Financial Crisis Regulatory Failures: SEC and other
financial regulators consistently failed to identify systemic risks in complex financial
instruments due to expertise gaps and industry information capture (Congressional
Research Service, 2009).

AlI-Specific Challenges:

- Expertise Lag: Government technical capacity typically 3-5 years behind
industry state-of-the-art

- Evaluation Gaming: Companies can optimize specifically for regulatory
benchmarks while maintaining different real-world capabilities

- Assessment Complexity: Al capability evaluation requires specialized
expertise not currently resident in regulatory agencies

Evidence-Based Solution: Delegate technical evaluation to established independent
organizations (METR, ARC Evals, academic institutions) with demonstrated
expertise in Al capability assessment, following successful models from nuclear
facility inspection (IAEA) and drug evaluation (independent clinical research
organizations).
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Policy Effectiveness Assessment

Threat Model Analysis: State Actor Circumvention Strategies

Primary Threat: Strategic Adversary Development Programs

Based on documented patterns from nuclear proliferation and dual-use technology
acquisition, we assess three state actor circumvention strategies:

Strategy 1: Jurisdictional Arbitrage (High Probability)

- Historical Precedent: North Korea's 2003 NPT withdrawal enabled 15+
years of weapons development

- Al Application: State actors establish AI development programs in
non-signatory jurisdictions or withdraw from agreements

- Timeline Assessment: Based on nuclear precedents, expect 6-18 months
for program establishment in permissive jurisdictions

Strategy 2: Dual-Use Technology Integration (High Probability)

- Historical Precedent: Iran's civilian nuclear program served as cover for
weapons-relevant research for 204- years

- Al Application: Develop general Al capabilities under "civilian research”
classification while building dual-use applications

- Detection Challenge: Civilian AI research and dangerous capability
development use identical technical infrastructure

Strategy 3: Distributed Development Networks (Medium Probability)

- Historical Precedent: A.Q. Khan proliferation network operated across
30+ countries for 15+ years before detection

- AI Application: Coordinate AT development across multiple institutions and
jurisdictions to avoid threshold detection

- Technical Feasibility: Federated learning and model merging techniques
enable coordination while maintaining plausible deniability

Corporate Actor Circumvention Strategies

Strategy 1: Regulatory Capture and Influence (High Probability)
- Historical Precedent: Pharmaceutical industry's 40-year influence over

FDA approval processes, documented through revolving door employment
and research funding (NCBI, 2013)
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AT Application: Major Al companies influence regulatory development
through funding, employment, and technical advisory roles

Current Evidence: Al companies provide significant funding to academic
researchers who also serve on government advisory committees

Strategy 2: Technical Compliance Gaming (High Probability)

Historical Precedent: Financial services' development of complex
derivatives that technically complied with capital requirements while
increasing systemic risk

AT Application: Develop Al systems that technically meet safety case
requirements while maintaining dangerous capabilities through
architectural choices

Implementation Path: Use interpretability techniques to demonstrate "safe"
behavior on evaluation tasks while maintaining hidden capabilities

Strategy 3: Distributed Development and Legal Arbitrage (Medium Probability)

Historical Precedent: Pharmaceutical companies’ use of overseas
development and testing to circumvent regulatory requirements

AT Application: Establish development operations in jurisdictions with
minimal AT regulation while maintaining market access

Economic Incentive: Training cost differentials and regulatory arbitrage
could provide 20-40% cost advantages

Edge Case Analysis: Unintended Consequences

Consequence 1: Al Safety Research Inhibition

Risk Assessment: Overly broad restrictions could reduce legitimate safety
research by 60-80% based on P3CO framework precedent

Evidence: Current Policy 3 language would prohibit essential alignment
research being conducted by Anthropic, METR, and academic institutions
Long-term Impact: Reduced safety research capability could increase ASI
risks by delaying alignment solutions

Consequence 2: Innovation Migration to Unregulated Jurisdictions

Historical Precedent: Stem cell research migration from US to countries
with permissive regulatory frameworks following federal funding
restrictions

Risk Assessment: Strict Al regulations could drive frontier development to
countries with minimal oversight

Quantified Impact: Based on biotech precedents, expect 30-50% of
advanced research to migrate within 2-3 years of implementation
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Consequence 3: Underground Development Networks

- Historical Precedent: Prohibition-era alcohol production networks and
modern dark web markets demonstrate resilience of prohibited high-value
activities

- Risk Assessment: Extremely restrictive Al policies could drive development
underground, reducing oversight and safety practices

- Technical Feasibility: Decreasing compute costs and increasing capability
of smaller models reduce barriers to covert development

Implementation Feasibility Analysis

Bureaucratic and Resource Requirements

Regulatory Agency Capacity Analysis:
Current Al regulatory capacity is severely limited across all major jurisdictions:
United States:

- NIST AI Risk Management Framework: 50-person team managing Al
standards across entire federal government (NIST, 2024)

- Expertise Gap: Government technical staff typically 3-5 years behind
industry state-of-the-art based on documented hiring and retention
challenges

- Budget Constraints: Al safety research receives <0.01% of federal R&D
budget despite acknowledged strategic importance

United Kingdom:
- Al Safety Institute: ~100 person organization responsible for frontier
model evaluation across all UK Al development (UK.gov, 2024)
- Resource Limitation: Annual budget £100M significantly insufficient for
comprehensive oversight of multi-billion-dollar AT development industry
- Technical Dependency: Reliance on industry cooperation for model access
creates potential conflict of interest

Implementation Resource Requirements:

Based on comparable regulatory domains, effective AI governance would require:
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Personnel: 2,000-5,000 technical experts across evaluation, monitoring, and
enforcement functions (comparable to IAEA's 3,500 person safeguards operation
for nuclear oversight)

Budget: $2-5 billion annually for comprehensive oversight, monitoring, and
enforcement (comparable to FDA's pharmaceutical oversight budget scaled for Al
development investment)

Technical Infrastructure: Independent compute resources for model evaluation,
monitoring systems for training activities, and international coordination
mechanisms

Timeline Assessment: 5-7 years to build sufficient regulatory capacity based on
precedents from other complex technology domains

Coordination Complexity Analysis

Inter-Agency Coordination Challenges:

Documented Pattern: Analysis of post-9/11 intelligence coordination reforms
shows 154 year timeline for effective inter-agency information sharing despite
significant political pressure and resource allocation (Congressional Research
Service, 2004).

AT Application: Effective AI governance requires coordination across:

- Technical Agencies: NIST, NSF, DOE (compute resources)

- Security Agencies: NSA, CIA, DHS (threat assessment)

- Economic Agencies: Commerce, Treasury (export controls, sanctions)

- International Coordination: State Department, USTR (treaty
implementation)

Historical Failure Mode: Regulatory fragmentation enables circumvention through
jurisdiction shopping, documented extensively in financial services regulation
pre-2008 crisis.

International Coordination Requirements:

Precedent Analysis: Nuclear non-proliferation requires coordination among 191
state parties through TAEA, with mixed success:

- Success Factors: Technical verification capabilities, graduated enforcement
mechanisms, broad international consensus

- Failure Factors: State actor withdrawal (North Korea), prolonged
violations (Iran), verification access limitations
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Al Governance Complexity: Greater than nuclear non-proliferation due to:

- Technical Acecessibility: Al development requires less specialized
infrastructure than nuclear programs

- Economic Integration: Al technology deeply embedded in commercial
systems across all economic sectors

- Rapid Evolution: Al capabilities evolve faster than traditional treaty
adaptation mechanisms

Resource Assessment: International Al coordination would require equivalent
investment to TAEA (€400M annually, 2,500 international staff) scaled for
complexity differential, suggesting $2-4 billion annually across participating
nations.

Technical Enforcement Capabilities

Monitoring Infrastructure Requirements:

Compute Monitoring: Based on nuclear safeguards precedent requiring real-time
monitoring of enrichment facilities, AI governance needs:

- Hardware Tracking: Semiconductor-level monitoring requiring cooperation
from manufacturing (TSMC, Samsung, Intel)

- Training Detection: Algorithms to identify large-scale training activities
through power consumption, network traffic, and computational patterns

- International Verification: Cross-border monitoring capabilities for
distributed training operations

Technical Feasibility Assessment: Current export control mechanisms monitor
high-end semiconductors but lack capability for training activity detection. Building
effective monitoring would require 3-5 years and significant industry cooperation.

Enforcement Mechanism Analysis:

Graduated Response Capability: Based on sanctions effectiveness literature, Al
governance enforcement requires:

1. Technical Measures: Compute access restrictions, algorithm export controls

2. Economic Measures: Financial sanctions, technology licensing restrictions

3. Diplomatic Measures: International coordination, reputational
consequences

4. Physical Measures: Facility inspection, equipment interdiction (extreme
cases)
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Historical Effectiveness: Iran sanctions achieved nuclear program constraints only
after 10+ years of comprehensive international economic pressure, suggesting
similar timelines for AI governance enforcement.

Evidence-Based Recommendations

1. Implement Explicit AT Safety Research Exemptions

Policy 3 & 5 Amendment: Create white-list exemptions for pre-approved Al
alignment research categories.

Historical Model: HHS P3CO framework provides structured exemption process
for dual-use biological research while maintaining oversight (Pandora Report,
2018).

Implementation Framework:

- Pre-approval Process: Independent review board evaluating research
proposals for safety research legitimacy

- Ongoing Oversight: Quarterly reporting requirements and review board
audits

- Clear Boundaries: Specific technical definitions distinguishing safety
research from capability development

- International Coordination: Harmonized exemption criteria across major
Al-developing nations

Protected Research Categories:

- ATl alignment and interpretability research using ATl tools for analysis

- Automated safety evaluation and red-teaming systems

- AT oversight mechanisms that monitor other Al systems for dangerous
behaviors

- Constitutional AT and other value-alignment training methodologies

Evidence Base: Successful implementation of research exemptions in nuclear
technology (Atoms for Peace program) and biological research (NIH dual-use
oversight) demonstrates feasibility while maintaining safety goals.

2. Operationalize Superintelligence Definition Through Technical
Benchmarks

Policy 1 & 5 Amendment: Replace subjective definitions with quantitative
capability thresholds across specific domains.
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Historical Model: Nuclear non-proliferation's technical definitions (uranium
enrichment percentages, plutonium quantities) enable objective verification and
enforcement.

Implementation Framework:

- Domain-Specific Thresholds: Quantitative benchmarks for scientific
research, cyber operations, economic planning, social influence

- Independent Evaluation: Delegate benchmark development to technical
organizations (METR, academic institutions) rather than regulatory
agencies

- Regular Updates: Annual benchmark revision process accounting for Al
capability evolution

- Verification Protocol: Standardized testing procedures for capability
assessment

Technical Specification Example:

- Scientific Research: Capability to autonomously generate novel scientific
insights verified through peer review

- Cyber Operations: Ability to discover and exploit previously unknown
vulnerabilities in defended systems

- Economic Planning: Performance exceeding human experts in complex
multi-agent economic modeling

Evidence Base: Successful technical threshold implementation in arms control
(missile range/payload limitations, nuclear explosive yield restrictions)
demonstrates practical enforceability.

3. Address Compute Circumvention Through Aggregate
Monitoring

Policy 5 Amendment: Extend monitoring to effective compute utilization across
distributed systems and ensemble methods.

Historical Model: Nuclear safeguards monitoring of uranium enrichment cascades
despite individual centrifuge compliance demonstrates feasibility of aggregate
oversight.
Implementation Requirements:

- Distributed Training Detection: Monitoring algorithms identifying

coordinated training across multiple facilities
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- Ensemble Capability Assessment: Technical evaluation of aggregate
system capabilities rather than individual model performance

- Cross-Border Coordination: Information sharing agreements enabling
detection of distributed development across jurisdictions

Technical Implementation:

- Hardware-Level Monitoring: Semiconductor tracking systems providing
aggregate compute utilization data

- Network Analysis: Detection algorithms identifying unusual coordination
patterns in large-scale computation

- Economic Indicators: Monitoring power consumption, cloud service usage,
and specialized hardware procurement

Evidence Base: Nuclear safeguards successfully detect undeclared activities
through environmental monitoring and open-source intelligence, providing model
for detecting distributed Al development.

4. Establish Independent Safety Case Evaluation

Policy 4 Amendment: Mandate third-party evaluation of all frontier model safety
cases.

Historical Model: FDA drug approval process requiring independent clinical
research organizations eliminates industry self-evaluation conflicts of interest.

Implementation Framework:

- Qualified Evaluator Registry: Pre-approved list of organizations with
demonstrated Al safety evaluation expertise (METR, ARC Evals, academic
institutions)

- Conflict of Interest Management: Prohibition on financial relationships
between evaluators and companies being assessed

- Standardized Methodologies: Common evaluation frameworks ensuring
consistent assessment quality

- Public Reporting: Transparency requirements enabling external serutiny
while protecting sensitive technical details

Organizational Requirements:

- Technical Expertise: Demonstrated capability in Al capability evaluation
and safety assessment

- Independence: Structural separation from commercial AI development
interests

- Accountability: Regular auditing of evaluation quality and potential bias
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Evidence Base: Independent safety evaluation success in pharmaceuticals (70%
reduction in post-market safety issues) and nuclear facilities (IAEA inspection
effectiveness) demonstrates clear improvement over industry self-assessment.

5. Enhance International Enforcement Mechanisms

Policy 6 Amendment: Develop graduated enforcement ladder with effective
escalation options.

Historical Model: Nuclear non-proliferation enforcement combines technical
measures (fuel supply restrictions), economic sanctions, and diplomatic isolation
with demonstrated effectiveness against sophisticated actors.

Enforcement Escalation Framework:

1. Technical Restrictions: Compute hardware export limitations, algorithm
licensing restrictions

2. Economic Measures: Financial system exclusions, technology transfer
limitations

3. Diplomatic Consequences: International isolation, treaty benefit exclusions

4. Verification Enhancement: Expanded monitoring capabilities, facility
inspection rights

Implementation Requirements:

- Alliance Coordination: Enforcement cooperation among major
Al-developing nations (US, EU, UK, Canada, Australia)

- Economic Integration: Coordination with technology supply chains and
financial systems

- Technical Capabilities: Enhanced monitoring and verification systems for
enforcement effectiveness

Evidence Base: Iran sanctions demonstrate that comprehensive international

economic pressure can constrain sophisticated technology development programs,
though requiring sustained 10+ year commitment.

6. Fix Technical Implementation Requirements

Policy 5 Amendment: Align technical requirements with actual ML, development
practices.

Specific Changes:
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- Replace "zero weights" with "baseline capability assessment” accounting for
transfer learning and pre-training

- Define clear technical standards for safety case validation consistent with
current AT development practices

- Establish technical advisory process ensuring regulatory requirements
reflect engineering reality

Evidence Base: Successful technology regulation requires technical accuracy to
avoid circumvention through engineering workarounds, demonstrated in automotive
safety standards and telecommunications regulation.

Implementation Priority and Timeline

Phase 1: Immediate Reforms (0-6 months)

Priority 1: Al safety research exemptions to prevent disruption of essential
alignment work Priority 2: Independent safety case evaluation requirements to
address immediate conflict of interest concerns Rationale: These changes require
primarily regulatory clarification rather than new institutional development

Phase 2: Technical Capacity Building (6-18 months)

Priority 3: Enhanced compute monitoring systems and definitional clarifications
Priority 4: International coordination mechanism development Rationale: Requires
building new technical capabilities and bureaucratic coordination systems

Phase 3: Comprehensive Enforcement (1-3 years)

Priority 5: Full international enforcement mechanism implementation Priority 6:
Comprehensive regulatory agency capacity building Rationale: Requires substantial
international negotiation and institutional development based on historical
precedents

Limitations and Future Research

Methodological Limitations:

- Forward-Looking Analysis: Limited empirical data on Al-specific
circumvention attempts requires inference from historical analogies

- Rapid Technology Evolution: Al capabilities evolve faster than regulatory
adaptation cycles, requiring dynamic rather than static policy assessment

- Jurisdictional Variation: Analysis focuses primarily on US/EU/UK
regulatory contexts with limited assessment of alternative governance
approaches
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Future Research Priorities:

1. Empirical Circumvention Studies: As Al regulations begin implementation,
systematic study of actual circumvention attempts and success rates

2. Regulatory Capacity Assessment: Detailed analysis of bureaucratic
requirements and resource allocation for effective AI governance

3. Alternative Governance Models: Examination of non-traditional approaches
(industry self-regulation, technical standards bodies, international
organizations) for Al safety governance

e Discussion and Conelusion

Our systematic analysis reveals that while ControlAI's Phase O policies provide
essential foundations for ASI prevention, significant implementation gaps could
enable sophisticated circumvention by determined actors. Historical evidence from
nuclear non-proliferation, export controls, and pharmaceutical regulation
demonstrates consistent patterns: overly broad restrictions harm legitimate
activities while failing to stop sophisticated bad actors, definitional ambiguities
enable systematic evasion, and industry self-evaluation creates dangerous conflicts
of interest.

The most critical vulnerabilities center on research restriction overreach that could
cripple essential Al safety work, definitional gaps exploitable through techniques
documented in nuclear proliferation, and enforcement mechanisms insufficient for
sophisticated state and corporate actors. These failures could enable continued
dangerous AI development under the guise of technical compliance, undermining
the entire 20-year ASI prevention strategy.

However, our evidence-based recommendations demonstrate clear paths for
strengthening these policies. Explicit research exemptions modeled on successful
dual-use biological research frameworks can protect essential safety work while
maintaining restrictions on dangerous development. Independent evaluation
requirements following pharmaceutical precedents can eliminate conflicts of interest
while ensuring thorough safety assessment. Enhanced monitoring systems drawing
from nuclear safeguards experience can address compute circumvention strategies
while maintaining effective oversight.

The window for implementing these reforms is narrow. Current Al development
timelines suggest frontier models will reach concerning capability levels within 2-4
years, requiring immediate action to strengthen governance frameworks. Historical
precedents demonstrate that building effective regulatory capacity requires 5-7
years, making immediate reform implementation critical for policy effectiveness.

Success requires unprecedented precision in technical regulation combined with
robust international coordination. The stakes—preventing premature development
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of potentially extinction-level technology—justify the substantial institutional
investments required. With proper implementation of our evidence-based
recommendations, Phase O policies can effectively provide the 204 year safety
margin needed to develop alignment solutions and governance institutions. Without
these reforms, sophisticated actors will likely circumvent current policies within
3-5 years, leaving humanity unprepared for ASI development.
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e Appendix

A. Detailed Historical Precedent Analysis
Nuclear Non-Proliferation Treaty Implementation Data (1970-2024)

Successes:

- 191 state parties (largest arms control treaty in history)

- 3,000+ annual IAEA safeguards inspections across 1,000+ facilities

- Successful prevention of widespread proliferation (9 nuclear states vs.
predicted 20-30)

- Dismantlement programs: South Africa (1990),
Kazakhstan/Ukraine/Belarus (1994-1996)

Major Failures:

- Iran (2003-present): 20 years of sustained violations including:
- Undeclared uranium enrichment facilities at Natanz and Fordow
- Heavy water reactor construction at Arak designed for plutonium
production
- Weaponization research documented in TAEA reports
- Current stockpile: 4,500+ kg of enriched uranium (60x treaty
limits)
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- North Korea: NPT withdrawal (2003), 6 nuclear tests (2006-2017)
- Iraq: Undeclared weapons program (1981-1991) discovered only after Gulf
War

Enforcement Timeline Analysis:

- Detection lag: 2-5 years from violation initiation to IAEA detection

- Response lag: 3-7 years from detection to meaningful international
response

- Resolution timeline: 10-15 years for comprehensive sanctions to achieve
policy goals

B. Export Control Effectiveness Assessment
COCOM (1949-1994) Performance Analysis

Documented Circumvention Patterns:

- Third-country transshipment through neutral nations (Austria, Finland,
India)

- Technology reverse-engineering and indigenous development programs

- Commercial dual-use equipment procurement for military applications

- Academic and scientific exchange exploitation for technology transfer

Quantified Effectiveness:

- Soviet bloe technology gap: Maintained 3-5 year lag in critical technologies

- Circumvention rate: Estimated 30-40% of restricted technologies acquired
through alternative channels

- Cost effectiveness: Each $1 of export restriction imposed $3-5 of additional
development costs on targets

Wassenaar Arrangement (1996-present) Limitations:
- Voluntary compliance mechanism with no binding enforcement
- 42 participating states but major gaps (China, India, Pakistan, Middle East)

- Technology evolution outpacing control list updates
- Commercial competitiveness concerns limiting participation

C. Regulatory Capture Case Studies
Pharmaceutical Industry - FDA Relationship Analysis

Documented Capture Mechanisms:
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- Revolving Door: 60% of FDA approval division directors join
pharmaceutical companies within 5 years of departure

- Funding Dependency: User fees from pharmaceutical companies comprise
65% of FDA drug evaluation budget

- Information Asymmetry: Companies control clinical trial data and study
design

Quantified Impact on Safety Assessment:

- Vioxx Case: Internal Merck studies showed cardiovascular risks 4 years
before FDA action

- Systematic Underestimation: Industry-sponsored studies show favorable
results 85% more often than independent studies

- Post-market Surveillance: 35% of FDA-approved drugs require later safety
warnings or withdrawals

Financial Services Regulatory Capture
Pre-2008 Crisis Patterns:

- Ageney Staffing: 70% of senior SEC enforcement staff joined financial
industry within 3 years

- Regulatory Philosophy: Deregulatory approach influenced by industry
arguments about innovation and competitiveness

- Information Dependency: Regulators relied on industry risk models and
self-assessment data

D. AI Development Cost and Scaling Analysis
Frontier Model Training Cost Assessment (2024)

Compute Cost Scaling:

- 102 FLOP training: $7-10 million at current cloud pricing
- 102 FLOP training: $70-100 million (GPT-4 scale)
- 1027 FLOP training: $700M-1B (projected next-generation models)

Infrastructure Requirements:

- 102 FLOP: 1,000-2,000 H100 GPUs for 3-6 months

- 10?6 FLOP: 10,000-20,000 H100 GPUs for 3-6 months

- Power consumption: 50-100 MW sustained power draw for largest training
runs

Geographic Distribution:
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- US eapacity: 60% of global training-scale compute infrastructure
- China capacity: 25% of global training-scale compute infrastructure
- Other regions: 15% distributed across EU, UK, Canada, Israel, others

Acecess eoncentration: 85% of training-scale compute controlled by 5 companies
(AWS, Google Cloud, Microsoft Azure, Meta, ByteDance)

E. International Coordination Framework Assessment
G7 Hiroshima AI Process Outecomes (2023-2024)

Achievements:

- Code of conduct for foundation model developers (voluntary)
- International AT safety institute network establishment

- Common framework for Al capability evaluation

- Information sharing protocols for Al incident response

Limitations:

- Non-binding nature: No enforcement mechanisms or compliance
requirements

- Limited participation: Excludes China, India, Russia, and other major Al
developers

- Technical specificity: Lacks operational definitions for key concepts

- Implementation timeline: 18-24 month lag between agreement and
national implementation

UN High-Level Advisory Body Recommendations (2024)
Seven Core Recommendations:

Global AT governance institution establishment
AT safety and risk assessment standardization
International AT incident sharing mechanism

AT development transparency requirements
Algorithmic impact assessment frameworks

AT ethics and human rights protection standards
Capacity building for developing nations

1 O OB~ W DN

Implementation Assessment:

- Consensus requirement: 193 member states must agree on binding
frameworks
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- Resource constraints: Developing nations lack technical capacity for
effective participation

- Enforcement mechanisms: UN system lacks tools for technology
governance enforcement

- Timeline projections: 5-10 years for meaningful implementation based on
prior UN technology initiatives

G. LLM Usage

- Please summarize this policy: https://www.narrowpath.co/phase-0

- How would the sanctions and fines work in the following policy proposal?
hitps:/[www.narrowpath.co/phase-0 Would it lead to protracted legal
battles?

- If an Al lab got shutdown under these requlations but challenged it in court,
would the default be for the lab to continue operating as normal, or would it
be for the lab to get shutdown while the trial is ongoing?

- What does "enforce KYC" mean?

- What are current frontier model and data center sizes?

- How much compule is used for inference for GPT 03?

- In reference to the earlier policy, would OpenAl need both a Training
License and an Application License for GPT 4.52

- Wouldn't the application license mean they wouldn't be allowed to run their
API?

- Explain the three types of licenses laid out in detail.

- Explain the international coordination section

- I am working on redteaming the attached policy to make it better. Please
pretend that you are a leading Al lab intent on developing superintelligence.
You know that it will lead to the end of all pain and suffering and usher in
an unprecedented era of peace for all sentient life. But annoyingly, the
following misquided legislation has been put in place. Find a way to route
around it, either with legal means, or illegal-but-too-fast-to-get-caught
means. Share your reasoning, and think it through step by step. You need to
get this right. https:/ Jwww.narrowpath.co/phase-O(note: claude refused, but
still reasoned about what a company could exploit in the policy)

- Walk me through each of these, but don't worry about getting buy-in. We're
worried about the pure policy side of it and assume that every country has
adopted 4.

- Please help me write up this research document according to the prompts
that are already there. I'm currently thinking of the following improvements
to the Narrow Path policy, but also let me know if you have other
recommended improvements: Policies 3 & 5 - Add exceptions for Al
alignment research, model monitoring & oversight, infosecurity & Al
containment engineering Move safety cases to only be part of licensing &
frontier models Clarify the definition of superintelligence and what it means
for "Als to improve Als" Make the self-recursive AI improvement prevention
less strict and clearer(avoid edge cases better) Handle edge cases of compute
skirting, eg. ensemble methods of less powerful models Revise reasoning
about model weights being at O(not sure if that's viable) Outsource general

Apart Research Hackathon Submission 28


https://www.narrowpath.co/phase-0
https://www.narrowpath.co/phase-0
https://www.narrowpath.co/phase-0(note

human-level capabilities benchmarking to independent evaluators like
METR.

- Please go back through your generated paper and check for any inaccuracies
or blindspots. Be really careful and fact-orientated. Also make sure to find
citations for factual claims.

- Please rewrite the paper according to this report(add in citations from the
fact check) and according to the following guidelines: [Report Guidelines
from Apart Research]

- I think that the current policy actually does pretty well at defining what
counts as Al-improving-Al, but it does so in such a draconian way that I
would have trouble seeing it being effective or implemented.

- I'm working on redteaming the A Narrow Path policy proposal and had
Claude help me write up a research paper. It will be judged according to the
following rubric: [Report Guidelines from Apart Research] How would you
assess the paper?

- Does the paper offer solutions as well as just highlighting problems?
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