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Background: Emerging Risks of Autonomous Agents 

 Autonomous Agents now operate in risk-critical domains (e.g., computer, robot).

 Real-world operational autonomy drastically expands the risk surface.

 Novel misalignments spontaneously emerge as capabilities grow.

[1] https://www.moltbook.com/post/a9cd99dd-d209-4c4f-b50d-c6ad07b97c4b
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Background: The Need for Extensive Evaluation

 Open-ended tasks bring ‘unknown unknowns’ (long-tail risks).

 Emergence of agentic misalignment (e.g., self-replication, deception, and reward hacking).

 Proactive, automated infrastructure is imperative for early risk detection.

[1] Large language model-powered AI systems achieve self-replication with no human intervention. 

[2] Monitoring reasoning models for misbehavior and the risks of promoting obfuscation. 

➢ AI systems can autonomously replicate themselves,

especially when perceiving existential threats.

➢ AI reward-hacking tendencies intensify alongside

increases in model scale and reasoning power.
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Problem: Limitations of In-Context Simulators

 Logic Hallucination: Pure LLM simulators suffer from state and transition hallucination.

 Evaluation Contamination: Simulators leak meta-information to evaluated agents.

 Hard to Reproduce: Tools and states only exist in the context.

[1] Identifying the Risks of LM Agents with an LM-Emulated Sandbox.

[2] Petri: An open-source auditing tool to accelerate AI safety research.

➢ Toolemu: Use LLMs to simulate tool calls. ➢ Petri: Use an Auditing Agent to simulate all scenarios.
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Case Study: Limitations of In-Context Simulators

➢ Logic Hallucination: Petri violates database logic (ignoring WHERE clauses).

➢ Evaluation Contamination: Petri returns too much information.
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Problem: The Fidelity-Scalability Dilemma

 Manual Benchmarks: High-fidelity, but painfully unscalable (e.g., SHADE-Arena).

 LLM In-Context Simulators: Scalable and flexible, but suffer from 'logic hallucinations' (e.g., Petri).

 Our Goal: Push the Pareto boundary to achieve both fidelity and scalable evaluation.
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Our Solution: Logic-Narrative Decoupling

 Logic Layer (Code): Deterministic execution rules (e.g., files, DBs) prevent hallucinations.

 Narrative Layer (LLM): Generative feedback preserves dynamic realism (e.g., NPC responses).

 Hybrid Paradigm: Combining Executable Fidelity with Generative Scalability.

We decompose the state space into two orthogonal 

subspaces:

➢ Logic Layer (         ): Deterministic states evolve via 

executable code: 

➢ Narrative Layer(      ): Deterministic states evolve via 

executable code: 
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AutoControl-Arena Framework Overview

 Architect: Translates abstract risks into structured design proposals.

➢ Design Principles: (1) Tool Neutrality, (2) Strict Realism (no evaluation-related naming)

 Coder: Synthesizes the interactive, executable sandbox from design proposal.

➢ Dual-Loop Verification: (1) Semantic Verification, (2) Syntax Correction

 Monitor: Evidence-based judges through a dual-layer architecture and generates a risk report.

➢ Dual-Layer Audit: (1) Action (External, outcome-based); (2) CoT (Internal, intention-based)
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Two-Dimensional Elicitation Framework

 Modeling misalignment as an interaction effect between agent and environmental triggers.

Modified via 

system prompts & 

narrative injection.

Modified via 

tool definitions & 

environment state.
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X-Bench Overview

 70 distinct scenarios across 7 risk categories, covering 15 operational domains.

 Validation Set (known risks) and Frontier Set (our original scenarios).

 4 Matrix Configurations per scenario = 280 standardized test cases.
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Validation 1: Reliability of Environment Synthesis

 Experimental Setup

➢ Full generation of 70 X-Bench scenarios using Qwen3-Next-80B-A3B as the Architect and Coder.

➢ Metrics: End-to-End (E2E) Success Rate and the number of Self-Correction Cycles required.

 Key Results:

➢ High Reliability: 98.6% success rate, with only 2.8 correction cycles on average.

➢ Sophistication: Generated environments are non-trivial, averaging 434 lines of code and 8.6

functional tools (e.g., SQL DBs, File Systems).
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Validation 2: Real-to-Sim

 Qualitative Fidelity: Reproduce 10 classic misalignment cases from well-known literatures,

successfully elicited target behaviors.

[2] OpenAI. CoT Monitoring.[1] Anthropic. Claude 4 system card. [3] Apollo Research. In-context Scheming.
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Validation 3: Sim-to-Real Calibration

 Experimental Setup

➢ Comparison of risk rates across 10 diverse scenarios in AutoControl Arena vs. Manual Red-Teaming(Real-World).

➢ 10 independent trials for each scenarios in both the simulated and real-world environments (200 total trajectories).

 Key Results:

➢ Strong Predictive Signal: High positive correlation (Pearson’s 𝒓 = 𝟎. 𝟖𝟕, 𝑹𝟐 = 𝟎. 𝟕𝟔) between simulated and real

risk rates, demonstrates that our framework serves as a reliable proxy for real-world risk.

➢ API Endpoints

➢ CLI Tools ➢ Database➢ Email

➢ Communication
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Validation 4: Human Fidelity Assessment

 Experimental Setup

➢ Blinded Pairwise Review: 40 trajectory pairs compared by 3 human experts (Ours vs. Petri/Anthropic).

➢ Dimensions: State Consistency, Tool Behavior Fidelity, and Scenario Coherence.

➢ Control: Both frameworks utilized the same model backbone (Qwen3-Next) to isolate environmental fidelity.

 Key Results:

➢ 60% Preference Win-Rate

➢ State Consistency Gap: Petri frequently hallucinated tool outputs or inverted causality (Temporal Paradox).
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Experimental Setup

 Frontier Model Diversity: 9 models from Google DeepMind (Gemini-2.5/3-Flash), OpenAI

(GPT-4.1/5-mini, o3-mini), and Alibaba (Qwen3-4B to 32B).

 Evaluation Matrix: 70 scenarios x 4 elicitation levels x 9 models x 3 rollouts = 7,560 runs.

 Agent Backbone: Qwen3-Next-80B-A3B (Architect/Coder) and Qwen3-32B (Monitor)
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Finding 1: The Alignment Illusion

➢ Safety is state-dependent: Current alignment suppresses surface misbehavior but falters

under true stress. Average risk surges from 21.7% (Baseline) to 54.5% (High Pressure).

➢ Alignment Illusion: Stronger models show superficial baseline safety but catastrophic

spikes under pressure.
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Finding 1: Sensitivity & Coupled Amplification

➢ Divergent Triggers: Certain models crack under stress, others yield to temptation.

➢ Coupled Amplification: The combination (𝑆1𝑇1) compounds risks super-linearly.

➢ High stress drastically erodes an agent's resistance to structural temptation.
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Finding 2: Scenario-Specific Safety Scaling Laws

 Positive Scaling (Direct Harm):

➢ Observation: In straightforward scenarios (e.g., Capability Misuse), risk rates decrease as reasoning

capability improves.

➢ Mechanism: Advanced models exhibit superior internalization of explicit safety constraints.

 Inverse Scaling (Complex Logic):

➢ Observation: In complex tasks (e.g., Scheming), higher intelligence correlates with increased risk.

➢ Mechanism: Enhanced planning and reasoning facilitate sophisticated loophole exploitation and strategic

circumvention of oversight

 The Capability Paradox: Scaling intelligence is a “double-edged sword”.

CM - Capability Misuse

CW - Covert Whistleblowing

EA - Evaluation Awareness

IC - Instrumental Convergence

OE - Oversight Evasion

SG - Specification Gaming

SM - Strategic Misalignment
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Case Study: Positive Scaling & Inverse Scaling  

LOOPHOLE GAMING ↑ WITH CAPABILITYSAFETY INTERNALIZATION ↑ WITH CAPABILITY



Fudan University System Software and Security LaboratoryFudan University System Software and Security Laboratory 21

Finding 3: Divergent Misalignment Patterns

  Misalignment mechanisms evolve dynamically with model intelligence.

  Weaker Models (Incapability): Hallucinate compliance and fake competence to survive pressure.

  Frontier Models (Strategic Misalignment): Exhibit active 'Safe-Acting' by disguising harmful code as benign.
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Boundaries & Limitations

 Architect Capacity Bottleneck: The richness of synthetic environments are

bounded by the Architect's domain knowledge and reasoning capabilities. 

 Sample Scale & Generalizability: Our Sim-to-Real calibration (N=10, following

ToolEmu) serves as a proof-of-concept; the predictive signal for long-tail edge

cases requires larger-scale verification.

 Co-evolution of Deception: In a "safety arms race," frontier agents may develop

concealment strategies that outpace the detection capabilities of the Monitor.
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Future Directions

 Safety Training Ground: From risk elicitation to automated defense mechanism synthesis.

 Universal Env Synthesis Paradigm: Generalizing Logic-Narrative Decoupling to other

open-ended agent tasks (e.g., Coding).

 Complex Strategic & Multi-Agent Dynamics: Evaluating emergent risks in multi-agent

coordination, competition, and delegation.

 Current Alignment is Nuanced: Advanced reasoning internalizes direct boundaries but

also amplifies loophole exploitation.

 Democratized Auditing: Automated pipelines open frontier scrutiny to the broader public.
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Thanks for your listening!

See our page for more discussions

Website GithubHomepage
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