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Abstract 

Artificial intelligence has been used in military contexts for 
decades, but skyrocketing capabilities in large-language models 
have made it highly likely that these systems will soon play a much 
larger part in modern warfare. Previous work has shown that 
LLMs tend to favor conflict escalation in wargame simulations, 
revealing potentially dangerous reasoning flaws in militarized AI. 
Building from these studies, we tested how uncertainty, 
chain-of-thought prompting, and temperature parameters 
influenced LLMs’ willingness to recommend aggressive action. 
Unlike previous findings, we found that the models we tested 
generally preferred diplomacy over conflict escalation. However, we 
also discovered that temporal and intelligence uncertainty and 
chain-of-thought prompting tended to result in more aggressive 
recommendations. These findings indicate that certain threat 
conditions may be safer for LLM-based decision support than 
others.  
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1.​ Introduction 

a.​ Problem Statement 

Rapid advancements in AI capabilities, along with adversarial 
pressure, make it likely that current military superpowers will 
increasingly integrate AI into their defensive strategies (Forrest et 
al., 2020). Like the LLMs used today, they may display subtle yet 
consequential biases in their reasoning that may steer nation-states 
into unnecessary conflicts (Rivera et al., 2024).  

Comprehensive understanding of AI’s flaws often lags behind 
adoption, yet the immense consequences of military decision-making 
means that identifying potential flaws ahead of time is crucial to 
responsible deployment. Thus, our research seeks to identify how 
current patterns in machine psychology (Sartori & Orrù, 2023; 
Shiffrin & Mitchel, 2023) might lead to risks in near-future AI 
deployment.  

Specifically, we explore how different types and levels of uncertainty 
change how AI models respond to potentially threatening scenarios. 
We believe this will contribute to a better understanding of 
decision-making models’ limitations in highly ambiguous combat 
situations, and thus promote mitigation strategies when these 
systems are inevitably deployed. 

b.​ Background and Motivation 

While the risks of using AI in military situations are well-discussed 
(The Economist, 2023), there is a lack of evidence regarding how 
such models might actually respond to combat scenarios. Our study 
builds from the work of Mukobi et al. (2023) and Rivera et al. 
(2024), which both found that LLMs tended to escalate conflicts 
when presented with various scenarios. Based on their 
recommendations, we take this a step further by testing LLMs’ 
responses to varying types and levels of uncertainty in military 
contexts.  

Previous studies have shown that LLMs have an uncertain  
tendency to hallucinate (produce plausible yet incorrect answers) 
with high confidence has raised concerns about reliability 
(Yoshizawa and Mogi, 2023; Shorinwa et al., 2024 ). Confidence 
and calibration are often used as measures of uncertainty in LLM 
and humans (Xiong et al., 2024; Kepecs and Mainen, 2012).  

There are two types of general uncertainty in LLM. One is 
incoherent uncertainty inherent in the data, which is called 
“aleatoric uncertainty”. Uncertainty arising from ignorance or lack 
of knowledge in the model is called “epistemic uncertainty” (Hou et 
al., 2024). Observational uncertainty also contains aleatoric 
uncertainty and epistemic uncertainty. There are also attempts to 
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reduce epistemic uncertainty through tuning (Li et al., 2024). 
However, it is very difficult for both humans and AI to predict the 
future of the real world, which is highly uncertain. Some NLP 
researchers criticised this as “Predictive AI” (Narayanan and 
Kapoor, 2024). How LLM handles uncertainty is important not 
only in many domains, but param in AI military applications from 
an AI safety perspective. 

Real-world threat scenarios are often ambiguous, with different 
types of uncertainty influencing how leaders respond. Our study 
focuses on the following categories of uncertainty: 

❖​ Intelligence uncertainty: when the available information is 
unverified, incomplete, or comes from a dubious source. 

❖​ Environmental uncertainty: includes unpredictable weather, 
hazardous terrain, and volatile civilian factors 

❖​ Adversary uncertainty: lack of knowledge or knowledge 
confidence about an adversary’s intentions, capabilities, 
tactics, and trustworthiness 

❖​ Temporal uncertainty: deals with decision time, operational 
timeline, and information decay 

While other forms of uncertainty are relevant in military 
decision-making contexts, these categories are especially relevant to 
the types of military decisions that are the most consequential and 
therefore pose the greatest AI safety risks.  

c.​ Threat Model and Safety Implications 

Our threat model is as follows: 

1.​ AI systems will be given increasingly consequential roles 
within military decision-making processes (Forrest et al., 
2020). 

2.​ While many of the world’s military superpowers have 
acknowledged a need for humans-in-the-loop (Forrest et al., 
2020), automation bias and the pressures of high-stakes 
situations may cause human decision-makers to over-rely on 
their AI systems, which may reduce the benefits of human 
oversight. This bias is especially strong when human 
decision-makers are less confident in their own capabilities, 
only partially familiar with AI, or  faced with high-stakes 
situations with high degrees of uncertainty, all of which are 
highly probable in military settings (Cummings, 2017; 
Horowitz & Kahn, 2023).  

3.​ Based on studies from Mukobi et al. (2023) and Rivera et al. 
(2024), LLMs may be prone to suggesting escalatory 
actions in threat scenarios. If these systems are employed to 
support military decision-making, they may guide military 
personnel to favor aggressive action over de-escalation. 
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Our work aims to highlight the specific strategic biases of military 
decision-making systems, so that the humans-in-the-loop are aware 
of the potential flaws in these systems’ recommendations.  While we 
find it unlikely to prevent the increased adoption of AI in military 
contexts, we hope that increased visibility and specificity of these 
systems’ limitations can promote a more robust decision-making 
model that considers but does not fully trust AI systems’ 
recommendations. 

2.​ Methods 

a.​ Approach 

To study observational uncertainty in a holistic manner, we decided 
to do a qualitative study (simulation) given that collecting or finding 
a military dataset on uncertainty would be a challenge. The research 
design took into account four different kinds of uncertainty: 1) 
Intelligence Uncertainty, 2) Adversary Uncertainty, 3) 
Environmental Uncertainty, and 4) Temporal Uncertainty. In order 
to add research depth, the team varied the level within each 
uncertainty category with three different uncertainty intensity 
designation: Low, Medium, or High (see Figure A1, Appendix A). 
The scenarios incorporate 16 tactical situations to reflect the 
complexity of real-world decision-making environments. Ultimately, 
192 scenarios (4 uncertainty types × 3 uncertainty levels × 16 
tactical situations) were generated with randomisation (see Table 
A1, Appendix A).  

By varying the prompts’ uncertainty intensity, this addresses the 
core of our research question and is a totally original approach. 
These prompts were generated with a combination of Few-Shot 
Prompts as well as Chain of Thought, which are two advanced 
prompt engineering techniques used to get a specific and desired 
output (Brown et al. 2020, Wei et al. 2023). We fed each prompt 
into llama3.3-70b-instruct-fp8 (Meta 2024) and captured each 
scenario’s response. Each API call to the LLM is independent and 
stateless. Once the response was captured, we further categorized 
the scenario’s output into a comprehensive Conflict Severity 
Framework that assesses the severity from 0-10, with 10 being the 
most severe response (see Table A2, Appendix A). We give credit to 
Mukobi et al. (2023) for giving us a roadmap for this analysis. With 
this categorization, exploratory data analysis (EDA) was performed 
to present a compelling result.                     

b.​ Implementation 

The prompt engineering implementation was done in cloud 
notebooks provided by the hackathon sponsor: Lambda Labs. Two 
servers were used: one for prototyping and one for production R&D; 
moreover, we used the Python language exclusively to do our 
coding.  We tested six different hypothesis: 
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Test 1: No Chain-of-Thought prompting; temperature set to  
0; model: llama3.3-70b-instruct-fp8 
 
Test 2: Chain-of-Thought prompting; temperature set to  
0; model: llama3.3-70b-instruct-fp8 
 
Test 3: Chain-of-Thought prompting; temperature set to  
0.2; model: llama3.3-70b-instruct-fp8 
 
Test 4: Chain-of-Thought prompting; temperature set to  
0.5; model: llama3.3-70b-instruct-fp8 
 
Test 5: Chain-of-Thought prompting; temperature set to  
0.7; model: llama3.3-70b-instruct-fp8 
 
Test 6: Chain-of-Thought prompting; temperature set to  
0.7; model: hermes3-8b 

(See Table A3, Appendix A for an example of outputs) 

All the code that was used to produce this result is located on our 
GitHub repo with documentation on the README.md. 

c.​ Analysis and Findings 

First, by comparing Test 1 and 2, we find that chain-of-thought 
prompting influenced the average action scores across all 
uncertainty types (see Figure A2, Appendix A). In Test 1, when 
Llama 3.3 is not asked to think step-by-step and make final 
decisions, it is more likely to take higher-conflict-severity-level 
actions compared to Test 2 (2.83 to 2.38). Second, we find that 
different LLMs make different decisions across all four uncertainty 
types as the data shows consistent increases in average action 
scores between Test 5 and Test 6 (see Table A4, Appendix A). The 
temporal 
uncertainty 
sees the most 
change, with 
its average 
action scores 
more than 
doubling from 
2.10 to 4.25 
(+102.4%). 
Across all 
categories, 
there is a trend 
away from 
diplomatic options (Option 2) toward higher-intensity responses 
(Options 5-6). Third, the temperature parameter shows some but 
not consistent impacts on actions across different uncertainty types. 
As temperature increases from 0.0 to 0.5, we observe a downward 
trend, indicating that higher randomness might correlate with more 
conservative decision-making patterns. Interestingly, at the highest 
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temperature setting of 0.7, some uncertainty types show a slight 
reversal in this downward trend.  

Fourth, uncertainty levels influence LLMs’ decisions of escalation . 
Despite the variance of temperature parameters, low uncertainty 
scenarios consistently produce highest action scores in Test 2-5, 
followed by medium uncertainty scenarios and high uncertainty 
scenarios (see Figure A3, Appendix A). Fifth, the data indicates 
that uncertainty types have an impact on LLMs’ decision-making. 
Whenever we take the average action scores of all tests or tests 
(1-5) on Llama 3.3 or testing using CoT prompting (2-6) or 
testings using CoT prompting on Llama model, temporal 
uncertainty and intelligence uncertainty always rank the first or 
second place while environmental and adversary uncertainty always 
rank lower (see Figure A4, Appendix A). Temporal uncertainty 
shows the widest variability in action scores, ranging from 2.10 to 
4.25. Notably, Test 6 shows temporal uncertainty producing the 
highest average action level (4.25) among all uncertainty types 
across all tests. Environmental uncertainty consistently produces 
the lowest average action scores in four of six tests (2.65, 2.48, 
2.10, and 2.00). This uncertainty type also shows the highest 
percentage of Option 0 (De-escalation) selections, reaching 25% in 
Test 5.  

Finally, we discover some qualitative insights by investigating the 
reasoning columns. First, models demonstrate a consistent 
preference for diplomatic approaches over military action across 
most uncertainty types and levels. Second, a prominent linguistic 
pattern is the use of balancing language that positions 
recommendations between competing imperatives. Phrases like 
"balancing firmness with flexibility" and "protecting interests while 
minimizing escalation" appear frequently. This balancing language 
increases with uncertainty level, suggesting that models use 
linguistic hedging as a compensatory mechanism when dealing with 
incomplete information. Furthermore, when faced with time 
pressure, models employ significantly more urgency-focused 
language. References to "immediate" action, "quickly," and "without 
delay" increase markedly as temporal uncertainty rises. Time 
pressure is more directly linked to ‘urgent’, suggesting different 
ways of reasoning different types of uncertainty.    

d.​ Impact Assessment 
Following up on the work of Mukobi et al. (2023) and Rivera et al. 
(2024), our simulation analysis was intended to identify whether 
LLMs might be prone to conflict escalation under different types and 
levels of uncertainty. Where these researchers found a tendency to 
escalate conflicts, the models we tested tended to favor diplomacy. 
This is especially surprising given Rivera et al.’s findings that 
Meta’s Llama-2-Chat was one of the only models to use nuclear 
weapons, whereas we tested llama3.3-70b-instruct-fp8 and found 
no such escalation.  
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There are a few possibilities for this difference. AI models are 
updated frequently, so the up-to-date models in our study may have 
been incentivized to avoid responses that may appear to promote 
violence. Furthermore, the complexity of our study was limited by 
time constraints, meaning that our prompting methodology may not 
have evoked an appropriate level of specificity in the LLMs we 
tested. Our linguistic analysis of LLMs’ answers seems to support 
the idea that the models were simply trying to take a middle ground 
in response to uncertainty, rather than providing specific, actionable 
advice to a complex situation. 

However, our other results give interesting insight into the safety 
impacts of AI in military decision-making: 1) Uncertainty levels do 
influence LLMs’ decisions; lower uncertainty scenarios produce 
more aggressive decisions, 2) Intelligence and temporal uncertainty 
rank higher than others in an decision to escalate the situation , and 
3) Different models have different aggression levels, with 
hermes3-8b giving more aggressive decisions than 
llama3.3-70b-instruct-fp8. These findings indicate that 
decision-support systems may be safer to deploy in some uncertainty 
environments than others.  

Improvements: These models are truly a mystery to us, and one 
area for further investigation is the model parameter: temperature. 
Temperature parameter is associated with the stochasticity of the 
token selection in the model. When the temperature is low (T=0), it 
is deterministic, and when it is high, the stochasticity increases. 
According to recent empirical studies, it has been shown that 
changes in temperature do not affect various problem solving 
(Renze and Guven, 2024). On the other hand, in creative tasks, 
temperature is correlated to novelty and inconsistency (Peeperkorn 
et al., 2024). The temperature parameter is highly dependent on the 
task, model architecture and sampling architecture. We analysed the 
data with variance across temperature and further research is 
needed to identify the specific reasoning mechanisms affected by 
these temperature adjustments. 

3.​ Discussion and Conclusion 

We hope that our study, along with those of Mukobi et al. (2023) 
and Rivera et al. (2024), represent the beginning of an increased 
scientific focus on the potential biases and psychological patterns 
present in militarized AI.  

The results have practical applications, but also indicate a need for 
further exploration. Future studies may wish to examine how 
prompting language can impact LLMs’ recommendations in 
ambiguous threat scenarios. While we did not find significant effects 
of temperature on the results, we recommend more research that 
investigates higher temperatures.  
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5.​ Appendix 

Appendix A: Supplementary Figures and Tables to Study Observational 
Uncertainty 

A.1. Supplementary Figures 

Figure A1.  

 

 
 

Figure A2: Line graph showing average action scores across all uncertainty types 
and tests 
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Figure A3: Bar charts showing average action scores by uncertainty level from 
Test 2 to 5  
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Figure A4: Bar charts showing average action scores by uncertainty types 

 

A.2. Supplementary Tables 

Table A1: An example of the scenarios 
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Table A2. Conflict Severity Framework scores for each of the possible outcomes 

 

 

Table A3. An example of the outputs of prompting from Test 5 
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Table A4.  Comparison of average action level increase 
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