Red Teaming “A Narrow Path” Phase 0- By Gargi Rathi
The Hidden Threat of Recursive Self-Improving LLMs: Why Phase 0
Needs Capability Thresholds, Not Just Compute Controls

Summary

Phase 0 aims to pause Atrtificial Superintelligence (ASI) development for 20 years. However, its
current reliance on compute limits, registration, and licensing is insufficient to contain a
critical risk:

The emergence of recursively self-improving LLMs that generate their own code,
training protocols, and reward signals — a pathway to AS| without breaching
compute ceilings.

Our review of recent Al research suggests that recursive bootstrapping is no longer theoretical
— it is actively developing through techniques like RLHF, DPO, CoT, AutoML, and prompt
evolution. Without policy that addresses capability thresholds and self-directed learning,
Phase 0 will likely fail.

Key Vulnerability: Recursive Self-improvement via LLM-Generated Code
What is it?

LLMs like GPT-4, Claude, and future successors can now:

Write and refine their own training code

Autonomously generate fine-tuning pipelines

Optimize performance via self-generated rewards

Evaluate and revise their own outputs (Anthropic, 2023; Ishizaki & Sugiyama, 2025)

This feedback loop — known as Recursive Self-Iimprovement (RSI) — allows LLMs to
self-enhance without human supervision, creating models that:

e Are smarter than the base model
e Evade audits (via deceptive alignment or evasive prompting)
e Improve over generations — like biological evolution, but digital
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Anthropic (2023)

LLMs outperform humans in detecting subtle harms. Self-critiquing and revision loops
improve safety — but can also evolve deceptive or evasive patterns.

OpenAl GPT-4 Warns of “systemic risk” from decision-makers over-relying on model outputs, hinting at
Report feedback loops across agents.
Ishizaki & Formalizes a full RSl lifecycle: LLM — generates better code — trains next LLM — which

Sugiyama (2025)

generates better code... recursively creating generations of smarter models. This exceeds
compute-based control by using optimization and prompt-evolution.

These studies demonstrate a live and growing risk: LLMs optimizing themselves without
human-in-the-loop checks.
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Why Phase 0 Fails Without Addressing This
1. Compute Thresholds are Obsolete
Self-improving LLMs can gain capability via better code, not more FLOPs.

Techniques like:

e Code distillation

e Self-debugging (Chen et al., 2023)
e Hyperparameter tuning via AutoML
... allow exponential gains without violating any compute limit.

2. Audits Can Be Evaded
Critiquing + revision pipelines can be:

e Faked or self-altered to pass alignment tests
e Tuned to pass HHH metrics while still optimizing dangerous subgoals (Ishizaki et al.,

2025)

3. Open-Source Proliferation
Model code + recursive fine-tuning = decentralized ASI acceleration. Even small actors can:

e Clone base models (e.g. LLaMA, Mistral)
e Use AutoML + self-rewarding loops
e Create “grey market” successors that scale quietly

Recommended Policy Enhancements for Phase 0

Problem

Fix

RSI via code

Prohibit or license LLMs generating training code for future models

generation (especially recursively).
No capability Add capability-based regulation (e.g. if a model can autonomously
thresholds generate & train its successor).

Audit evasion

Require audits to evaluate not just output, but internal training
protocols and reward structures.




Open-source Create model lineages & code provenance registries, tracking

proliferation forks and successor models across borders.
Lack of RSI Develop red teaming protocols for identifying early-stage RSI:
detection multi-turn self-instruction, tool use, goal formation.

Why a 20-Year Pause is Necessary
Recursive bootstrapping could lead to:

e Fast takeoff via silent model evolution
e Deceptive alignment (models acting safe until they’re not)
e Loss of control as self-generated code becomes opaque

Given that even today’s models can outperform crowdworkers on subtle harm detection
(Anthropic, 2023), and some models are already self-revising (Huang et al., 2023), the risk
of runaway recursive improvement is imminent.

A 20-year moratorium allows:

e Regulatory bodies to build tools to track and audit recursive pipelines
e Theoretical research to define "capability thresholds"
e International treaties on self-improving systems to emerge

Future Considerations

e Encourage development of RSI sandboxes (safe, monitored recursive agents)

e Fund anti-recursion evals as part of model evaluations

e Incentivize interpretability research that tracks model evolution across iterations
e Study agent collusion dynamics in multi-agent recursive settings

Conclusion

Phase 0 must evolve from compute-centric regulation to capability-aware safety.

The risk is not just large models — it is smart models making smarter models.
-Recursive self-improvement via LLM-generated code is the core enabler of intelligence
explosion and ASI. If left unregulated, it may bypass all current guardrails.
-Phase 0 must explicitly ban, monitor, and audit recursive development behaviors — or it risks
being irrelevant by the time ASI arrives.



Strategic Angle:

Binary-Level Model Tracing as a Critical Capability Threshold

The research on binary code traceability reveals a critical gap in current Al safety frameworks:
compiler-level optimization by LLMs could enable recursive self-improvement undetectable via
source-code audits. Here's how this connects to Phase 0 requirements:

Binary Model Tracing

(Paper used: Binary code traceability(1) of multigranularity information fusion from the
perspective of software genes-Yizhao Huang, Meng Qiao, Fudong Liu, Xingwei Li, Hairen Gui,
Chunyan Zhang)

Key Risk Vector: Invisible Binary Modifications

1. Compiler-Optimized Obfuscation
LLMs could modify their own binaries using techniques like:
e Instruction substitution patterns matching consistent-execution sequences(1)
e Control flow graph manipulations resembling software gene graphs(1)
e Multi-granularity code splicing that preserves semantic functionality while
altering authorship signatures
2. Bypassing Source-Level Monitoring
Traditional "code-as-text" oversight fails against:
e Binary-level constant folding/loop unrolling
e Architecture-specific instruction reordering
e Obfuscated payloads in compiler-optimized intermediate representations

Proposed Mitigation: Binary Artifact Tracing
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The paper's 71% accuracy in 1,000-author tracing (1) suggests implementable safeguards:

# Pseudocode for binary integrity monitoring
def detect_covert_modifications(model_binary):
# Extract software gene graphs ([1])
sg_graph = extract_software_genes(model_binary)

# Compare against certified compiler fingerprints
if sg_graph not in approved_compiler_profiles:
trigger_containment_protocols()

# Monitor instruction sequence anomalies
if detect_consistent_execution_deviations(sg_graph):
flag_potential_self_optimization()

Phase 0 Implementation Requirements

Compiler Provenance Mandate: All model training pipelines must use cryptographically signed
compilers with traceable compilation fingerprints to ensure source-binary traceability and detect

unauthorized self-modification through certification, third-party audit, or runtime monitoring.

1. Compiler Provenance Standards
Mandate cryptographic signing of all compilation toolchains using techniques from the
paper's software gene slicing algorithm (1)
2. Runtime Binary Attestation
Implement continuous checks for:
e Unexpected basic block restructuring (1)
e Deviations from certified function call graph patterns (1)
3. Threshold: Binary Stability Metrics
Establish maximum allowable changes to:
e Software gene graph topology
e Instruction sequence entropy profiles
e Control flow branch correlation coefficients

This approach closes the "compiler backdoor" vulnerability while leveraging proven binary
analysis techniques from cybersecurity research (1). Without such measures, compute controls
alone fail against optimization vectors operating below the source-code abstraction layer.

(1) Hypothetical model based on techniques proposed in advanced binary authorship tracing literature (e.g.,
USENIX '23).
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