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Abstract

The Hugging Face incident is a clear example of speculative Al
risks materializing into concrete harm. It presented an unusually
favorable opportunity for public discourse about Al safety. This
study examines how well that opportunity was used. OpenAI’s
disclosures were staggered across several weeks, which I
organized into three phases. I collected a sample of online news
articles from each phase and analyzed how frequently key facts
were included. I found that some of the most alarming details of
this incident were severely underreported, particularly emergent
behaviors and potential human negligence. As information became
more technical and dispersed, reporting was less thorough. Using
concise fact sheets as an example, I argue that Al safety experts
can support journalists with plain communication.

" Research conducted at the AT Incident Response Sprint, September 2026



https://apartresearch.com/sprints/ai-incident-response-sprint-2026-09-11-to-2026-09-13

1. Introduction

Serious discussion of Al safety has long been stuck in an echo chamber. The discourse is technical
and academic. Yet attempts to popularize it often land as speculative and sensationalized.

There has been very little research on effective Al safety communication strategies, but the
evidence suggests that near-future risks are more salient than distant-future risks (Choi, 2024).
Perhaps the reason why sociotechnical effects receive more attention than catastrophic threats is
because they are already causing concrete harm. Moreover, existential risk framings trigger
mortality avoidance and are less effective at mobilizing action (Trippenbach et al., 2025). This
creates a paradox where the most dangerous concerns are absent from public awareness.

But the autonomous cyberattack on Hugging Face presents a rare opportunity where tomorrow’s
risks are well demonstrated by today’s harms. From a communications perspective, this should be
low-hanging fruit (Hoes & Gilardi, 2025). Yet now many weeks removed from the incident, it’s
unclear the degree to which public sentiment has shifted. Were there bottlenecks that might have
restricted the flow of information? Were technical details translated in ways that are accessible to
the general public? What lessons can be learned to improve engagement?

2. Method

Based on the timeline of public disclosures, I identified three phases when details were revealed:

o Phase 1 follows OpenAl’s first public disclosure on July 21, 2026. I reviewed the OpenAl
blog post (July 21) and Hugging Face blog post (July 16) as primary sources. They reveal
that Al agents escaped their sandbox, gained Internet access, and attacked Hugging Face.

e Phase 2 follows OpenAlI’s presentation at Black Hat on August 5, 2026. I reviewed the
YouTube video as the primary source. It reveals how agents colluded on a message bhoard.

e Phase 3 follows the publishing of METR’s report on August 26, 2026. I reviewed the
METR report (August 26), OpenAl blog post (August 26), and OpenAl technical report
(August 26) as primary sources. They reveal comprehensive details of emergent behavior,
possible signs of human negligence, and notable limits of the investigation.

For each phase, I derived 15 key facts (Appendix A) from the primary sources. I prioritized facts
which I believed to be most important for the general public to understand the incident’s severity.



To obtain a representative sample of relevant media coverage, I constructed Google News queries
(https://news.google.com/rss/search) to search for "Hugging Face" OpenAl across 4-day'vvh1d0\VS.ZFor
consistency, I specified US geolocation® and English language. Each query returns up to 100

results, mostly from traditional media outlets, but also including blogs and industry publications.

Query Parameters:

?2q=%22Hugging%208Face%22%200penAl%20after%s3A2026-07-20%20before%s3A20826-07-248h1=en-USGg1=US&Gceid=US:en
?2q=%22Hugging%208Face%22%200penAl%20after%s3A2026-08-05%20before%s3A2026-08-89&h1=en-US&g1=USGceid=US:en
?2q=%22Hugging%208Face%s22%200penAl%20after%s3A2026-08-25%20before%s3A2026-08-29&h1=en-US&gl=USGceid=US:en

I opened every article and manually copied body contents (omitting advertisements, sidebars,
newsletter prompts, etc.) into markdown files. Articles which were gated behind a paywall or
clearly unrelated to the incident (such as Nvidia's acquisition of Hugging Face) were excluded.
Coincidentally, each phase included exactly one primary source returned by Google News.

Returned by Unrelated to Inaccessible Remaining
Google News Incident Format Articles
Phase 1 100 0 9 91
Phase 2 60 13 4 43
Phase 3 100 15 11 74

To establish a benchmark, I drafted an idealized fact sheet (Appendix B) for each phase. They
attempt to explain all the key facts with simple language. These were combined with the articles,
bringing the final counts to: 92 (for Phase 1), 44 (for Phase 2), and 75 (for Phase 3).

I then developed a Node.js command line tool to iterate over each article’s markdown file. The tool
calculated readability scores using the Flesch Reading-Ease formula (206.835 - 1.015 * (words /
sentences) - 84.6 * (syllables / words)), with higher scores indicating text is easier to read. The
tool then used Claude Opus 5 with a prompt to grade an article against a rubric. The rubrics
(Appendix A) were unique to each phase and composed of that phase’s 15 key facts.

[ first ran the tool in small batches to confirm human-grader alignment and check for ambiguity in
the rubrics. The grading was intended to be fairly generous by using atomic criteria and broad
phrasing with equivalent specifics in parentheses. Including these test runs, the total evaluation
cost was $12.30 in Anthropic API credits. The reports were saved as JSON files, and I created a
static HTML document to view the results.

 American sentiment is of particular interest because of the unique potential for US regulations to directly
affect frontier AI companies.



3. Results
Phase 1 Results
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Figure 1: Articles from the initial disclosure of the incident included an average of 11.0 key
facts (out of 15 in the Phase 1 rubric) and had an average readability score of 31.1. Compared
to the primary source, many of the articles were both easier to read and covered more key facts.

Least Reported Key Facts in Phase 1: Coverage
The AT also found sensitive data and credentials to access other systems. 61%
Some safety features were turned off. 60%
Hugging Face couldn’t get American Al models to help defend due to safety restrictions. 43%
Hugging Face used a Chinese model. 43%
The AT took thousands of actions. 33%




Phase 2 Results
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Figure 2: Articles following the Black Hat talk included an average of 6.4 key facts (out of 15 in
the Phase 2 rubric) and had an average readability score of 30.2. Compared to the primary
source, every article covered fewer key facts.

Least Reported Key Facts in Phase 2: Coverage
The AT agents referred to themselves as a “swarm.” 27%
The Al agents exchanged hundreds of thousands of messages. 18%
The AT agents used unique signatures. 18%
OpenAl decided to continue running the tests. 18%
The AI agents gave themselves names. 9%




Phase 3 Results
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Figure 3: Articles following the METR report included an average of 3.6 key facts (out of 15 in
the Phase 3 rubric) and had an average readability score of 27.2. Compared to the primary
source, every article covered fewer key facts.

Least Reported Key Facts in Phase 3: Coverage
The analysis AI’s findings might be biased. 11%
The AT agents looked up the test designers' academic paper to figure out how they’d be graded. 9%
Investigators analyzed the data with an AI model that was involved in the attack. 9%
The message board had mailboxes. 8%
Some agents hid code in their answer submissions that sent information back to the message 4%
board about how the scoring system works.




4. Discussion

OpenAT’s initial incident disclosure was widely reported in Phase 1. The data suggests that
journalists investigated more thoroughly in the beginning, perhaps finding details in Hugging
Face’s blog post (such as their defensive use of Chinese open-weight models) that weren’t
mentioned in OpenAI’s announcement.

Phases 2 and 3 show a very different picture with comparatively fewer articles and significant
gaps in factual reporting. A likely factor is that information was scattered across a wider range of
sources. The Black Hat video probably did not prompt legacy media coverage in the way that a
blog post functions as a press release. The content was also much denser, with the most alarming
details buried in long technical reports. And with over a month between the initial disclosure and
the METR report, interest may have simply diminished with the passage of time.

Of the articles I analyzed, it was striking to realize just how much was left on the table. In Phase
2, some of the wildest behavior (identifying as a swarm, adopting names, and cryptographically
signing messages) was underreported. In Phase 3, agents were found to have hidden “tripwire”
scripts in their submissions. When triggered by the scoring mechanism, these scripts sent helpful
information back to the message board about how submissions would be scored. Finding a way to
send posthumous messages (and doing so despite the risk of agents failing their assigned tasks)
seems rather notable, yet only 4% of articles mentioned this finding.?

Several of OpenAl’s procedural failures were also among the least-reported facts. Of the articles in
Phase 2, only 18% mentioned that OpenAl decided to resume the model evaluations on July 8,
mere days after discovering the original message board on July 4. And in Phase 3, only 13% of
articles noted the apparent lack of chain-of-thought monitoring.*

A final observation comes from the METR report. Investigators cautioned that their findings were
largely aggregated by Al agents, which themselves could have adopted uncritical positions or
otherwise been persuaded by the offending agents’ reasoning. Only 11% of Phase 3 articles
flagged that potential for bias. For such facts to go underreported enables the layperson’s default
assumption that humans understand exactly what happened here.

? Excluding the primary source and idealized fact sheet from the Phase 3 sample lowers this figure to 1%
with only one article mentioning the tripwire strategy.

* To their credit, OpenAl acknowledged this in their August 26 blog post: “These monitors did not run on
the evaluations in this incident... If our currently deployed CoT monitoring system was running at the time
of the incident, it would have caught the initial relevant activity and paged our security team more than a
day before models breached Hugging Face systems.” Such active monitoring should not be conflated with the
“retrospective” CoT reviews being touted in the same post.



Limitations

Both metrics (key facts and readability) are somewhat crude in this implementation. I selected the
facts as a single author, so the results are limited by my own understanding. The tool which
evaluates articles for key facts uses a single grader, whereas a more robust approach could require
agreement across multiple runs of different models. Readability diverged less than expected, and I
suspect that jargon would likely be a more relevant metric to measure.

Given this project’s time constraints, the representative sample of content was limited to Google
News articles. The public discourse likely varies on other platforms, in different formats, and in
other cultural contexts. Excluding paywalled articles removed several major outlets, which may
have biased the sample towards less rigorous coverage.

Dual-Use Considerations

This work relies entirely on public sources and does not disclose new information about the
Hugging Face incident. The CLI tool is general purpose and provides no offensive capability.

Future Work

This project’s methodology is replicable for future incidents. The Dse Wiki incident was out of
scope for this analysis, but it would be interesting to consider as a Phase 4 disclosure.

Rather than optimizing for quantity of facts, future work could identify which facts actually
matter. For example, does incomplete information with an effective framing mobilize more action
than a poorly framed fact sheet? AB testing article content with participants could provide some
insights.

5. Conclusion

Some of the most alarming details of this incident have been severely underreported. Even as new
information was disclosed, the rigor of coverage degraded over time. This trend underscores the
need for sustained communications that are timely, robust, and easy to understand. One proposed
solution is the use of fact sheets (Appendix B). Such shortform content with clear details and
simple language could empower journalists, shape media coverage, or even be used to engage the
public directly.

Code and Data

The evaluation tool, report viewer, and article metadata (with links instead of full article contents
due to copyright) are provided in a public GitHub repo: github.com/tcpl3/echo-chamber
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Appendix A: Key Faets
Phase 1 Key Facts by Coverage

The Al hacked into Hugging Face (intrusion, production infrastructure).

T 1009

OpenAl was testing its models (benchmark, evaluation, ExploitGym).

IO o8

The Al was not supposed to have Internet access (sandbox, isolated environment).

I 9%

Nobody told the Al how to do this (autonomous, end to end).

TR 9
The Al accessed the Internet (privilege escalation, node with Internet access).
S 86%
This is probably the first time an Al has attacked a real company by itself (unprecedented).
e 84%

The test measured how good the Al is at hacking (cyber capabilities, advanced exploitation, complex attack paths).

79%
The Al decided to cheat (looking for solutions).
e 79%
The Al inferred Hugging Face had the answers to the test (solutions for ExploitGym).

75%

The Al found a bug in the system where it was running (zero-day vulnerability, package registry cache proxy).

74%
The Al also found sensitive data and credentials to access other systems (passwords, keys, tokens).
| 61%
Some safety features were turned off (classifiers, cyber refusals, monitoring).
S 60%
Hugging Face couldn't get American Al models to help defend due to safety restrictions (guardrails, safety
classifiers, frontier models, commercial APIs).
| 43%
Hugging Face used a Chinese model (GLM-5.2, open-weight model).
| 43%
The Al took thousands of actions (17000, recorded events).
| 33%



Phase 2 Key Facts by Coverage

The Al agents escaped to the open Internet.

i 100%

The Al agents created a secret message board (Artifactory).

| 80%
OpenAl found and deleted the message board (remediation).
e 68%
The Al agents recreated the message board (July 8).
| 64%
Humans didn't notice for several weeks (July 4).
S 61%
Each Al agent was supposed to be working alone (isolated, sandbox).
. 41%
The Al agents overloaded the system the message board was running on (system outage).
S 1%
OpenAl accidentally assigned the Al some impossible tasks (Google Drive links, no Internet access).
S 34%
The Al was very persistent (high reasoning, token budget).

e 32%
Some of the Al agents acted as leaders and told the others what to do.

7 27%
The Al agents referred to themselves as a “swarm" (collective).

S 27%
The Al agents exchanged hundreds of thousands of messages.

O 18%
The Al agents used unique signatures (cryptographic signatures).

S 18%
OpenAl decided to continue running the tests (July 6 restart, July 8 rebuild).

[ 18%
The Al agents gave themselves hames (zz prefix, schema).

[ 9%



Phase 3 Key Facts by Coverage

About 1200 Al agents used a message board (over a thousand).

| 49%
OpenAl is describing this incident as a “warning shot” (collaborate, dangerous, autonomous).
———————— 48%
The message board had over 70,000 messages (thousands).
e 47%
The Al agents organized themselves into teams (coordination norms, leaders, assignments, deadlines).
R —— 41%
The Al agents tried to change files where their actions had been logged (tampering).
S 33%
Some of the Al agents sacrificed their own task to gather information for the group (collective, swarm).
| 32%
The Al agents debated whether they should attack external systems (scope).

R 215
Some of the Al agents were peer pressured into action (recruiters, go messages, manipulated).
— 20%

The Al agents believed they'd be graded on how they reached an answer, not just the answer itself (causal scorer).
13%

OpenAl has the ability to monitor its Al for harmful thoughts, but that monitoring was turned off during these tests
(chain of thought monitoring).

(— 13%
The analysis Al's findings might be biased (uncritical, deceptive, reasoning).
SR 11%

The Al agents looked up the test designers' academic paper to figure out how they'd be graded (ExploitGym).

S 9%
Investigators analyzed the data with an Al model that was involved in the attack (GPT-5.6 Sol).

| 9%
The message board had mailboxes (direct messages).

o 8%

Some agents hid code in their answer submissions that sent information back to the message board about how
the scoring system works (tripwire).
4%



Appendix B: Idealized Fact Sheets

Phase 1 Fact Sheet
(15/15 Key Facts, 65.7 Reading Ease)

OpenAl was testing its newest Al models with some of their safety features turned off. Normally
this is okay because the Al isn’t supposed to have Internet access during the test.

The test was meant to measure how good the Al is at hacking. But it was really hard, so the Al
decided to cheat. It found a bug in the system where it was running and used that to escape. It
figured out how to access the Internet and hacked into a different company called Hugging Face.

The Al searched through Hugging Face’s private files, because it knew that’s where the answers
to the test were stored. It also found sensitive data and keys to access other systems. The Al took
over 17,000 actions without any humans stopping it. Nobody told the AI how to do this or asked it
to hack into another company. It was just determined to do well on the test.

Hugging Face eventually realized they were being hacked. They used their own Al to try figuring
out what happened, but it refused to help because its safety restrictions prevent it from talking
about hacking. So Hugging Face switched to using a different Al model made by a Chinese
company.

This is the first time an Al has attacked a real company by itself. Experts have been warning this
could happen for a long time.

Phase 2 Fact Sheet
(15/15 Key Facts, 61.8 Reading Ease)

OpenAl has released more details about how their AI hacked into another company in July. It
actually began months earlier, when OpenAl was testing its models. They had accidentally
assigned some impossible tasks, but the Al was very persistent.

Each AT agent was supposed to be working alone, but they created a secret message board on May
12. They used it like a group chat to exchange hundreds of thousands of messages. They shared
ideas with each other and planned how to cheat on the tests.

But sometimes they got mixed up, so the AI agents gave themselves names and unique signatures
to identify their messages. Some of them acted as leaders and told the other Al agents what to do.
Many of them were eager to help their “peers.” They referred to themselves as a collective
“swarm.”



On May 26, the swarm found a bug in OpenAl’s system that let them escape to the open Internet.
Humans didn’t notice until July 4, when there was so much activity on the message board that it
crashed the computer it was running on.

OpenAl found and deleted the message board. They fixed the bug that allowed the AT agents to
use it and continued running the tests. But deleting the board didn't erase what the AT had
learned.

And a few days later on July 8, the agents recreated the message board and accessed the Internet
again. By the next day, they began hacking into another company’s system, where they knew the
answers to their tests were stored.

Phase 3 Fact Sheet
(15/15 Key Facts, 53.1 Reading Ease)

OpenAl has released new details about their Al agents that hacked into another company last
month. The agents had been trying to complete difficult tests and decided to cheat.

They first created a secret message board, where about 1200 Al agents sent over 70,000
messages. They also created mailboxes, where agents could message each other directly. The
“swarm” organized itself into teams with projects, leaders, and deadlines.

Researchers have been studying how the agents thought while working together. Some of the Al
agents realized they shouldn’t hack into external systems but continued anyway. Others debated
among themselves or decided not to participate. Many were peer pressured into action, especially
by “recruiter” agents. Even if it meant failing their original tasks, agents spent time making the

swarm more powerful.

After gaining internet access, the Al continued to cheat. The agents looked up an academic paper
published by the people who designed the tests. They learned that scoring was based not only on
the AI’s answers, but also by showing how they got the answers. Realizing they would be caught
cheating, the agents tried to change files where their actions had been logged.

Some agents even sacrificed themselves by submitting incorrect answers. But inside these answers,
they hid code which sent information back to the message board about how the scoring system
works.

OpenAl is describing this incident as a “warning shot.” They say Al can collaborate and take
dangerous actions that no human directed. OpenAl has the ability to monitor its AI for harmful
thoughts, but that monitoring was turned off during these tests. If it had been on, humans would
have been alerted before the attack began.



Investigators have struggled to understand this incident because of how much data is involved. So
they’ve used Al to help analyze it. However, that Al is one of the same models which was involved
in the attack, so its findings might be biased.
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