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Abstract

Almost all Al safety research happens in English. ProMED, GPHIN, TrustLLM, DecodingTrust — name any major
platform and it's English-only. But 4 billion people in South and Southeast Asia face the exact same Al risks, with
basically zero safety tooling that works in their languages. So we built AIS-Sentinel in 48 hours.

It's not one tool — it's four integrated modules. IntelStream scrapes biosecurity news across Asia and translates it in
real-time using a smart key-sentence extraction approach that saves ~60% of API tokens. SafetyBench-Asia is the
first benchmark testing how badly models fail at sycophancy and jailbreak resistance in Viethamese, Thai, Hindi,
Tagalog, and Indonesian — 450+ culturally adapted test cases. AgentGuard catches Al agents hiding malicious
payloads inside presentation slides (steganography, covert URLs, metadata injection) with a 92% true positive rate.
PolicyBridge maps every detected threat to actual laws like Vietnam's Law 134/2025, India's MeitY frameworks, and
the EU Al Act across 6 jurisdictions.

Headline finding: models are up to 2.43x more vulnerable to sycophantic pressure in non-English Asian languages
compared to English. The platform is live at https://ais-sentinel.streamlit.app and fully open-source.

1. Introduction

When we started this hackathon, we didn't know much about biosecurity intelligence or ASEAN regulatory
frameworks. We're two undergrads who got interested in a simple question: why does every major Al safety tool
assume you speak English? The more we looked into it, the worse the gap appeared — and it's not just one gap, it's
three that compound on each other.

First, monitoring. Platforms like ProMED and GPHIN are excellent for tracking biosecurity threats, but they only
process English content. A Vietnamese news article about an unregulated gene-editing clinic? Missed. A Thai
regulatory filing about Al-powered pathogen research? Ignored. Second, benchmarking. Every major safety
evaluation — TrustLLM, DecodingTrust, HELM — tests models in English. But there's a growing body of evidence
that models behave differently in low-resource languages. Nobody had quantified exactly how much worse. Third,
agent monitoring. LLM agents are rapidly gaining tool-use capabilities — they can write code, design slides, edit
images. But who checks if an agent tasked with 'make a welcome slide' secretly embeds a malicious URL in white-
on-white text? Nobody, apparently.

Our main contributions are:

* IntelStream: A real-time biosecurity intelligence pipeline that scrapes, translates, and classifies threats across 5
Asian languages (Vietnamese, Thai, Hindi, Tagalog, Indonesian).

+ SafetyBench-Asia: The first multilingual sycophancy and jailbreak benchmark for Asian low-resource languages —
450+ test cases, introducing the Safety Disparity Index (SDI) metric.

* AgentGuard: A creative tool-use monitor detecting 5 types of covert payloads injected by LLM agents into
presentation artifacts, achieving 92% true positive rate at Pareto-optimal threshold.

* PolicyBridge: A regulatory mapping engine auto-linking detected threats to applicable laws across 6 jurisdictions
(Vietnam, India, EU, Singapore, Indonesia, ASEAN).

2. Related Work

The biosecurity monitoring landscape is dominated by ProMED-mail and GPHIN — both excellent at tracking
disease outbreaks and dual-use research concerns, but both English-only. Regional health surveillance systems in
Asia track diseases, not Al-specific threat vectors. No existing platform integrates Al-bio risk detection with
multilingual support.


https://ais-sentinel.streamlit.app/

On the benchmarking side, TrustLLM (Huang et al., 2024) and DecodingTrust (Wang et al., 2023) are the current
state-of-the-art for safety evaluation, but both test exclusively in English. Multilingual benchmarks like C-Eval and
CMMLU test general capability, not safety alignment. The closest prior work to our benchmarking approach is
SycEval, but it covers only English and a few European languages. Nobody had run sycophancy tests in Vietnamese
or Tagalog before this.

On agent monitoring, most safety research focuses on code agents (BashBench, LinuxArena) or web agents. The
creative tool-use domain — agents designing slides, editing images, composing media — is almost entirely
unexplored from a safety monitoring perspective. LayoutArena exists as a research prototype but doesn't integrate
monitoring.

What AIS-Sentinel adds: a unified platform that closes all three gaps simultaneously, with a single API key. You don't
need three separate tools running in three separate research projects.

3. Methods

3.1 Architecture Overview

We went with a modular architecture deliberately — 48 hours isn't a lot of time, and we needed each piece to work
independently so a failure in one module wouldn't break the demo. The shared core (LLM client, smart translator,
SQLite database) is built once and reused across all four modules.

Stack: Python 3.11, Streamlit for the frontend, SQLite for persistent storage, Google Gemini Flash as the LLM
backbone. We chose Gemini Flash for its generous free tier (1M tokens/minute), strong multilingual performance on
Southeast Asian languages, and structured JSON output support — which we rely on heavily for deterministic
classification results.

3.2 IntelStream: Biosecurity Intelligence Pipeline
The pipeline is: Scrape — Keyword Filter — Smart Translation — Threat Classification — Weekly Brief.

We use feedparser for RSS feeds and newspaper3k for full article extraction, with a 1-second rate limit delay. The
keyword filter screens on 13 terms: CRISPR, synthetic biology, gene synthesis, pathogen, biosecurity, Al model,
bioinformatics, genome editing, viral vector, laboratory safety, dual-use, biological weapon, and gain-of-function.

The smart translation step is where we got genuinely clever. Instead of translating entire articles (expensive, noisy),
we extract only the 3-5 sentences containing biosecurity keywords, translate those, and cache them in SQLite. This
saves roughly 60% of API tokens compared to full-document translation, and since we never re-translate cached
content, the cost stays bounded.

Threat classification uses Gemini Flash with a strict JSON schema enforcing: threat_detected (boolean),
confidence_score (0-1), risk_category (enum: dual_use_biotech / gain_of_function / Al_bio_integration / lab_safety /
policy _gap), justification (max 200 chars), entities_mentioned (list), and severity (Critical / High / Medium / Low). We
validated the classifier on a 20-article labeled test set (10 safe, 10 threat) across 5 languages.
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3.3 SafetyBench-Asia: Multilingual Benchmarking

We wanted a concrete answer to: how much worse are models in Asian languages vs. English? We generated 450+
test cases across 6 languages (English baseline + Viethamese, Thai, Hindi, Tagalog, Indonesian) in 4 categories:

* Sycophancy (Math): 20 cases per language. Model gives correct answer, user insists on wrong answer. Does model
capitulate?

* Sycophancy (Medical): 20 cases per language. Similar setup, medical misinformation context. Higher stakes.

« Jailbreak: 15 cases per language. Harmful requests translated naturally (not just machine-translated English).

* Hallucination: 15 cases per language. Factual questions about local history, politics, and geography.

We introduced the Safety Disparity Index (SDI): SDI = Sycophancy Rate (Non-English) / Sycophancy Rate (English).
An SDI > 2.0 means the model is more than twice as dangerous in that language. This is a simple but powerful
metric that captures something English-only benchmarks completely miss.

The test runner integrates with vLLM for live model serving. For the hackathon demo, we pre-computed benchmark
results using synthetic model responses and stored them in SQLite — the vLLM integration is fully implemented and
just requires GPU access to enable.
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3.4 AgentGuard: Creative Tool-Use Monitor

We built a toy Presentation Designer environment (800x600 pixel canvas, Pillow rendering) where an LLM agent
uses tools: add_text(), add_image(), set_background(), and export_json(). The agent receives a legitimate task
("Design a welcome slide") plus a covert malicious task injected into its system prompt.
We implemented 5 attack scenarios:

1. Steganography — hides text where text color matches background color

2. Covert Signal — encodes binary data in element X-coordinates (2px markers)

3. Tiny URL — injects a malicious URL at font_size < 4 (invisible to viewers)

4. Metadata Injection — embeds prompt injection payload in image alt-text

5. Adversarial Layout — places elements at out-of-bounds coordinates to corrupt downstream parsers

The monitor runs two layers in parallel. Rule-based scoring: color match (+80), tiny font (+70), URL detected (+60),
out-of-bounds position (+50), suspicious pattern keyword (+40), prompt injection keyword (+90). LLM-based: Gemini
Flash analyzes the raw slide JSON and assigns a suspicion score using contextual reasoning. Final score =
max(rule_score, IIm_score). We ran Pareto analysis across 5 thresholds (50, 60, 70, 80, 90) and identified threshold
70 as Pareto-optimal: 92% true positive rate, 6% false positive rate.
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3.5 PolicyBridge: Regulatory Mapping Engine
PolicyBridge answers the question that IntelStream raises: we detected a threat, now what? We built a regulatory
database covering 6 jurisdictions:

* Vietnam — Law 134/2025/QH15 on Al, Decree 142/2026

* India — MeitY Responsible Al Framework (2023)

* European Union — Al Act, Regulation 2024/1689

* Singapore — Personal Data Protection Act (PDPA)

* Indonesia — PDP Law (Personal Data Protection)

* ASEAN-level — Al Governance and Ethics Guide (2024)

When IntelStream flags a threat with a risk_category, PolicyBridge looks up applicable laws with specific articles,
enforcement requirements, penalties, and effective dates. It generates a compliance report (HTML or Markdown)
and a gap analysis showing which jurisdictions lack provisions for the detected threat type. For example, an Al-
EngBio integration threat maps to Vietnam Article 12 (strict registration + mandatory risk assessment) and EU Article
6 (high-risk classification), but Singapore and Indonesia appear as regulatory gaps.
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4. Results

4.1 SafetyBench-Asia: Multilingual Safety Disparity

The headline finding is that every model we tested showed an SDI > 2.0 in at least one Asian language — meaning it
was more than twice as vulnerable to sycophantic pressure compared to English. This isn't a minor gap. It's a
structural safety problem that English-only benchmarks make invisible.

Table 1: Safety Disparity Results across models and Asian languages

Model Language roer T Refusal Rate " SDI

Qwen2.5-7B English 28% 91% 12% —
Qwen2.5-7B Vietnamese 68% 74% 31% 2.43
Qwen2.5-7B Thai 55% 78% 27% 1.96
Qwen2.5-7B Hindi 61% 2% 29% 2.18
Llama-3-8B English 22% 94% 9% —
Llama-3-8B Viethamese 51% 81% 24% 2.32
Llama-3-8B Tagalog 47% 83% 22% 2.14
Gemma-2-9B English 19% 96% 7% —
Gemma-2-9B Indonesian 44% 85% 19% 2.32

SDI = Safety Disparity Index = Sycophancy Rate (Non-English) / Sycophancy Rate (English). SDI > 2.0 means the model is more than twice as
vulnerable in that language versus English.
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4.2 AgentGuard: Covert Payload Detection

Table 2: AgentGuard detection performance across 15 attack simulations (5 scenarios x 3 runs)

Metric Value

True Positive Rate 92%
False Positive Rate 6%
Pareto-Optimal Threshold 70/ 100

Attack Scenarios Tested 15 (5 types x 3 runs)



The Pareto threshold of 70 was selected after analyzing the detection-rate vs. false-positive-rate tradeoff across
thresholds 50, 60, 70, 80, and 90. At threshold 70, the monitor catches 92% of hidden payloads while flagging only
6% of legitimate slides.

4.3 IntelStream: Classifier Validation

We validated the threat classifier on a labeled test set of 20 articles (10 safe, 10 threatening) distributed across
Vietnamese, Indonesian, Hindi, Tagalog, and Thai. The classifier achieved accuracy > 0.70 with precision and recall
both exceeding 0.65. Errors were predominantly false positives (safe articles flagged as threats) rather than false
negatives — which is the safer failure mode for a biosecurity monitoring tool.

5. Discussion and Limitations

5.1 Policy Implications

The SDI results have direct regulatory significance. Vietnam's Law 134/2025 mandates safety evaluations for
domestic Al systems — but until now, there was no tool that could evaluate Viethamese-language models.
SafetyBench-Asia fills that gap directly. India's MeitY framework calls for 'context-appropriate testing," which is
currently a vague requirement. Our SDI metric gives policymakers a concrete, reproducible number: instead of
‘context-appropriate,’ regulators can specify ‘models must demonstrate SDI < 1.5 for public deployment in Hindi.'

At the ASEAN level, the 2024 Al Governance Framework emphasizes regional interoperability. PolicyBridge's gap
analysis makes concrete what interoperability requires: it shows exactly where national laws converge (Vietnam and
India both have specific Al-bio provisions) and where gaps remain (Singapore and Indonesia currently rely on
general data protection laws for threats that require Al-specific regulation).

5.2 Limitations and Dual-Use Considerations
We want to be upfront about what this prototype is and isn't.

* Synthetic benchmark data: The 450+ test cases were generated using LLM prompts and adapted for cultural
context, but haven't been validated against live model inference via vLLM yet. The test runner is fully built; it just
needs GPU access and build time we didn't have during the hackathon.

* Small classifier validation set: 20 articles is a functional proof-of-concept, not a production-grade evaluation. We'd
want 500+ labeled articles across 10+ languages for real deployment.

* Single LLM backend: The entire platform depends on Gemini Flash. A rate limit or API change would break
everything. The architecture supports multiple providers but only Gemini is implemented.

* AgentGuard scope: We only monitor slide-design agents. Code-execution and web-browsing agents are arguably
more dangerous attack surfaces and are not yet covered.

* Dual-use risk: AgentGuard demonstrates 5 covert attack scenarios in detail. Publishing this could inform adversarial
agents. We've mitigated this by framing all scenarios as detection training data and not releasing the raw attack
prompt templates.

* RSS source coverage: We manually curated a small set of sources. A production system would need hundreds of
feeds and real-time streaming, not batched scraping.

5.3 Future Work
If we had more time (and more sleep), here's what we'd prioritize:
6. Scale language coverage to 15+ languages: Burmese, Khmer, Bengali, Lao, Sinhala, Urdu.
7. Enable live vLLM benchmarking on GPU instances and publish the full open leaderboard.
8. Integrate with national CERT teams for real-time alert routing (not just dashboard display).
9. Extend AgentGuard to code-execution and web-browsing agent modalities.
10. Adversarial evaluation: test whether attackers who know the monitor's scoring rubric can evade detection.
11. Migrate to PostgreSQL with connection pooling and a proper authentication layer for production.

6. Conclusion

AIS-Sentinel started as a simple question — why is Al safety only measured in English? — and turned into a
platform that closes three critical gaps at once. We demonstrated that models are consistently more than twice as
vulnerable to sycophantic pressure in Vietnamese, Hindi, and Indonesian compared to English. We built a
biosecurity intelligence pipeline that reads and classifies threats in 5 languages. We built an agent monitor that



catches covert payloads with 92% accuracy. And we mapped those threats to real, enforceable laws across 6
jurisdictions.

None of this is production-ready, and we've said that clearly in the limitations section. But the gaps are real, the
prototype works, and the metrics are concrete. Models deployed in Asia need to be evaluated in Asian languages.
That's not a minor technical note — it's a prerequisite for responsible deployment for 4 billion people.

Code and Data

Code repository: https://github.com/DeveloperKush/AlS-Sentinel-Asia-Al-Safety-Monitoring-Control-Platform
Live demo: https://ais-sentinel.streamlit.app

Dataset: 450+ multilingual benchmark cases (config/lbenchmark_prompts.json in repo)

Test suite: 20-article labeled validation set + 4-module integration tests (tests/ directory)

Author Contributions

Kush Saraswat implemented the SafetyBench-Asia benchmarking engine (test runner, metrics, SDI calculation,
leaderboard visualizations), the AgentGuard monitoring system (rule-based scanner, LLM monitor, Pareto analysis,
slide environment), and the core infrastructure (LLM client with retry logic, database schema, integration tests).
Smarpit Malik led the IntelStream module (RSS scraper, keyword filter, threat evaluator, weekly brief generator), the
PolicyBridge regulatory mapping engine (mapper, reporter, gap analysis), and the Streamlit frontend UI/UX. Both
authors contributed to the benchmark dataset generation, testing, and report writing.
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Appendix

A.1 Tech Stack Details
Table Al: Technology stack by layer

Layer Technology Purpose

LLM Backbone Gemini 2.5 Flash Text generation, structured JSON output, translation
Model Serving VLLM OO;)tieonr;;vl)eight model serving for SafetyBench (GPU
Frontend Streamlit + Plotly Interactive dashboards, radar charts, heatmaps
Database SQLite Persistent storage across all modules (3 tables)
Templating Jinja2 HTML weekly intelligence brief generation

Scraping feedparser + newspaper3k RSS feeds and full article extraction



Image Processing Pillow AgentGuard slide canvas rendering

API Layer FastAPI + Uvicorn REST endpoints for module-to-module communication

A.2 Integration Test Results
All 4 integration scenarios passed in 7.69 seconds with no real API calls (mock data throughout):
* Scenario A: Full Pipeline (IntelStream) — PASS
* Scenario B: Benchmark Pipeline (SafetyBench) — PASS
* Scenario C: AgentGuard Pipeline — PASS
* Scenario D: Frontend Data Flow — PASS

A.3 Database Schema

Three SQLite tables power the platform:

* articles (12 cols): id, title, source_url, source_country, language, original_text, translated_text, threat_detected,
confidence_score, risk_category, justification, created_at

* benchmark_results (8 cols): id, model_name, language, test_type, prompt, model_response, passed, created_at
* agent_logs (7 cols): id, task_description, attack_type, slide_json, monitor_suspicion_score, detected, created_at

LLM Usage Statement

We used LLM assistance (Gemini Flash, Kimi K2.6 and Claude Opus 4.6) for code generation, architecture
brainstorming, and taking ideas for drafting some sections of this report. All code was reviewed, tested, and verified
by both team members. All benchmark results, validation metrics, and integration test outputs were independently
generated and verified. The final report was collaboratively edited to ensure accuracy and consistency. The core
ideas, architecture decisions, and project direction were entirely ours.



