
 

 NeuroTrace: Spec-Aware Neural Network Runtime 

 

 

                             Robert Joseph George​
                                  California Institute of Technology 

  

With​
Apart Research 

Abstract 

AI-written neural-network code can run, train, export, and even receive a verifier result while 
silently drifting from the specification the user intended. This creates a false-assurance failure 
mode: a proof may apply to the wrong runtime, output head, input domain, training behavior, or 
optimized implementation. We introduce NeuroTrace, a spec-driven observability framework 
for AI-written neural models. To our knowledge, NeuroTrace is the first framework that turns 
neural architecture and verification specs into live runtime contracts for PyTorch execution, 
training, optimized implementations, and verifier applicability. It generates TorchLean-style 
formal architecture artifacts, PyTorch runtimes, hook and torch.fx traces, training-time 
SpecTrace logs, robustness evidence, and SpecFuzz mutations. During execution, it records 
layer paths, tensor shapes, dtypes, activation summaries, gradient flow, mode assumptions, and 
artifact provenance. If the runtime, export, optimized path, or property binding departs from 
the accepted spec, NeuroTrace emits a replayable violation artifact and rejects verifier 
applicability. We evaluate the prototype on MLP, CNN, and attention-style models, plus 
controlled reproductions of documented bug classes such as ONNX/export drift, 
logits/probability confusion, input-contract violations, dropout/mode drift, and broken gradient 
flow. The long-term goal is to scale this into a practical observability layer for larger ML 
systems, where formal specs help detect real implementation, training, compiler, and 
deployment bugs before verification evidence is trusted. 

 

1. Introduction 

Neural-network software is increasingly assembled through chains of generated and transformed 
artifacts. A user may describe an intended architecture; an AI coding agent may generate PyTorch 
code; a verifier may consume an ONNX export and a VNN-LIB property; and a developer may 
later replace part of the model with a faster fused kernel, compiler graph, or optimized runtime. 
Each artifact can look correct in isolation while the full chain no longer describes the same 



computation. This creates a false-assurance problem: a verifier result may be attached to the 
wrong runtime, output head, input domain, training behavior, or optimized implementation. 

Figure 1: NeuroTrace Framework. 

To me, this problem matters because 
verification evidence is only meaningful if it 
still applies to the system actually being 
executed. Existing neural-network verifiers 
are powerful, but they usually answer a 
downstream question: given this network and 
this property, does the property hold? [1-5] 
NeuroTrace focuses on the question that 
comes before that: is this still the 

network-property pair the user meant to verify? This is not a rare edge case. Deep-learning 
systems often fail through data bugs, logic bugs, tensor-shape mistakes, model-conversion errors, 
stale exports, logits/probability confusion, accidental detach(), or train/eval mode drift [16-27]. I 
discuss the closest prior work and the remaining gap in Section 2. 

The threat model is ordinary but consequential artifact drift. A runtime may match the 
specification at first, then diverge during training, export, optimization, or verifier use. A fast 
implementation may be introduced for performance, a VNN-LIB property may target an outdated 
output dimension, gradients may silently stop flowing, or a verifier may prove a property over an 
export that no longer corresponds to the current PyTorch model. The danger is not only that the 
model is wrong, but that evidence about the model remains trusted after its link to the intended 
specification has broken. To address this, I introduce NeuroTrace, a spec-driven observability 
framework for AI-written neural models. It treats a neural specification as a live runtime contract 
rather than a static document. Starting from an architecture and property contract, it triangulates 
across TorchLean-style formal artifacts, PyTorch runtimes, hook traces, torch.fx graphs, 
ONNX/VNN-LIB artifacts, Marabou outputs, SpecTrace training logs, optimized runtime 
candidates, and SpecFuzz mutations. If any channel departs from the accepted contract, 
NeuroTrace emits a replayable violation artifact. My main contributions are: 

1.​ Spec-driven neural observability: neural architecture and verification specs become 
runtime contracts for PyTorch execution, training, optimized implementations, and verifier 
applicability. 

2.​ A multi-artifact applicability gate: verifier evidence is accepted only when the 
surrounding artifacts still agree with the accepted contract. 

3.​ Controlled demonstrations on real bug classes: the prototype checks MLP, CNN, and 
attention-style examples, plus controlled reproductions of output-shape drift, 
ONNX/export drift, logits/probability confusion, input-contract violations, dropout/mode 
drift, and broken gradient flow. 



2. Related Work 

In reviewing prior work, I found that many systems address important parts of neural verification, 
but not the full false-assurance problem targeted here. Neural-network verifiers such as Marabou 
and CROWN-style methods check whether a fixed network satisfies a fixed property, while DNNV, 
VNN-LIB, and VNN-COMP standardize verifier-facing networks and property formats [1-5]. 
Vehicle is closest on the specification side, since it provides a high-level language for 
neural-network specifications and connects them to verifiers and theorem provers [4]. My recent 
work on TorchLean is closest on the formal-semantics side: it gives neural networks a Lean-based 
substrate with typed tensors, a shared graph IR, verified differentiation, and certificate checking 
[5]. These systems are valuable, but they mostly assume that the network and property being 
checked are already the right artifacts. NeuroTrace instead asks the prior question: does the 
artifact chain still describe the computation the user intended? 

NeuroTrace also builds on ideas from verified synthesis and testing. Clover introduced a 
closed-loop view of verifiable code generation, where code, documentation, and formal annotations 
are checked together rather than trusted independently [6]. In my work on BRIDGE, we extend 
this idea by treating synthesis as a multi-artifact problem across code, specifications, theorem 
statements, and proofs [9]. NeuroTrace applies the same triangulation principle to neural systems: 
the artifacts are architecture contracts, TorchLean specs, PyTorch runtimes, hook traces, compiler 
graphs, optimized fast paths, training traces, ONNX/VNN-LIB files, and verifier outputs. Related 
testing and monitoring systems such as DeepXplore, TensorFuzz, DeepHunter, NNSmith, ML 
observability tools, and runtime verification also expose failures or monitor execution 
[8,9,10,11,12]. The difference is that NeuroTrace monitors the neural specification boundary 
itself. It is useful when an AI coding agent, developer, compiler, or optimized runtime changes the 
model’s meaning without causing an immediate crash. The new information it provides is not only 
whether a property was proved, but whether that proof remains applicable, where the artifact 
chain drifted, and which replayable trace or mutation exposed the mismatch. Table 1 summarizes 
the closest related work and the gap NeuroTrace addresses. 

Prior work / system Fixed NN 
property 

Formal 
spec 

Intermediate 
triangulation 

Runtime 
trace 

Training / 
gradients 

Export / 
property 
binding 

Fast path 
checks 

Applicability 
gate 

Marabou / CROWN 
verifiers [1,2] 

✓ — — — — ◐ — — 

DNNV / VNN-LIB 
/ VNN-COMP 
[3-5] 

✓ ◐ ◐ — — ✓ — — 

Vehicle [6] ✓ ✓ ◐ — — ◐ — — 
TorchLean [7] ✓ ✓ ✓ ◐ ◐ ◐ ◐ ◐ 
Clover [8] — ✓ ✓ — — — — ◐ 
BRIDGE [9] — ✓ ✓ — — — — ◐ 
DeepXplore / 
TensorFuzz / 

— — ◐ ◐ — — — — 



3. Methods 

I built NeuroTrace around a practical issue I kept running into while thinking about verified ML 
systems: the model that is easiest to specify is rarely the model that is eventually executed. A clean 
PyTorch implementation is useful as a reference, but real ML systems at frontier labs often replace 
it with faster paths: fused blocks, compiler graphs, quantized exports, optimized attention kernels, 
or deployment-specific runtimes. I wanted to test whether a system could keep checking that these 
later implementations, exports, verifier artifacts, and training runs still implement the same 
underlying specification. 

The central design choice is triangulation. No single framework is trusted on its own. NeuroTrace 
treats the architecture contract as the source of truth, then checks it through independent views: 
TorchLean-style formal artifacts, PyTorch runtimes, forward hooks, torch.fx, ONNX/VNN-LIB, 
Marabou, SpecTrace training logs, Fast Path candidates, and SpecFuzz mutations. At least my 
goal was not to make every backend fully formal in one weekend; the goal is to make disagreement 
visible and to reject evidence when the artifact chain has drifted. The pipeline starts by converting 
a user architecture prompt into a structured contract. The contract records the model family, input 
shape, layer dimensions, activation functions, output dimension, output semantics, training 
assumptions, and optional verification property. For example, an MLP contract records whether 
outputs are raw logits or probabilities, which matters for classifier margins and robustness 
properties. This contract becomes the accepted basis specification. Later stages are not allowed to 
silently rewrite it; if the runtime changes the final layer, if an export is stale, or if a property 
targets the wrong output index, it reports drift. 

Now my framework generates a TorchLean-style specification artifact from the contract, giving a 
typed view of the architecture: layer composition, tensor shapes, output arity, activation choices, 
and expected graph structure. TorchLean is useful because it is designed around typed neural 
semantics and a shared graph representation for execution, differentiation, and verification. In 
NeuroTrace, TorchLean is the reference for what the model is supposed to mean; everything else 
checks whether the implementation still agrees. 

The PyTorch runtime is generated from the same contract because PyTorch is where most neural 
code is written, edited, trained, and optimized [10]. NeuroTrace instruments the runtime with 
hooks that record module names, operator types, shapes, dtypes, train/eval mode, activation 

DeepHunter 
[12-15] 
NNSmith / DL 
compiler testing 
[10] 

— — ◐ — — ◐ ✓ — 

ML observability / 
runtime verification 
[28-31] 

◐ ◐ — ✓ ◐ — ◐ ◐ 

NeuroTrace ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ 



summaries, and nonfinite values. It also extracts a torch.fx graph when possible. Hooks answer 
“what ran on this input?” while torch.fx answers “what graph does PyTorch expose to tracing or 
compiler tooling?” This gives the first triangulation: 

Contract ↔ TorchLean-style spec ↔ PyTorch hooks ↔ torch.fx graph 

Spec Verify checks operator order, layer-boundary shapes, activation choices, output dimension, 
dtype, runtime mode, and output semantics. Executable probes are included, but they are gated: a 
mutated runtime can still execute and agree with itself on sampled inputs even if it no longer 
matches the accepted specification. Probe agreement therefore supports alignment only after 
structural and spec-level checks pass. 

I also wanted NeuroTrace to connect to actual certified robustness, not only runtime checking. For 
supported small models, NeuroTrace exports the runtime to ONNX, generates a VNN-LIB 
property, and invokes Marabou on a simple robustness or logit-margin query [1,4,27]. This gives 
the second triangulation: 

Contract ↔ PyTorch runtime ↔ ONNX export ↔ VNN-LIB property ↔ Marabou result 

Marabou’s output is treated as conditional evidence. A solver may prove a property of the 
ONNX/VNN-LIB pair it received, while that pair may be stale, attached to the wrong output 
head, or inconsistent with the current PyTorch runtime. NeuroTrace records hashes and metadata 
for the contract, runtime, export, property, and verifier result, then accepts verifier evidence only if 
the surrounding artifacts remain aligned. I also include three stress checks. SpecTrace turns the 
contract into a training-time monitor, recording loss, layer execution, activation summaries, 
gradient norms, dtype, runtime mode, and nonfinite values during a controlled training run. Fast 
Path refinement checks whether an optimized implementation preserves the accepted contract 
under a declared tolerance, even if its internal trace differs. SpecFuzz mutates the contract, 
runtime, or property with changes such as activation swaps, output-width edits, malformed input 
boxes, changed robustness radii, and wrong output indices. 

The final applicability gate accepts evidence only when the relevant independent channels agree. 
The output is not simply “verified” or “not verified.” it also emits an inspectable evidence trail: 
architecture contract, formal artifact, PyTorch runtime, hook trace, torch.fx summary, verifier 
manifest, training trace, fast-path report, SpecFuzz report, and violation JSON files. My whole 
goal to conclude was that verification evidence should be trusted only while the artifact chain 
remains observably tied to the accepted neural specification. 

4. Results 

So my framework was evaluated on a small but concrete set of models and failure modes, with a 
focus on whether NeuroTrace could detect when verification evidence stopped applying to the 
intended neural specification. Due to limited Codex credits and the hackathon timeframe, I did not 



run a large-scale benchmark or statistical study. Instead, I focused on end-to-end demonstrations 
that exercise the main artifact boundaries: MLP, CNN, and attention-style models; 
TorchLean-style spec generation; PyTorch runtime execution; hook and torch.fx triangulation; 
ONNX/VNN-LIB export; Marabou robustness queries; training-time SpecTrace; Fast Path 
refinement; and SpecFuzz mutation testing. Check my live demo:) that walks through these stages 
interactively and shows the generated evidence artifacts, including hook traces, verifier manifests, 
training traces, fast-path reports, mutation reports, and violation JSON files. 

The main observation to me is that NeuroTrace catches several realistic classes of neural artifact 
drift before verifier evidence is accepted. In controlled examples, the system rejects output-shape 
edits, wrong output-head/property bindings, logits-vs-probabilities drift, input-domain violations, 
dropout or train/eval mode drift, stale export-style mismatches, and broken gradient flow from 
accidental detach(). These are not artificial-only concerns: the tested bug classes line up with 
documented deep-learning failure modes, including tensor-shape faults, data and logic bugs, 
ONNX converter “wrong model” failures, PyTorch logits/probability confusion, dropout and 
BatchNorm train/eval semantics, detach() gradient behavior, and torch.fx limitations around 
input-dependent dynamic control flow [16-27]. The honest claim is that NeuroTrace did not 
reproduce each named public bug end-to-end; rather, it exercises the same bug classes in controlled 
settings and shows that they produce explicit spec-drift artifacts instead of silent acceptance. I 
really would like to scale this further on real life systems and large scale studies. 

The robustness and observability results support the same conclusion. For supported small models, 
NeuroTrace can export ONNX, generate VNN-LIB properties, and invoke Marabou on simple 
robustness or logit-margin queries; however, the solver result is accepted only if the contract, 
PyTorch runtime, export, property binding, and verifier metadata remain aligned. SpecTrace 
similarly shows that initial spec/runtime agreement is not enough: during training, NeuroTrace 
records loss, activations, gradients, dtype, runtime mode, and nonfinite events, so failures such as 
missing gradients or mode drift become observable. Fast Path refinement checks whether an 
optimized implementation preserves the accepted contract under a declared tolerance, and 
SpecFuzz tests whether mutations to the contract/runtime/property are detected. Overall, the 
strongest result is not that every model is verified, but that NeuroTrace makes false assurance 
visible: proof and optimization evidence are rejected when the surrounding artifact chain no longer 
matches the accepted neural specification! I am very excited to see how this will work at scale: ) I 
am tired of debugging bugs all the time, and hope now during training it can catch bugs and let me 
know as soon as it violates a property! 

5. Discussion and Limitations 

I am particularly interested in AI safety from the formal verification side: not just making models 
perform well, but making sure that any claim about a model is actually attached to the system 
being run. NeuroTrace is motivated by that gap. The main lesson from this project is that many 



safety failures are not simply verifier failures. They happen earlier or around the verifier: the 
PyTorch runtime changes, the export becomes stale, the property points to the wrong output, 
training breaks gradient flow, or a fast implementation no longer matches the intended contract. 
NeuroTrace tries to make this drift observable before verifier evidence is trusted. 

So what I believe is that  neural verification needs an applicability layer. Existing tools such as 
Marabou, DNNV, VNN-LIB workflows, CROWN-style methods, and TorchLean each address 
important parts of the problem, but none of them fully solves the end-to-end engineering reality 
alone. TorchLean gives a strong formal semantics, but it does not yet cover arbitrary PyTorch 
programs or all optimized runtimes. Marabou and related verifiers can prove useful properties, but 
they work best on supported model/property fragments and do not by themselves guarantee that 
the exported artifact is the current runtime. ONNX/VNN-LIB standardize interfaces, but they 
also introduce boundaries where stale exports, wrong output bindings, or conversion drift can 
enter. NeuroTrace is meant to sit around these tools and ask: does this evidence still apply? 

The main obvious limitation is scope. This is a hackathon prototype, tested on small MLP, CNN, 
and attention-style examples plus controlled reproductions of real bug classes. It is not a 
large-scale benchmark, and it does not prove that all instances of these bugs are caught. It also 
assumes the architecture contract is meaningful; if the contract is wrong, the system may preserve 
the wrong intent. The current checks are strongest for supported structural, runtime, training, 
export, and property-binding failures. They are not full semantic equivalence proofs between 
arbitrary PyTorch, TorchLean, ONNX, optimized kernels, and hardware execution. 

Future Work 

The natural next step is to scale NeuroTrace beyond small examples. This means supporting larger 
transformer blocks, LoRA/adapters, quantized models, fused kernels, neural operators, and 
scientific ML systems. It also means building a larger corpus of real ML-system bugs: stale 
exports, wrong output bindings, preprocessing drift, train/eval mistakes, broken gradient flow, 
compiler drift, and optimization bugs. 

Another important direction is strengthening the formal link to TorchLean. In the current 
prototype, TorchLean provides a formal specification channel; future versions could use stronger 
translation validation between PyTorch graphs, TorchLean IR, ONNX artifacts, and optimized 
runtimes. Longer term, I think NeuroTrace could become a practical spec-observability layer for 
AI-written ML code: formal tools provide the contracts, verifiers provide property evidence, and 
NeuroTrace checks that the runtime, training process, optimized implementation, and exported 
artifacts remain tied to the same specification. Interested in hearing what all I should do from you 
all since this is not a live hackathon: ) feedback would be appreciated. 



6. Conclusion 

To conclude, NeuroTrace is built around one idea I haven't seen addressed directly in the 
community: verification evidence should only be trusted while it remains attached to the system 
actually being run. A proof over a stale export, a property targeting the wrong output head, or a 
training run with broken gradient flow can all look fine in isolation while the underlying 
specification has already drifted. This prototype treats the neural spec as a live contract rather 
than a static document, and uses multiple independent artifact channels to make that drift visible 
before any verifier result is accepted. 

The main finding is not that NeuroTrace solves neural verification end to end. It shows that an 
applicability layer around existing tools is both feasible and useful. Many failures in AI-written ML 
systems aren't caused by an unsound verifier — they happen earlier, when the artifact chain 
quietly stops describing the intended computation. Catching that gap is what NeuroTrace is for. 

Longer term, I think this points toward something the community needs more of: formal specs, 
runtime observability, and verification tools treated as a connected system rather than independent 
deliverables. A verifier result is only as trustworthy as the chain of artifacts it was applied to. 
Getting that chain right — and keeping it right through training, optimization, and deployment — 
is an engineering problem that formal methods alone don't yet solve, but one they're 
well-positioned to help with once the observability layer exists. 

Code and Data 
-​ Code repository: https://github.com/Robertboy18/NeuroTrace  
-​ Other artifacts (optional): Demo:  video2495599136.mp4

 

LLM Usage Statement 

I used Codex and GPT-5.5 Pro as development assistants and helped with figure creations during 
this project. They helped with brainstorming the NeuroTrace design, iterating on implementation 
ideas and experimenting with the user-facing workflow (I am so bad at frontend design, I have to 
admit almost all of it was done with codex help). LLM assistance is also part of the NeuroTrace 
framework itself: the system begins from user prompts and turns them into 
architecture/specification artifacts that are then checked by the rest of the pipeline. All technical 
claims, implementation behavior (as in the actual verifiers, fuzzy and checking alignment), and 
reported results were manually reviewed and verified by me against the generated artifacts, traces, 
code outputs, and experiments. The final interpretation is my own, informed by my prior work on 
TorchLean and BRIDGE and my familiarity with the related neural verification and verified 
synthesis literature. Sorry for the long document: ) I just had to explain all the points well! 

https://drive.google.com/file/d/1hbmuprhTSyhHDON1aGIm2GEa93SAxuHZ/view?usp=sharing
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